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ABSTRACT ARTICLE HISTORY

Using a crime script analysis, this research aims to document how Received 15 October 2020
smugglers operate when they traffic arms from the US to foreign Accepted 14 April 2022
countries. Our study is based on an analysis of 66 cases that have KEYWORDS

been judged by US courts (2008-2017). The criminal activities Arms trafficking; contraband;
involved are detailed in a series of distinct scenes, according to illicit trade; organised crime;
Cornish’s theory. Five scripts have been developed, based on the transnational crime

means of transport used by the traffickers: road transport, commer-

cial airlines, postal services, freight transport and crossing the bor-

der on foot. Results suggest that most criminals prefer to operate

according to an established modus operandi. This commonality

suggests that the potential exists for the professionalisation of

this criminal activity. Indeed, offenders are likely to maintain it to

reduce effort and risk. Complementary sources of information

would help to enrich the approach proposed in this study and to

address the challenges posed by complex cases.

1. Introduction

Weapons trafficking occurs worldwide and is a major international issue, because such
weapons end up being used by criminal organisations and in acts of war, terrorism, crime,
smuggling and suicide’. Weapons trafficking refers to all forms of the illicit transfer of
firearms, ammunition, explosive weapons and associated materials®. The trafficking of
weapons has been described as a four-step process: the possession (with or without
previous acquisition), transportation, storage and sale of the product?.

This article aims at analysing and formalising the trafficking process through the use
of crime scripts. The concept of scripts came from cognitive science and was then
developed in criminology by Cornish in 1994. In his study, Cornish argued that crime
scripts are analytical tools to look at behavioural routines, by considering the offenders
as rational individuals. Crime scripting is modelling modus operandi by capturing step
by step the actions followed by the offenders®. Scripts may also be used to decompose
a criminal activity into a sequence of events that describe actions before, during and
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after the commission of a crime®. According to Borrion, there are three types of scripts
and four levels of abstraction®. The three types of scripts are ‘potential script’ based on
hypothetical sequences of actions, ‘planned scripts’ based on sequences of actions
potentially encountered and ‘performed script’ which is based on empirical data.
Regarding levels of abstractions, from the lowest to the highest levels, Borrion argues
there are respectively ‘tracks’, ‘scripts’, ‘protoscripts’ and ‘metascripts’”’. A script at track
level is developed from a case study. ‘Scripts’ are less specific than ‘tracks’, but they
provide general characteristics that can be shared by several tracks. At the next level,
a protoscript further generalises, clustering several scripts in a specific time or region.
Metascript provides a description that, ideally, fits to any script of the offence under
analysis.

Scripts can be developed to focus on particular aspects, for example, classifying a crime
as a success, an attempt or a failure®. A breakdown of the steps followed by smugglers
could result in intelligence that could assist investigators and forensic scientists by
pointing them towards sites where physical and digital traces of criminal activity could
be found. Such a process increases the chances of disrupting illegal activity by providing
a better understanding of the crime commission process®.

This study analyses the process of weapons'® trafficking using a crime script analysis
that draws upon judicial reports produced in the US and on press releases. The objective is
to identify the specificities of and similarities between international weapons trafficking
cases that originated in the US according to the means of transport selected be the
offenders. While crime scripting can be used to analyse the rationale behind crime
commission, this explanatory study focuses on the description of the steps taken, without
analysing the triggers, facilitators or motivations behind them. In addition, this research
focuses on analysing the illegal international sales process that emanates from the US; it
does not consider the internal, domestic US market.

2. Literature review
2.1. Weapons trafficking as part of international illicit trade

Illicit trade, of which weapons trafficking is one example, is a complex and multi-
dimensional phenomenon. The demand for weapons emanates from both legal and
black markets and from a range of sources. Such sources include terrorist groups,
criminal syndicates and individual citizens''. lllegally procured arms are used for
a range of purposes, such as fighting a war, issuing threats or providing protection.

Most of the weapons that are sold illicitly fall into the category of small arms and light
weapons (SALW). Schroeder'? has observed that handguns represented 77% of the fire-
arms seized from criminals, drug traffickers and gang members in eight American cities
from 2007 to 2012 inclusive. The acquisition of light weapons has been described as
a relatively straightforward process, facilitated by the fact that such small arms are
available, convenient in terms of transport and cheaper than large-calibre equipment'?,
A study by the UNODC'* found that pistols in 2016-2017 represented more than 50% of
firearms seized in the US. In Europe, pistols, rifles and shotguns are equally seized. In Africa
and Asia, the most common seized firearms were shotguns, while rifles were the most
confiscated weapons in Oceania.
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The trade and use of illegally acquired weapons pose many challenges: They threaten
the security of communities and countries, escalate violence and tension into deadly
conflicts, and represent a major governance issue'>. McEvoy and Hideg'® have estimated
that in 2016 about 210,000 firearms-related violent deaths occurred worldwide. Of these
fatalities, 81% were intentional homicides. Firearm-related suicide was excluded in this
study'’. In 2016, 44% of all recorded homicides were perpetrated with firearms'8. Stoh!'®
has also stated that weapons trafficking is only one part of a much wider, global shadow
economy. In this economy, weapons are used to threaten competitors or as a means of
payment for other illicit goods, such as diamonds, drugs and timber, to sellers who wish to
acquire weapons.

Small arms are commonly traded and used by traffickers and criminal organisations
because of their durability, ease of use, lethality and ease of maintenance. In addition, the
small size of such weapons makes them easy to store and hide®.

The UNODC?' have identified three arms trafficking methods: trafficking by land, by sea
or involving many actors that carry small amounts of arms. The latter method is referred to
as ‘ant trafficking’. Ant trafficking is particularly difficult to intercept, because it is multiple,
small, discreet and consequently barely detectable. The UNODC?? has evidence that this
technique is being used to traffic arms between the US and Mexico.

Some weapons trafficked from the US are initially legally acquired from gun shops but
are then trafficked by a ‘straw man'?. In fact, Faltas and Chrobok argue that acquiring
weapons legally in the US is a relatively easy process, even given the administrative
conditions?®. They also added that the first administrative step is that weapons retailers
are subjected to a strict process before being granted marketing authorisation?’.
According to Gildea and Pierce, the broker must provide information to obtain an export
licence such as the end use, the end user, the commodity, the consignee, the ultimate
consignee and the freight forwarder. The type, calibre, quantity, value, brand, model,
serial number and user of the weapon(s) are also documented?®, However, Braga and al
commented that such controls do not apply to private transactions between individuals,
which might occur at gun shows or other secondary markets?’. The shortcoming might
explain the extent of the weapons trafficking from the US to Mexico, for instance. With no
background checks being performed, Ford argues that it is relatively easy for traffickers to
acquire weapons on secondary markets?®. In the Small Arms Survey report, Schroeder®®
found that at least 46 countries had been affected by the illegal import of firearms from
the US.

Even though it is possible to buy weapons legally in the US, most traffickers opt not to
acquire weapons in this way. The preferred manner of illegally transferring arms involve
three main forms of subterfuge: legal acquisition followed by illegal retransfer; illegal
acquisition through legal channels (including using fake IDs or declaring fictitious written
statements) and illegal acquisition through illegal channels (such as theft)*°. Holtom,
Pavesi and Rigual®' provided an example of illegal retransfer: When weapons are retrans-
ferred from authorised end users to an individual living in a different country or to an
unauthorised person, this is a form of ‘illegitimate misappropriation’. This technique is
used by traffickers to illegally export weapons worldwide*2. In the 2016 Small Arms
Survey®*, the analysis of 159 US police reports highlighted the modus operandi used by
smugglers, from weapons acquisition to routing and transporting weapons to foreign
locations. Their results revealed at least two methods of material acquisition (legal or
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illegal): either in gun shops or on the internet. These results were in part confirmed by
Rhumorbarbe et al**. when they stated that online material acquisition occurred on both
the clear web and the dark web. Globally, firearm acquisition seems to rely on ‘a diverse
set of illegal pathways, including corrupt licenced dealers, unlicensed sellers, straw
purchasers, residential theft, and theft from licenced dealers, common carriers, and fire-
arm manufacturers. Organized, large-scale trafficking exists, but it is not predominant’>.

There is a lack of knowledge about the mechanics of trafficking from the US. While the
global picture of arms trafficking (either worldwide or from the US) is helpful, it mainly
relies on national reporting of seizures. For instance, the UNODCs>® relies on data
provided by 81 different countries and they have to work on the assumption that each
country is free to share all or part of the available data. However, global reports fail to
capture the detailed mechanics of trafficking, including the procedures involved before
and after the actual illicit transfer. This lack of knowledge is also due to the complexity of
collecting data on weapons trafficking®’. Moreover, the inherent complexity of the inter-
national dimension of trafficking also contributes to this shortcoming®®. For example,
Gildea and Pierce®® have stated that even when U.S. Customs and Border Protection has
the resources to carry out controls, it is possible to examine only about 1% of the
merchandise that crosses the borders of the US. Furthermore, weapons smuggling is
only one of the illegal activities requiring control by the U.S. Customs and Border
Protection.

2.2. The use of crime scripting in European studies

While the amount of research using crime scripts has increase over the last years*’, only
few studies from Europe have used a crime script approach to analyse small arms
trafficking.

De Vries*' relied on crime scripting to describe ammunition trafficking in the
Netherlands. Using information from both the National Collection of Bullets and
Cartridge Cases of the Netherlands Forensic Institute (NFI) and 10 interviews with experts,
the author created a crime script consisting of five scenes.

The first scene corresponds to ammunition production, the second to ammunition
procurement, the third to the transportation, the fourth to the sale and, finally, the fifth
scene corresponds to the possession and use of ammunition. In another study, De Vries*?
relied on crime scripting to describe the trade in and the use of converted firearms in the
Netherlands. In her study, she used three different sources of information: two completed
police investigation, semi-structured interviews with firearms experts of Dutch police
forces, and a quantitative analysis on two databases, Firearms Data System and
National Collection Bullets and Cartridges. The author created a script consisting of five
scenes: Purchase, Conversion, Transportation, Sales & delivery, and Possession & use. Both
of De Vries’ scripts are quite similar, except when looking at the second scene.

Williamson™®® is one of the few researchers who is authoring projects that rely on crime
script analysis to study firearms trafficking from a sociological perspective, which assumes
that individuals who take part in firearms trafficking are rational and see the market as an
opportunity. Through the analysis of the British National Ballistics Intelligence Service
(NABIS) database, open-source data and subcultural case studies, Williamson explored
firearms trafficking and the role of ‘criminal armourers’ in particular in England and Wales
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by using crime scripts. Williamson described armourer as an ‘individual who has either
been convicted of a firearm supply offence or who has stored or collected weapons that
could potentially be used by criminal individuals*. The operating aspects of firearms
trafficking in England and Wales (e.g. activities, motivations and modus operandi), the key
factors leading a person to start using or trafficking weapons, and the armourer profiles
(novice, innocent, potential, professional, ideological, commercial and ‘home’) were
described. Trafficking roles (e.g. purchaser, facilitator, courier and custodian) have also
been identified. In a subsequent study®, these roles and the armourer types were
integrated with a global sale/rental network model. Williamson has described a firearm
trafficking network as typically requiring an armourer, a custodian, a middleman/purcha-
ser, a facilitator and a courier to deliver weapon(s) to the customer.

The Small Arms Survey study conducted by Schroeder*® described the means of
transport used by smugglers and divided them into three categories: land, sea and air.
When smuggling by land, traffickers generally use vehicles to cross borders and mostly
crossing the border from Mexico into the US. Weapons — or parts of them — as well as
ammunition are usually concealed in vehicles (e.g. under the seats or within the structure).
Using the U.S. Postal Service and crossing the border on foot are also categorised as
transport by land, even if those methods are not as common as crossing borders in
vehicles. In fact, traffickers cross the Mexican border on foot in only 2.5% of the cases.
Transport by sea requires containers being carried on cargo ships and filled with legal
articles to conceal the weapons. Finally, when transporting arms by air, traffickers usually
hide the weapons in their luggage®’. This manuscript provides a deconstruction of the
main methods of transportation involved in arms trafficking.

3. Methodology
3.1. Data description

This study relies on a dataset provided by Small Arms Survey (SAS)*®. The SAS dataset is
based on US court judgements from 2008 to 2017. It includes 162 trafficking cases that
have been disrupted by US police officers. These cases were identified following a three-
step methodology. First, a SAS researcher reviewed the press release listings on the Office
of the US Attorney’s websites to identify trafficking cases. Secondly, for each case, s/he
searched for case information on the regional US Attorney Offices’ websites using key-
word searches for ,justice.gov in Google. No specific filters were applied. Case information
originates mostly from judiciary documents (e.g. complaints, indictments and pleas) and
press releases, coming from US Attorney’s Offices in 94 federal districts. Finally, s/he
excluded cases containing solely domestic trafficking or cases in which the trafficked
items were not shipped from or through the United States.

All documents were titled by the defendant’s name and were in PDF format.
Complaints typically contain a global description of the case (i.e. name of the defendant,
date of the criminal complaint, case number, date of the criminal action, violated Title of
the U.S. Code, name and signature of the judge in charge of a case) and an affidavit in
support of the arrest warrant. Indictments also contain the name of the defendant, the
criminal number, dates of the indictment, dates of the facts, as well as the details of the
counts (i.e. the charges against the defendant).
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Table 1. Number of cases, classified by categories, used for each mean of transport.
Means of transport

Road Ped Air Post Freight Total

Number of cases used to create a suggested script (one per mean of transport) 5 4 5 5 5 24
Number of cases used to appreciate the script inclusiveness 13 0 4 M 14 42
Total 18 4 9 16 19 66

Of the 162 cases, 66 contained a sufficient level of detail for a crime script (see, Table 1).
Overall, 176 documents were read, classified according to five means of transport used by
traffickers (by road transport, crossing the border on foot, using commercial airlines, using
postal services to deliver a package and using freight transports) and analysed. In the first
three means of transport (by road transport, crossing the border on foot, using commer-
cial airlines), traffickers transported the material themselves, while for the last two (i.e.
using postal services to deliver a package and using freight transports) traffickers required
the service of a third-party company. To obtain more information about the cases,
additional open-source research (media reports) was conducted online, using
a combination of the keywords ‘arms trafficking’ associated with the name of the
defendant.

In the 66 cases considered, 188 people were involved, 20 of which were women
(10.7%). Background and/or personal information were not analysed because the quantity
and the quality of information provided by the documents were not sufficient.

In 42 cases (63.6%) perpetrators had been smuggling weapons for years while in 24
cases (36.4%), documents did not mention any other trafficking attempt. In 34 cases
(51.5%), documents described the context of the arrests. In 23 cases (34.8%), authorities
arrested traffickers when conducting random searches. The documents studied contained
seven (10.6%) investigations that had been conducted by undercover agents. When
undercover agents had worked on cases, the level of detail in court documents increased.
In 17 cases (25.8%), traffickers were arrested after intelligence had been provided by
confidential informants or other institutions (e.g. INTERPOL or EUROPOL). In one case,
a transporter was arrested after his ammunitions exploded in a building where police
officers were present.

3.2. Crime script analysis

Based on empirical data (performed scripts), this study develops case scripts (tracks).
Then, it increases its level of abstraction proposing five planned scripts by means of
transport*®: by road (‘Road’), crossing the border on foot (‘Ped’), using commercial airlines
(‘Air’), using postal services to deliver a package (‘Post’), using freight transport (‘Freight’).
Crime scripts were used to describe modus operandi for investigators and researchers
and to classify data. Crime scripts allowed researchers to identify patterns within some
arms trafficking cases. In fact, different traffickers shared the use of similar steps (e.g. the
use of the same concealment techniques) even if traffickers were acting independently.
Per mean of transport, we randomly selected five cases from our dataset (see ‘Number
of cases used to create a suggested script (one per mean of transport)’, Table 1).
Considering the quality of the documents analysed, five cases were informative enough
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to create one ‘suggested’ script, specific to the identified means of transport. For the ‘Ped’
script, all four cases were analysed. To construct the scripts, each case was carefully read
and analysed to identify the main steps of the trafficking process. One step represents one
action conducted by, at least, one individual. Then, per case, and according to a specific
mean of transport, each step of the criminal process was chronologically decomposed. All
steps were described given the information detailed in the documents, creating
a performed script at track level. The five performed scripts have been compared between
each other in order to identify similarities and differences. As the five performed scripts
showed similarities, they were subsequently merged to produce a ‘suggested’ script (see,
Figure 1). This method has been applied for the five means of transport.

After the creation of the five ‘suggested’ scripts, the other cases (n = 42, see ‘Number of
cases used to appreciate the script inclusiveness’, Table 1) were used as a benchmark for
considering their inclusiveness. For each of the 42 cases, we decomposed the case by
steps and compared them to the steps reported in the suggested scripts following the
same methodology as the one described for the creation of the tracks. When the
suggested scripts did not encompass some scenes, scripts were adjusted by adding
complementary steps. Finally, tables were compiled to summarise the scripts’ scenes
and facets.

All scripts were formalised using the same process, whether the case has been carried
out by undercover agents or disrupted when authorities conducted random searches.
Each case was decomposed into separate scripts, detailing the process of the acquisition,
the exportation and the sale of weapons. Each phase of individual script includes different
scenes also referred to as steps. For example, scenes could encompass the use of
concealment techniques and the concealment of the material within a vehicle.

Per case, decomposing the
— criminal process into key steps —
and creating a performed script

Creating the suggested script by
merging the five performed scripts

Per case, identifying the key
moments of the criminal process

Case 1 Performed script 1
Suggested script (one per
mean of transport)
Case 2 Performed script 2
Case 3 Performed script 3 r
Case 4 Performed script 4
Performed script 5
Case 5

Figure 1. Conceptualisation of a suggested script.
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Then, each scene was classified in subcategories, which described the different facets
of the scene®®. For example, facets could describe the means of transport used by
traffickers with — when relevant — the vehicle characteristics such as the brand, category,
type of vehicle (e.g. rental vehicle versus personal vehicle), the category of trafficked
material (e.g. ammunition, military goggles or small arms), the means of payments and
the presence/absence of accomplice and, if relevant, their numbers. Regarding facets
encountered in the scripts, we decided to present only the one detected in the dataset.

Then, all these steps were classified based on four of the stages of criminal activity:
preparation, pre-activity, activity and post activity. As scripts are a sequence of scenes
occurring before, during and after the main crime event, we decided to use respectively
the ‘precrime phase’, the ‘crime phase’ and the ‘post-crime phase’. The ‘precrime phase’
regroups both the preparation and the pre-activity stages. It corresponds to all the scenes
occurring before the transfer from the US to a foreign country (including e.g. Canada,
China, Colombia, Mexico, Philippines, Russia, and Thailand). The actual passage to these
destinations - by going through the border - is the ‘crime phase’ (i.e. the scene ‘activity’).
The ‘post-crime phase’ is all the scenes that occur after the arrival of the product outside
of the US, ranging from the transfer of the arms to re-transfer by the recipient to other
persons, to the payment of accomplices (i.e. post-activity scene).

Tables 2, 3, 4 and56 report also how often each scene occurs in the 66 analysed cases
by percentage. These were calculated with an equal number of cases (within a given
script). Some scenes were not encountered in each case, because the offender might have
been caught before that scene, or the scene is optional. For example, while some
traffickers use concealment methods to hide the weapon in a car or trucks (i.e. within
the ‘Road’ script), others do not.

We checked our script’s quality according to six criteria: typology, consistency, context,
completeness, precision and uncertainty®'. These criteria were considered during the
scripts construction, which resulted in slight modifications (regarding script consistency
and completeness).

4. Results
4.1. Trafficking by road transport (‘Road’)

Two variants of the global script were identified for this mean of transport: ‘self-transport’
and ‘courier’. While both scripts followed the same logic (see, Table 2), the first was
characterised by the fact that the transporter was the material buyer, whereas in the
‘courier’ option, accomplices were recruited to cross the border. Eight cases followed the
‘self-transport’ script, and in 10 cases a courier was present. The global crime script
corresponded to the integration of both scripts by merging all actors as a ‘transporter’.
The distinction is represented by the multifaceted ‘drive to the border’ scene.

Overall, more than 300 weapons were exported, but also tens of thousands of ammu-
nition rounds (ranging from 300 to 65,000 rounds) and handgun bullet magazines (from
two to 652 magazines). One to twelve people were involved in trafficking by road. Most
cases involved two to three people; however, in three cases seven to twelve people were
active. The number of accomplices did not appear to be linked with the extent of the
trafficking.
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Table 2. Trafficking by road transport (‘Road’) script (n = 18 cases).

%
Scenes (n=18) Facets

Preparation 1 - Get a vehicle 94.4 One or more vehicle is used
Personal vehicles or rental vehicles (modality encountered in
one case out of 20)

2 — Recruit accomplice(s) 88.9 None, one or more
From the US or from a foreign country
3 - Acquire the material 100 With licence, with fictitious written statements or no
documents

Physical acquisition: gun show, gun store, storefront retailer,
straw purchaser, unlicenced dealers, theft, weapons
retransferring (from relatives) in different locations, such as
in the parking lot at one Basilica

Online acquisition

4 - Pay the material 889  Cash
5 — Store the material 38.9 At personal residence(s) or warehouse(s)
In 25% of cases for ‘self-transport’ and 50% for ‘courier’
Pre-activity 6 — Transfer the material 50.0 By road: direct travel or with stages
to the transporter At warehouse(s) or at personal residence(s) or at a parking lot
(at a store)
7 — Use concealment 50.0 Wrapped in plastic bags or in tape or in foils
technique(s) Inside a box/bag or an object
Serial number of a firearm obliterated
8 — Conceal the material in 94.4 Inside the cabin
the vehicle at the back of the driver's seat

covered by clothes
Not hidden (boxes placed in the back seat)
Placed in the engine compartment, undercarriage or in gas
tank
In the front quarter panels
9 - Drive to the border

Activity 10 — Go through Custom 88.9 ‘Self-transport’ or ‘courier’
and Border Protection Six out of 16 have been arrested, including one during the
scene 9
Post- 11 - Transfer the material 66.7
activity to the final recipient
12 - Pay accomplice(s) 66.7 Cash
13 - Pay courier(s) 444
14 - Receive payment for 77.8
the material
15- Return to the US 444

The precrime phase corresponds to scenes 1 to 9 (from the acquisition of a vehicle to
traffickers driving to the border). When trafficking by road transport, traffickers acquire
the material (scene 3) either online or physically. Often, traffickers buy weapons through
typical distribution channels, such as gun shows, gun store or storefront retailers. The
acquisition can be either legal or illegal. Detail is lacking on how traffickers paid for the
weapons. Among the cases studied, at least three groups paid for weapons in cash.

The storage scene (5) occurs less often in weapons trafficking by car or by truck. This
scene is more frequent when accomplices are used. In half of the cases, the trafficked
material was concealed (e.g. using foils and tape) while in more than 94.4% of the cases
the merchandise was concealed inside the vehicle (e.g. under seats).

Regarding the concealment methods (scenes 7 and 8), even if this scene occurred in
half of the cases, traffickers used at least seven different approaches. The material was
either wrapped using plastic, foil and tape, or placed inside bags or boxes. Some
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Table 3. Trafficking using commercial airlines (‘Air’) script (n = 9 cases).
Scenes %(n =9) Facets

Preparation 1 - Recruit accomplice(s) 333 None, one or more
From the US or from a foreign country
Among conspirator(s), one police officer and one pilot
2 - Acquire the material 100 With licence, with fictitious written statements or no
documents
Physical acquisition: storefront retailer, relative
(transaction in church), unknown vendor
Online acquisition, including via email and Skype
conversations
3 - Pay the material 66.7 Cash
American Express Credit Card
Wire transfers

4 - Store the material 66.7
5 - Transfer the material to 334 Not necessary if it is for own use of the initial buyer
recipient To (a) friend(s) or relative(s), or others
6 — Book a flight 100 Commercial flight
7 - Pay the flight ticket 100
Pre-activity 8 — Use concealment 77.8 Identification numbers covered by black marker pen
technique(s) Material disassembled
Wrapped in zip-lock bag, plastic bag, foil, tape, and/or
cellophane
Wrapped in clothes, the lining of a leather bag
containing hair clipper, in the lining of the suitcase,
or inside (the handle of) a tool
9 - Place the material into 100 Inside a toolbox, checked luggage, garment bag, in
container(s) suitable for a zippered compartment or in a Pelican case
airport transit
Activity 10 - Reach the airport 100
11 - Transfer the material to 22.2 One was a pilot
accomplice(s) One was a police officer
12 - Go through airport 100 Pass verification (via official controls or via a kiosk)
security With the help of a police officer (accomplice)
Being arrested
13 — Go through Customs and 77.8 With the help of a police officer (accomplice)
Border Protection
14 — Take the plane 55.7 Yes (the trafficker or the conspirator)
No (e.g. during a stopover, one suitcase exploded)
Post- 15 - Collect the container(s) 444
activity 16 — Pay accomplice(s) 11.1 Western Union, wire transfers
17 - Receive payment for the 222 If not for the personal use of the initial buyer
material

traffickers obliterated the serial numbers of the weapons. Several parts of the vehicles
were used to conceal the material, including engine compartments, the front quarter
panels, undercarriage of a vehicle, or the gas tank. Often, personal vehicles were used,
including family vehicles, trucks or SUVs. The ‘courier’ script was initially composed of five
sub-steps: ‘9a — Transfer the material to the courier’, ‘9b - Deliver the material to courier’,
‘9c — Conceal the material in a new vehicle’, ‘9d - Transfer of the material to a second
courier’ and ‘9e — Conceal the material in a new vehicle’. In six cases, arrests were made
following Custom and Border Protection controls. In other cases, undercover agents or
confidential sources informed investigators of the trafficking.

The crime phase corresponds to scene 10. In this scene, the driver goes through
Custom and Border Protection to cross the border. The final phase corresponds to scenes
11 to 15, which starts when the material reaches the foreign country and is delivered to
the final recipient.
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Table 4. Trafficking by road transport (‘Ped’) script (n = 4 cases).

Scenes Facets
Preparation 1- Recruit accomplice(s) None, one or two
2 — Acquire the material With licence, with fictitious written statements or no documents
3 - Pay the material
4 — Store the material At personal residence(s)
Pre-activity 5 - Use concealment technique(s) Material duct-taped to the body of the courier
6 — Conceal the material Placed in duffle bags, backpack or cardboard

Placed on the body of the courier underneath their clothing
7 — Deliver the material to the courier
8 - Transfer the material by the

courier
9 - Drive to the border
Activity 10 — Cross the border (on foot) Pulling a dolly containing a cardboard box with two large duffle
bags - arrested
Post- 11 - Transfer the material to the final Relatives or not
activity recipient

12 - Pay accomplice(s)
13 - Receive payment for the material

4.2. Trafficking by crossing the border on foot (‘Ped’)

Crossing the border on foot was encountered in only four cases, thus no percentages
were calculated for each scene (Table 4). As we decided to present only facets detected in
the dataset, this table does not have many entries.

This process resembled the ‘Road’ process, except that the individual would carry the
merchandise across the border. Weapons that are small in size, such as grenades (over 30),
ammunition (from 300 to 3,500 rounds) and one firearm, were transported on foot. One to
four people were involved, with an average of two.

The precrime phase corresponds to scenes 1 to 9. It starts with the recruitment of
accomplices and ends with the material transportation through the border. The crime
phase corresponds to scene 10, when the transporter crosses the border. The final phase
corresponds to scenes 11 to 13, which start when the material is in the foreign country
and delivered to the final recipient. The concealment methods used by traffickers are
quite simple. They use bags or a cardboard box or they hide the material (@ammunition)
directly on their body, underneath their clothing.

4.3. Trafficking using commercial airlines (‘Air’)

The use of airplanes to cross borders involved commercial airlines (Table 3). One to four
people were involved, but mostly one or two. In one case, a conspirator was a police
officer. In another case, the conspirator was a pilot. They used their position to go through
customs control, avoiding the passenger screening area.

The precrime phase corresponds to scenes 1 to 9 and starts with the recruitment of
accomplices and ends with the concealment of the material within containers suitable for
airport transit. Traffickers acquire the material through either physical or online environ-
ments. Often, traffickers buy weapons through storefront retailers or relatives. The acqui-
sition can be either legal or illegal. In our dataset, payment is made either by cash, credit
card or even wire transfers.
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Table 5. Trafficking using postal services (‘Post’) script (n = 16 cases).
%

Scenes (n=16) Facets
Preparation 1 - Recruit accomplice(s) 50.0 None, one or more
2 - Acquire the material 100 With licence, with fictitious written statements

or no documents
Physical acquisition: storefront retailer,

manufacturer
Online acquisition: Amazon, eBay, dark web, US
dealer
3 - Pay the material 100 Cash
Digital currency: PayPal, Bitcoin, Monero, Zcash,
Ethereum
Stolen credit card or debit card
4 - Ship the material to the US 37.5 At work, at a rented post office box or personal
residence(s)
5 — Collect the material 25.0 At personal residence(s) or at the rented post
office box
Pre-activity 6 — Store the material 87.5 At personal residence(s)
7 — Use concealment technique(s) 68.8 Serial numbers obliterated, altered or removed

Disassembled material
Hidden within household items (electronic

items)
Wrapping items in packing material or packed in
black cases
8 — Pack the material 81.3 Inside boxes, sometimes sticking out of the foam
9 — Transfer the material to the final 81.3 Online, to storefront retailer(s) or to private
recipient buyer(s)
10 - Ship the material within the US 18.8 Send to a US address
Activity 11 - Require the services of a shipping 81.3 Several shipping companies used
company
12 - Pay for shipping services 81.3 Cash (in denominations of $100 or $20 bills)
Bank accounts
13 — Send the parcel 81.3 Via the online interface of firearms sellers
(websites)
Using fake identity and/or fake sender’s name
and address
Phoney invoice
Post- 14 - Collect the parcel from an address 100 By the final recipient or courier(s)
activity outside the US
15 — Pay the accomplice(s) 438 Cryptocurrency: Bitcoin, Monero, Ethereum,
Zcash
No other specific information
16 — Receive payment for the material 100 Cash, Wire transfers, Western Union

The crime phase are scenes 10 to 14, when the trafficker(s) - either purchaser(s) or
accomplice(s) - reaches the airport and boards the plane. Dedicated concealment
methods are frequently used, and the material is always hidden inside a container
(mainly bags/suitcases). Traffickers used at least nine different ways to conceal the
merchandise. Moreover, in some cases, they wrapped the weapons in zip-lock bag,
foil, tape, cellophane or clothes. Methods of concealment included hiding the weap-
ons inside checked luggage, bags, in the lining of a leather bag or in the lining of
a suitcase. Some traffickers obliterated the serial numbers of weapons or disas-
sembled the material. In most cases, customs officers discovered the material during
airport security checks. In one case, an arrest was made during a stopover after the
suitcase exploded. The final phase, scenes 15 to 17, occur when the transporter
collects the container(s) and receives payment.
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4.4. Trafficking using postal services (‘Post’)

This modus operandi involves the use of postal services or private shipping companies
to send the products to destinations outside the US (Table 5). Traffickers transported up
to 200 weapons, 6,500 rounds of ammunition, 100 night-vision goggles, bullet maga-
zines (from a few to 5,000, trafficked on multiple occasions), and thermal-imaging
equipment. One to 10 people were involved. In three of the 16 cases, more than
eight people were involved. In the majority of cases, between one to five people
were working together.

In this script, the precrime phase corresponds to scenes 1 to 10. It starts with the
recruitment of accomplices and ends with the sale of the material to the final recipient.
The crime phase corresponds to scenes 10 to 13, when traffickers require the services of
a shipping company and ending when the parcel is sent outside the US. Traffickers
acquire the material through either physical or online environments (legally or not).
They use storefront retailers and manufacturers, but also online platforms such as
Amazon, eBay or dedicated online US shops. In one case the sale occurred on the dark
web. Payment was made either by cash, stolen credit or debit cards, PayPal, or crypto-
currencies like Bitcoin, Monero, Zcash or Ethereum. Traffickers used at least five conceal-
ment techniques, including the obliteration of serial numbers and disassembling the
merchandise. Weapons were concealed in cases or in household items. The final phase
corresponds to scenes 14 to 16, starting when the material is collected in a foreign
country (Table 5).

4.5. Trafficking using freight transport (‘Freight’)

Using freight forwarding services (Table 6), traffickers transported up to 204 weapons,
10,500 rounds of ammunition, two handgun bullet magazines and two body armours. The
number of discovered weapons was relatively low (from one to 12 in 10 cases). In three
cases, the number of weapons being trafficked was larger (from 65 to 204). In one case,
around 100 rounds of ammunition were smuggled, but in the majority of cases, around
7,500 to 10,000 rounds were concealed and sent using freight forwarding. One to 10
people were involved, with an average of two people. Only one case involved 10 people,
and most of the other cases involved one to four people. The 10-person case is the only
case in this study in which a murder (of one accomplice) occurred. Regardless of the
modus operandi used, no other cases involved direct violence.

The precrime phase corresponds to scenes 1 to 10. It starts with the recruitment of
accomplices and ends with the material having been packed. As was observed through-
out this study, scenes concerning the acquisition of the merchandise (scenes 4 and 5)
are mostly taken by the people in charge of the trafficking. Traffickers acquire the
material either in the physical or online environments. The physical environment was
mostly represented by gun shows, gun stores, storefront retailers, theft, face-to-face
discussion, or telephonic texts or calls. Otherwise, traffickers bought their material via
online sales platforms such as eBay or Amazon. Traffickers used cash, international wire
transfers, credit card or the PayPal system. Regarding concealment methods, traffickers
used at least 13 ways to conceal the material (see, Table 6 for details). Some traffickers
obliterated the serial numbers of the weapons, disassembled the material, painted
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Table 6. Trafficking using freight transport (‘Freight’) script (n = 19 cases).

%
Scenes (n=19) Facets
Preparation 1 - Recruit accomplice(s) 26.3 None, one or more
From the US or from a foreign country
2 - Acquire common items 84.2 Boxes
Vehicles (in some cases, the trafficker worked in the
automotive industry)
Household goods and furniture (including shoes, TV, clothes)
3 - Pay the common items 474 Cash or debit card (not if already possessed by the trafficker)
4 — Acquire the material 100 With licence, with fictitious written statements or no
documents
Physical acquisition: gun show, gun store, storefront retailer,
theft, after face-to-face discussion, by telephone
Online acquisition: eBay, Amazon
5 - Pay the material 84.2 Cash, PayPal, international wire transfers or credit card
6 — Store the material 89.5 At personal residence(s), at work, in warehouse(s), storage
locker/shipping freight, in hotel room(s) or in vehicle(s)
7 — Transfer the material to 52.6 Sale face to face
the final recipient Relatives (family or colleagues)
Pre-activity 8 — Use concealment 737 Identification numbers obliterated
technique(s) Material disassembled, painted or co-mingled
Wrapped in tape (clear tape and duct tape), plastic wrap,
plastic and felt, in foil (including aluminium foil) and/or
foam
Wrapped beneath clothing or in garbage bags
Covered in spray foam or with red grease
9 — Pack the material 94.7 In containers: boxes, black cases, plastic container, in a barrel,
inside a cardboard box, wooden crate, a CD container, boxes
of chairs and other items, within a tube of multipurpose
grease or in two large white PVC cylinders with white caps
on either end
In household goods: a television, BBQ grills, sawhorses, lamps
Hidden in a fake compartment of household goods, in lock
system or in a man-made hidden compartment in the
bottom of a metal travel trunk, inside the pant leg of a pair
of blue jeans
In vehicles: plastic wraps placed inside a seat cushion, after
having cut the foam from it, in the trunk compartments,
underneath the hatch of the hybrid battery compartment,
in the transmission pans of engines and transmission
10 — Mislabel the parcel 73.7 Household goods, such as furniture and filing cabinets, vessels,
clothes (including pants), toys, speakers, tools, pipes,
greyware, accessories
Vehicle parts
Activity 11 - Require the services of 84.2 Several shipping companies used
a shipping company
12 - Declare false 94.7 Fake ID (names and address)
information on export Name of the wife of the trafficker (instead of his name)
documents Fake phone number
13 - Pay for shipping 94.7 Sometimes through several bank accounts
services
14 - Send the parcel 89.5 With or without inspection (following inspections, the material
was intercepted in three of 19 cases)
Post- 15 - Retrieve the parcel (by 36.8 Including after travelling by plane, coming from the US
activity an accomplice)
16 — Additional steps 5.26 Packages sent in the US, then in the foreign country
17 — Receive the material 47.3 The final recipient can be the sender or other people
(by the final recipient) Shipment was intercepted in four cases
18 - Pay the accomplice(s) 26.3
19 - Receive payment for 316 Wire transfers, cash, cash pickups

the material
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them or co-mingled them. In some cases, they wrapped the material in plastic wrap,
foil, tape, foam or clothes. The merchandise was found in boxes, garbage bags, several
containers, barrels, wooden crates, household goods, and in the compartments of
vehicles.

The crime phase corresponds to scenes 11 to 14, starting with the traffickers requiring
the services if a shipping company and ending when the parcel is sent. The final phase
corresponds to scenes 15 to 19, starting when the material is retrieved in the foreign
country and ending when payment is made. To retrieve the container from the shipping
addresses, some traffickers travelled by plane from the US. The stage ‘17 — Additional steps’
(5.26%) is similar to scenes 12 to 15 detailing the phases of sending the package. This scene
can encompass a wide range of possible actions. Finally, the packages were retrieved in less
than 50% of cases and the payment (scene 19) in less than a third of cases (31.6%).

5. Discussion

Schroeder®? found that most weapons trafficking cases from the US to other countries
involved transport by car. This finding might be the result of stronger border controls at
points where cars cross, especially between the US and Mexico. In addition, the
concealment methods employed by arms transporters using cars were quite simple. It
is therefore not surprising that traffickers using cars were being caught by customs or
law enforcement officials. These results are in line with those presented in Leuprecht
and Aulthouse’s study®® in which six cases of arms trafficking from the US to Canada
were analysed. They show that some traffickers (in at least 3 out the 6 cases) used cars
to cross the borders. In two cases, traffickers did not conceal their firearms in a very
sophisticated way, while for the last one, traffickers used a hidden compartment in the
gas tank of the vehicle.

Our study found that traffickers also commonly used postal services or freight transport.
Freight shipments involve large volumes of goods, providing more opportunities to con-
ceal illegal merchandise. In this context, concealment methods were also more sophisti-
cated, for example, weapons were concealed inside televisions or in CD containers.

The primary objective was to create a single about weapons trafficking from the US
(protoscript level). The researchers finally decided not to generalise all five scripts into
a single script. We realised that this would have altered the level of detail, rendering the
final script less informative. For example, the ‘concealment techniques’ scenes, an ele-
ment of every script, have their own particularities depending on the means of transport
used by traffickers.

While some cases involved a large group of criminals (up to 12 people), others were
driven by a single individual. Our deduction is that small groups of people are more
flexible and less likely to attract the attention of law enforcement. The number of people
involved is not correlated to the extent of the trafficking. For example, in one case
involving postal services, two traffickers handled more than 5,000 rounds of ammunition,
night-vision goggles and 5,000 assault rifle magazines. Similarly, one individual, who used
a vehicle to cross a border, transported more than 10,000 rounds of ammunition, at least
60 weapons, a number of high-capacity pistols and rifle bullet magazines. Using the same
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modus operandi, two and three people respectively trafficked more than 650 AK-type
bullet magazines and over 65,000 rounds of ammunition. These cases exemplify how
small groups can be prolific.

In 62 out of 66 cases (93.9%), smugglers, sometimes repeatedly, followed a single
modus operandi. In these four remaining cases (6.1%), two groups of traffickers used
both the ‘Post’ and the ‘Freight’ means of transport. These findings suggest that
diversification is rare in the context of weapons trafficking from the US. This observa-
tion could be confirmed by a criminal trajectory analysis. Interviewing traffickers
might also help researchers to understand more precisely why they favour the
repetition of a particular modus operandi. Our observation regarding the repetition
of a favoured modus operandi is in line with the rational choice theory of Clarke and
Cornish®*. In this theory, criminals are considered as rational, evaluating their choice
of actions regarding both potential risks (e.g. getting caught) and benefices (e.g.
financial). Indeed, traffickers might not consider varying the modus operandi because
it would imply major practical changes and increased effort, including a need to
reach out to additional possible conspirators to perform certain new roles, which
could increase the visibility of their illegal activity and consequently the risk of being
caught. Finally, a modus operandi that has proved efficient is likely to be repeated to
maximise the chances of success.

Every case examined in this study has been handled by a US court. The sources were
mostly judicial reports (e.g. indictments, plea agreements, complaints). These documents
are considered as reliable and contain valid information. In fact, since they emanate from
a judicial system, they are reviewed and approved by different parties. They also contain
a precise description of the facts that were presented before the court. Concerning the
defendant (i.e. age, nationality) and the criminal activities, the information provided has
certain limitations. For example, sometimes judicial reports provide only an inventory of
the criminal actions. Contrary to police reports, they do not necessarily include details that
allow for a reconstruction of the entire criminal process. For this reason, including police
reports would complement the research and enrich the findings.

Furthermore, aspects of the criminal activity involved in the trafficking of weapons
might not be known to law enforcement. Only a modus operandi that has been detected
can be reconstructed. One might argue that some offenders use techniques and
approaches that have yet to be detected. Analysing narratives on online forums of buyers
and sellers might be considered to fill this knowledge gap partially.

As Lemieux and Bruschi argued in their study®®, the quality of scripts is difficult to
assess. Similarly, extracting and classifying relevant aspects across cases in this study
posed significant challenges when analysing 66 cases, all containing different levels of
detail. Specific protocols are required to ensure consistent coding among different actors.
In the present study, the coding activities were managed by a unique researcher and for
a limited number of cases, ensuring a certain consistency for this part of the work.
Moreover, all scripts have been reconstructed from a limited number of cases. While at
least 16 cases were used to produce three of the scripts, the ‘Ped’ and ‘Air’ scripts are
based on 4 and 9 cases. Our generalisation should therefore be considered with caution.
However, this study provides a first formalisation of crime scripts for firearms trafficking,
with a particular focus on the means of transport.
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6. Conclusion

This study focuses on the means of transport used when trafficking weapons from the US
to foreign countries. Using judicial documents, 66 cases through were analysed through
the lens of the crime script perspective. Findings suggest five scripts in US cross-border
weapon trafficking: by road transport (‘Road’), using commercial airlines (‘Air’), using
postal services to deliver a package (‘Post’), using freight transport (‘Freight’) or crossing
the border on foot (‘Ped’). The research indicates that road, postal and freight means of
transports are particularly common, while commercial airlines and crossing the border on
foot were more rarely encountered. Further, when considering criminal groups, our study
also suggests that the number of people involved is not correlated to the extent of the
trafficking. Indeed, both singles and group of criminals may traffic large quantity of
material (i.e. over 200 weapons, 100 night-vision goggles, 650 AK-type bullet magazines,
over 65,000 rounds for instance). The analysis of the trafficking crime scripts and their
facets confirms that concealment methods vary according to means of transportation.
Methods are simpler when cross border trafficking is done by car, while concealment is
more complex when traffickers transport materials by freight. Eventually, our results
corroborate the assumption of a modus operandi specialisation. When a modus operandi
proved to be successful, offenders are likely to stick to it in order to reduce the efforts and
the risks associated with testing new strategies. In general, traffickers specialise in a single
mean of transportation, with only a few using two (postal and freight). This study relied on
secondary sources which provide scarce information on offenders’ motivation and deci-
sion-making. In the future, other research may fill the gap using primary sources (i.e.
police officer interviews and trafficker interviews) and ethnographic methods.
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