
13CHAPTER 1 | Navigating the stars

INTRODUCTION
In times of political instability and faced with 
serious security or foreign policy challenges, 
governments are under pressure to act. Some-
times, the decisions they take prove to be the 
right ones and politicians save their face in the 
court of public opinion. Sometimes, however, 
despite their good intentions, in the heat of 
the moment or under political pressure poli-
cymakers make mistakes or suboptimal deci-
sions. Uncertainty about the policy outcome 
is an inherent part of policymaking. There are 
simply too many factors that determine the 
success of any given policy measures. The di-
lemma, however, is always the same: does it 
make more sense to do nothing and wait or is 
it better to take risks and take a concrete stand? 
Consequently, success and failure are inherent 
elements of foreign and security policymak-
ing. One way to minimise the risk of failure is 
to learn from past experiences. This chapter 
looks at the existing scholarship on sanctions 
with a view to answering one simple question: 
which lessons might be useful to make the cy-
ber sanctions regime more effective? These 
‘lessons learned’ and the issues they identify 
will guide the analysis of the different aspects 

1 Margaret P. Doxey, Economic Sanctions and International Enforcement (Oxford: Oxford University Press, 1971); Robert A. Pape, “Why 
Economic Sanctions Do Not Work”, International Security, vol. 22, no. 2 (1997): pp. 90–136; David A. Baldwin, “The Sanctions 
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and dimensions of the cyber sanctions regime 
adopted by the EU.

DO SANCTIONS 
WORK?
Whether sanctions ‘work’ or not is the classic 
question raised about this commonly used tool 
of foreign and security policy. Although the 
question has been addressed in several studies 
over the past couple of decades, assessing the 
effectiveness of any given sanctions regime re-
mains a challenge, given the difficulties in con-
clusively ascertaining a causal link between the 
imposition of sanctions and compliance or 
constraint.  One thing is certain, however: 
sanctions are not a silver bullet solution for vi-
olations of international law or the enforce-
ment of norms in cyberspace. Sanctions do not 
operate in a vacuum and the way in which they 
are combined with other tools of foreign, secu-
rity and trade policy has a considerable impact 
on their ultimate effectiveness.1 Identifying the 
effects of sanctions in isolation from other fac-
tors is a complicated, and sometimes impossi-
ble, task.2 Many of those who maintain that 
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sanctions are not effective instruments are re-
lying on a behavioural change approach, as-
suming that the target will adjust its policy or 
activities after the imposition of sanctions. 
However, this approach is now considered in-
adequate to account for the complexity of sanc-
tions. A more nuanced analytical framework is 
therefore necessary in order to go beyond the 
limitations of the behavioural change paradigm. 

Changing the behaviour of tar-
gets (coercion) certainly remains 
one of the principal objectives 
that sanctions are designed to 
achieve; however, this remains 
conditional on the political ob-
jectives of both the senders and 
targets being compatible. If 
senders and targets share eco-
nomic or political interests and 
their mindsets align, then sanc-
tions can be imposed to induce 
a change in behaviour. Otherwise, behaviour-
al change becomes less likely. Sanctions can, 
nonetheless, fulfil other functions. When there 
is a lower likelihood of cooperation between 
targeted and sanctioning entities, then sanc-
tions can be imposed to limit the possibility of 
the target embarking on an undesired course 
of action (constraint). This, for example, justi-
fies the utilisation of sanctions against terror-
ist organisations/individuals, conflict spoilers 
and warlords. In such scenarios, sanctions are 
imposed as preventive mechanisms to make 
sure that certain events do not occur. Beyond 
coercing and constraining, sanctions also send 
strong messages of disapproval to different au-
diences (signalling) in order to shape their ex-
pectations about future events. Sanctions can 
warn targets about possible escalation, but they 
can also stigmatise certain types of behaviour 
as unacceptable in the eyes of an internation-
al audience. This means that sanctions play a 
powerful role in determining what norms and 
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interests actors will have to take into account 
when making foreign policy decisions. 

Studies evaluating the efficacy and impact of 
targeted sanctions imposed over the past 30 
years conclude that sanctions are largely inef-
fective in achieving their stated aims, but have 
beneficial consequences in some circumstanc-
es.3 The Targeted Sanctions Consortium (TSC) 

found that UN sanctions were 
effective in reaching their stated 
aims on average only 22% of the 
time, with a 28% success rate in 
constraining, a 27% success rate 
at sending effective signals, and 
a 10% success rate in coercing 
change in the target.4 The emer-
gence of targeted sanctions has 
contributed to altering the un-
derstanding of how sanctions 
function in at least three fun-
damental ways. First, the mul-

titude of targets that can be listed at any given 
time creates the opportunity to pursue differ-
ent objectives with a variety of people/entities 
at the same time. Second, a targeted sanctions 
regime is more easily malleable than a com-
prehensive sanctions regime. The mere adding 
or removal of several individuals can provide 
valuable leverage in a negotiation and alter 
the scope of the sanctions altogether. Finally, 
sanctioning powers can narrowly tailor the de-
sired impact of targeted regimes to the salience 
of the problem at hand. This factor has contrib-
uted to making targeted sanctions a ‘cheaper’ 
option compared to other foreign policy al-
ternatives. However, targeted sanctions have 
also been criticised for their lack of ‘teeth’, 
the evasion opportunities that they inherently 
offer, and, in the EU context, the rather com-
plex decision-making process that precedes 
their introduction. This has been an especially 
strong criticism in comparison with sanctions 
regimes imposed by different actors (e.g. the US 
and UN). Ultimately, however, this has neither 
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affected the expansion of sanctions nor the fre-
quency with which they are utilised.

WHEN DO 
SANCTIONS WORK? 
The absence of a sufficiently broad sample of 
previous examples of cyber sanctions makes it 
difficult to predict their future effectiveness. 
This does not mean however that we are nav-
igating in uncharted waters without any guid-
ance. Quite the opposite. Similar measures 
employed to tackle drug traffickers, criminal 
networks and terrorist cells can provide many 
useful lessons for heightening the efficiency 
of sanctions.5 This section provides a ‘check-
list’ with a constellation of questions that guide 
the analysis in the subsequent chapters of this 
Chaillot Paper. 

Is the logic of the sanctions 
regime clearly defined?
The underlying rationale of the cyber sanctions 
regime should be clearly outlined.6 This should 
include a determination of whether the sanc-
tions are intended to coerce targets to change 
their behaviour, constrain their activities or 
access to resources, and/or signal to the target 
and other would-be cyber criminals activities 
in cyberspace that the sanctioning power will 
not tolerate.7 Such a logic should be inherent 
in the sanctions planning process as well as 
in the communications surrounding their use. 
Research by the TSC suggests that sanctions, 
at least in the UN context, are most likely to be 
effective in the sphere  of signalling, with con-
straining and coercing achieving lower success 

5 Erica Moret and Patryk Pawlak, “The EU Cyber Diplomacy Toolbox: Towards a Cyber Sanctions Regime?”, EUISS Brief no. 24, July 
12, 2018.

6 Francesco Giumelli, “How EU Sanctions Work: A New Narrative,” EUISS Chaillot Paper no. 129, May 2013,  

7 Francesco Giumelli, “New Analytical Categories for Assessing EU Sanctions”. The international Spectator: Italian journal of 
international affairs, vol. 45, no. 3 (2010): pp. 131–144.

8 TSC, 2018, op. cit.

rates.8 In the case of cyber sanctions, the per-
petrators of attacks may be less concerned 
about being ‘named and shamed’ as part of a 
retaliatory response. Furthermore, as cyber 
criminals are unlikely to subscribe to the same 
types of norms as the senders of the sanctions, 
the stigmatising or isolating impact of the cy-
ber sanctions regime may be more limited as 
compared to other regimes: indeed,  becoming 
the target of such measures could be conceived 
by such malicious actors as ‘a badge of honour.’ 
Nevertheless, while the targets of sanctions in 
the cyber domain might not be dissuaded, oth-
er actors might well be. This occurs in a con-
text where potential criminals may be deterred 
if consequences are to be expected as a result 
of certain actions. In light of the above, con-
straining malicious actors’ access to required 
resources or seeking to coerce their behaviour 
may be more productive strategies given the 
uniqueness of the cyber ecosystem. 

Is the coordination with 
other foreign policy 
instruments ensured?
EU sanctions should always be contextualised 
in terms of the bloc’s wider foreign and security 
policy strategies and activities. Sanctions must 
always be combined with other policy tools if 
they are to succeed in some way. In the case 
of cyber sanctions, and as already foreseen by 
the Cyber Diplomacy Toolbox (CDT), this could 
include dialogue, trade talks, diplomacy, law 
enforcement, collaboration with other coun-
tries and multilateral institutions, cooperation 
with the private sector and, in some instances, 
covert counterattacks and military deterrence. 
A better understanding of how these various 
instruments interact is needed in order to im-
prove our insights into how sanctions work in 
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practice. At the same time, creating links be-
tween different policy instruments and con-
sidering their interactive effects is key in order 
to avoid potential unintended consequences of 
sanctions. 

Does the choice of specific 
sanctions support the 
stated objectives?
When the EU employs cyber sanctions, it is 
worth keeping in mind that certain types of 
sanctions can be more effective than others, and 
the way in which different foreign and security 
policy tools are combined also plays a crucial 
role in their success. Diplomatic sanctions, for 
example, tend to be less effective due to the fact 
that they do not generate immediate economic 
consequences.9 Similarly, travel bans and as-
set freezes – two of the most common forms 
of EU targeted restrictive measures – can be 
easily circumvented, especially in the absence 
of other foreign policy and security measures.10  
The UN experience has also demonstrated that 
there is a certain threshold of measures beyond 
which the effectiveness of sanctions diminish-
es.11  For instance, an optimal level appears to 
be that which targets key export commodities 
(apart from oil), or sizeable companies that af-
fect entire sectors of a targeted economy.  On 
the other hand, sanctions consisting of only 
one measure (such as flight restrictions, or in-
dividual sanctions measures, taken alone) are 
never effective.12 

9 Clara Portela, “The EU‘s ‘Sanctions Paradox’,“ in Stiftung Wissenschaft und Politik (SWP Comments), 18, 2007, pp. 1-8.

10 Ibid.

11 Thomas Biersteker and Marcos Tourinho, “Have UN Targeted Sanctions Worked?” in Sebastian von Einsiedel and George 
Lopez (eds.), The Sanctions Enterprise: Assessing a Quarter-Century of UN Action for Peace, Security and Human Rights (Cambridge: 
Cambridge University Press, forthcoming).

12 Ibid.

13 Iana Dreyer and José Luengo-Cabrera (eds.), “On Target? EU Sanctions as Security Policy Tools”, EUISS Report no. 25, September 
2015.

Is the timing and longevity 
of the sanctions adequate?
In general terms, sanctions applied over a 
shorter timespan have been shown to be more 
effective than long-term measures that al-
low the target to develop alternative com-
mercial relationships, generate domestic 
substitutes for sanctioned goods or engage in 
sanctions-busting activities through the use 
of middlemen and front companies. In the 
case of UN sanctions, some 40% of assessed 
‘successes’ in altering the behaviour of a tar-
get have tended to occur in the first 12 months 
of a sanctions regime. In around 60% of cases 
that are deemed ‘failures’, the sanctions re-
gimes exceeded three years. As such, sanctions 
regimes should be designed to be flexible and 
should be regularly reviewed and adapted to 
changing conditions. This is particularly rele-
vant for the cyber domain, where quicker ad-
aptation of sanctions will certainly be required. 
Furthermore, particularly in cyberspace, sanc-
tions that can be enacted quickly and without 
warning would have higher chances of success, 
as they would not allow the target to prepare 
alternative courses of action. As pointed out 
in a previous EUISS publication on this topic, 
‘[u]nexpectedness can be achieved by contin-
gency planning, short deliberations, quick im-
plementation, the engagement of unexpected 
(non-traditional) sanction imposers, and the 
use of instruments (new types of sanctions or 
restrictive measures) that have not been used 
before’.13 
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Do the sanctions demonstrate 
a detailed understanding 
of the target?
Obtaining a detailed understanding of targets is 
a particular challenge given the anonymity that 
characterises the cyber domain. In the case of 
sanctions imposed against state actors, factors 
such as their political and economic stability, 
level of democratic freedoms, membership in 
international organisations, global economic 
and commercial interconnectivity, and degree 
of resilience to vulnerabilities are all vital con-
siderations in crafting sanctions with an in-
creased chance of meeting their stated aims.14 
If the targeted entity is an individual, company 
or a website, then a detailed understanding of 
its financing and resourcing, as well as connec-
tions to wider networks and motivations, is es-
sential prior to sanctions imposition. Depriving 
a targeted entity of its main sources of revenue 
can be a highly effective way of constraining 
activities in which it is engaged and which are 
deemed unacceptable to sanctioning powers.15 

Are the foreseen capabilities 
and resources sufficient?
Considerable levels of expertise, sufficient in-
vestment and advanced capabilities are neces-
sary in the efficient imposition, enforcement 
and monitoring of sanctions.  This is likely to 
be particularly valid in the technically sophisti-
cated and fast-changing cyber domain. Never-
theless, cyber expertise within member states 
varies broadly at present. Furthermore, sanc-
tions practice in the EU, as well as in the UN, has 
historically been marred by under-resourcing, 

14 Thomas Biersteker and Peter A. G. van Bergeijk, “How and When do Sanctions Work? The Evidence”, in Iana Dreyer and José 
Luengo-Cabrera (eds.), “On Target? EU Sanctions as Security Policy Tools,” EUISS Report no. 25, September 2015.

15 Ibid.

16 Mikael Eriksson, Targeting Peace: Understanding UN and EU Targeted Sanctions (Farnham: Ashgate, 2010)

17 Erica Moret, Evidence provided to the UK House of Lords EU External Affairs Sub-Committee on post-Brexit sanctions policy 
and defence/security cooperation with the EU, July 2017, http://data.parliament.uk/writtenevidence/committeeevidence.svc/
evidencedocument/eu-external-affairs-subcommittee/brexit-sanctions-policy/written/70456.pdf. 

18 Ibid.

under-staffing and sub-optimal transfer of 
institutional knowledge.16 This has improved 
somewhat in recent years with investments in 
sanctions capabilities in the European External 
Action Service (EEAS) and the European Com-
mission as well as in the competent authorities 
of various member states. The recent involve-
ment of the member states and the Commis-
sion in the working group on cyber issues is an 
example of how awareness and the culture of 
cybersecurity can be improved. Nevertheless, 
staff turnover means that EU officials and sec-
onded national experts from EU member states 
may only work on sanctions or cyber policies 
for a limited period of time, then move on to 
different jobs. This inevitably has an impact on 
institutional memory and hence the effective-
ness of the entire sanctions regime. 

Do the existing mechanisms 
for coordination and 
information-sharing work?
The effectiveness of sanctions in the EU can be 
affected by the degree of political support from 
individual member states and different depart-
ments within sanctioning authorities. The EU’s 
requirement for consensus among all member 
states has, on occasion, led to sanctions being 
diluted.17 The pace of reaching agreements on 
sanctions can also vary depending on the pref-
erences and interests of individual member 
states. Moreover, there may also exist barri-
ers and silos between relevant teams working 
on sanctions in EU institutions,18 which pre-
sents difficulties for coordination with oth-
er sanctioning powers (such as the US). These 
drawbacks could be mitigated by mechanisms 
or groupings to coordinate and monitor joint 

http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/eu-external-affairs-subcommittee/brexit-sanctions-policy/written/70456.pdf. 
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/eu-external-affairs-subcommittee/brexit-sanctions-policy/written/70456.pdf. 
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working in this field, something which is not 
currently well-developed at the global level.19 

Sanctions also often depend on the sharing of 
intelligence and other sensitive forms of in-
formation between state actors. This is of par-
ticular relevance for cyber sanctions, where 
certainty about attribution, and adherence to 
the principles of necessity and proportionality 
are key conditions for the legality of counter-
measures adopted under international law.20 
Despite this, global efforts to confront cyber 
threats are currently hampered by issues such 
as reluctance to share sensitive information 
linked to cyber capabilities or vulnerabilities. 
Efficient cooperation and information-sharing 
between EU organisations (including the Hy-
brid Fusion Cell, Europol’s EC3, the EU CSIRT 
network and ENISA) will positively influence 
the EU’s ability to identify targets and craft 
proportionate sanctions in response. 

How is multilateral 
engagement and coordination 
with partners ensured?
Studies show that the effectiveness of sanctions 
can be augmented when various major econom-
ic and political powers work together to avoid 
creating economic gaps that can be exploited 
by third parties, for evasion or trade diversion. 
This is particularly the case regarding financial 
sanctions or embargoes on particular com-
modities.21 In the context of cyber sanctions, 
the US is the only other sanctioning power that 
has so far imposed its own restrictions.  Nev-
ertheless, others are likely to follow suit, which 
could enhance the effectiveness of the EU’s own 
measures, particularly if measures are coordi-
nated strategically and judiciously.  This might 
include traditional sanctioning partners, such 
as Canada, Japan and Australia, non-EU Euro-
pean neighbours which traditionally align with 

19 Erica Moret and Fabrice Pothier, “Sanctions After Brexit,” Survival: Global Politics and Strategy, vol. 60, no. 2, (2018): pp. 179-200.

20 Erica Moret and Patryk Pawlak, op. cit.

21 Thomas Biersteker and Peter A. G. van Bergeijk, op. cit.

EU restrictive measures (such as Iceland, Nor-
way, Switzerland and Ukraine) or collaboration 
through other regional and ad-hoc groupings, 
such as the G7.  

Are the mechanisms 
for cooperation with 
industry in place?
Close collaboration exists between the EU and 
the banking sector in the realm of targeted fi-
nancial sanctions and compliance of financial 
institutions. This type of cooperation between 
the EU and the private sector could serve as a 
basis for developing a similar network on cyber 
sanctions.

Close cooperation with the private sector and 
technical communities through exchanges of 
information and good practices is of pivotal 
importance to ensure that the EU’s cyber sanc-
tions are sufficiently targeted, up-to-date and 
in line with the latest technological develop-
ments. This is especially relevant with regard to 
compliance, where the private sector can help 
shed light on the activities of targeted actors. 

Is there a clear 
communication strategy?
Clear communication about the precise ob-
jectives of a given sanctions regime should be 
prioritised, especially given the potential rep-
utational, economic and legal risks and costs 
that the imposition of a sanctions regime en-
tails.  In the cyber sanctions context, such costs 
may include a potential deleterious impact on 
domestic firms, a rise in corruption and crim-
inality, in addition to a heightened probability 
of retaliation. Clear communication of purpos-
es could also diminish ‘rally-around-the-flag’ 
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effects, where the government of the target of 
sanctions (i.e. an individual or corporate entity) 
garners popular support, or the strengthening 
of ties between the targeted entity and third 
countries or groups that may be deemed hostile 
to the senders of sanctions. The EU as a sanc-
tioning power should also carefully consider 
the role played by the threat of adopting sanc-
tions, given that a threat can sometimes have 
as, if not more, important an impact as the im-
position of the sanctions themselves.22 Com-
panies and individuals also need to be properly 

22 Ibid.

and adequately informed on a continuous basis 
by those imposing sanctions, otherwise they 
will tend to change their operations in order to 
de-risk, which might inadvertently affect the 
effectiveness of policies in place. In general, 
poor communication undermines the legitima-
cy of the sending power and the effectiveness 
of the sanctions regime as a whole by reducing 
the number of actors, be they other countries or 
entities, willing to implement remedial meas-
ures or revert to an acceptable course of action.
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CONCLUSIONS
The issues raised in this chapter and the pro-
posed questions suggest that valuable lessons 
can be drawn from the sanctions regimes es-
tablished in other policy areas. However, they 
cannot be applied automatically and need to 
be adjusted for the cyber context. Imposing 
sanctions in the cyber world presents a few dif-
ferences from the imposition of conventional 
sanctions that are worth highlighting. First, 
sanctions in the cyber domain are more likely 
to deter states, but they are less likely to deter 
individuals from acting in the name of states. 
Second, the implementation and enforcement 
of sanctions in cyberspace require more de-
veloped skills than ‘conventional’ sanctions. 
These should be either acquired by states and/
or drawn from the private sector. Third, sanc-
tions in the cyber world are likely to fall short 
of the initially stated objective (e.g. a change in 
behaviour), which can increase their unintend-
ed effects (e.g. the target of the sanctions adopts 
an even more aggressive posture). Consequent-
ly, sanctions need to be designed in a way that 
allows for timely adjustments and changes. 
Special provisions for a cyber sanctions regime 
might need to be considered in order to address 
this matter. Thus, in principle, the effectiveness 
of sanctions in the cyber world can be assessed 
with a similar logic to that applied to sanctions 
in the ‘conventional’ world. However, due to 

the rapidly changing nature of the problem/ac-
tors and the absence of borders in cyberspace, a 
sufficient level of effectiveness can be reached 
only if international cooperation is enhanced 
both in terms of depth and quality. 

The checklist presented above points to a num-
ber of issues that can be organised according 
to their thematic focus (i.e. conceptual, oper-
ational and political) as well as the target au-
dience (i.e. internal and external – see diagram 
on previous page). In order to better under-
stand the drivers behind the success and fail-
ure of a specific sanctions regime and to ensure 
its effectiveness, it is important to properly 
identify and assess the assumptions and con-
cepts underpinning the design of the regime 
(e.g. interaction with other foreign policy tools, 
type of sanctions used, or a deep understand-
ing of the target), its operational aspects (e.g. 
coordination and information-sharing mech-
anisms, capabilities and resources), as well as 
the political choices involved (e.g. logic of in-
tervention, strategic communication). At the 
same time, each of these aspects is addressed 
to internal or external audiences driven by dif-
ferent motivations: political buy-in, better un-
derstanding of potential consequences for the 
parties involved, and awareness of the required 
resources and capabilities, among others. The 
subsequent chapters of this Chaillot Paper seek 
to help the reader navigate these complex 
questions and issues.


