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ABSTRACT 

Title of thesis: International human rights law in digital space: An examination of the need for 

new legal measures for the protection of rights online 

Summary: Against the background of the increased usage of ICTs and their impact on the way 

humans interact with one another, this Study examines whether we need a new set of norms or 

additional legal measures to protect the rights of individuals in relation to their activities online. 

The existing studies focused on the results of the impact that ICTs have on humans and this focus 

led to an incomplete analysis as they overlooked the origin and the process that caused those 

impact. To address this point, this Study proposes a human rights-based approach to digital space 

and examines the content of human rights online by resorting to the flow of digital information 

from birth to death, namely, “the life cycle of digital information”. To analyze existing gaps in the 

duties corresponding to the content of rights, the Study looks at the broader environment – 

referred to as “the digital information ecosystem” –that facilitate the life cycle of digital 

information and consequently, the exercise of human rights online. Based on these two 

frameworks to identify gaps relating to the protection of human rights online, the Study focuses on 

the change in the nature of the impact that ICTs have on the exercise of human rights online and 

whether those changes call for new substantive legal measures as opposed to procedural measures. 

Throughout the Study, two main attributes of the digital space that impact the protection of human 

rights are identified: first, the need to embrace the role of digital information beyond the concept 

as a mere piece of knowledge and second, the dual functions of the digital information ecosystem 

that both enables and limits exercise of rights. These attributes lead to the conclusion that we need 

to contextualize the principles of human rights law, particularly, how they impact the interpretation 

and application of the right to privacy. Despite interpreting human rights in the context of the 

digital space, there still exist gaps when it comes to the accountability of non-State actors related to 

their control over the flow of digital information. The State-centric international law does not 

establish clear human rights obligations of actors other than States and hence, there is a need to 

recognize new human rights actors in the digital space. The role of international human rights law 

to proactively guide the digital industry so that the respective functions, actions and decisions of 

each actor do not impede or limit our rights. To fulfill this role, we need to move beyond traditional 

legal doctrines and interpretations applicable to the 19th century and embrace the digital space to 

understand how the market and the behaviors of individuals drive the law.  
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 RESUME  

Titre de la these: Droit international relatif aux droits humains dans l'espace numérique : un 

examen de la nécessité de nouvelles mesures juridiques pour la protection des droits en ligne  

Résumé: Dans le contexte de l'utilisation accrue des TIC et de leur impact sur la façon dont les 

humains interagissent les uns avec les autres, cette Étude examine si nous avons besoin d'un 

nouvel ensemble de normes ou de mesures juridiques supplémentaires pour protéger les droits des 

individus vis-à-vis de leurs activités en ligne. L'orientation des études existantes centrées sur le 

résultat de l’impact que les TIC ont sur les humains a conduit à une analyse incomplète négligeant 

l'origine et le processus qui provoquent cet impact. Pour répondre à ce point, cette Étude propose 

une approche de l'espace numérique fondée sur les droits humains et examine le contenu des 

droits humains en ligne en recourant au flux d'informations numériques de leur naissance à leur 

mort, c’est-à-dire "le cycle de vie des informations numériques". Afin d’analyser les lacunes 

existantes dans les droits correspondant au contenu des droits, l’Étude examine l’environnement 

plus large - appelé "écosystème de l’information numérique" - qui anime le cycle de vie de 

l’information numérique et par conséquent l’exercice des droits humains en ligne. Sur la base de 

ces deux cadres pour identifier les lacunes relatives à la protection des droits humains en ligne, 

l'Étude s'est concentrée sur le changement de nature de l'impact des TIC sur l'exercice des droits 

humains en ligne et si ces changements appellent de nouvelles mesures juridiques de fond par 

opposition aux mesures procédurales. L’Étude identifie deux principaux attributs de l'espace 

numérique qui ont un impact sur la protection des droits humains : premièrement, la nécessité 

d'intégrer le rôle de l'information numérique au-delà du concept de la simple connaissance et 

deuxièmement, la double fonction de l'écosystème de l'information numérique qui permet et limite 

l'exercice des droits. Ces attributs mènent à la conclusion que nous devons contextualiser les 

principes des droits humains que nous appliquons, en particulier, comment ces aspects saillants 

influencent l’interprétation et l’application du droit à la vie privée. Malgré l'interprétation des 

droits humains dans le contexte de l'espace numérique, il subsiste des lacunes concernant la 

responsabilité des acteurs non étatiques liées à leur contrôle sur le flux des informations 

numériques. Le droit international centré sur l'État, n'établit pas d'obligations claires en matière de 

droits humains pour les acteurs autres que les États et il est donc nécessaire de reconnaître de 

nouveaux acteurs des droits humains dans l'espace numérique. Le rôle du droit international relatif 

aux droits humains est de guider de manière proactive l'industrie du numérique afin que les 
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fonctions respectives d'action et de décision de chaque acteur n'entravent ni ne limitent nos droits. 

Pour remplir ce rôle, nous devons aller au-delà des doctrines et interprétations juridiques 

traditionnelles applicables au XIXe siècle et intégrer l'espace numérique pour comprendre 

comment le marché et les comportements des individus dicte la loi.  
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PART I. INTRODUCTION 

The development of information and communication technologies (ICTs) has had a substantial 

impact on the progressive advancement of economy, society, and culture, while also rendering 

individuals increasingly vulnerable to the deprivation of certain freedom and infringement of our 

rights. From using ICTs in Arab Spring movements to privacy infringements on social media and 

foreign surveillance by the US, the issue of digital rights1 or human rights on the Internet is not a 

new item on the agenda. Until now, the issue of freedom of opinion and expression, and derived 

topics such as privacy, surveillance and access to the Internet, have been the predominant focus in 

this field. However, these issues are only the tip of the iceberg, with many other issues yet to 

surface.  

At the juncture of the proliferation of human rights concerns in the digital era, we are reminded 

of the story of the blind men and the elephant: a group of blind men touches an elephant to 

ascertain how it feels. The men then go on to give markedly contrasting accounts of the elephant, 

having each felt a different part of the elephant. Similar to an elephant, ICTs and their usages are 

also composed of several elements, each of which can be conceived differently by people with 

diverse or limited experiences. It follows that human rights in digital space are developing in 

fragments as people’s subjective experience lends to describing those fragmented aspects 

differently. For instance, the right to access addresses two sides of the coin. On the one hand, a 

right to access refers to the right to express or transmit information by accessing technological 

infrastructure (e.g., Internet network), which is mostly discussed in association with the principle of 

network neutrality and the digital divide.2 On the other hand, the right to access encompasses the 

right to seek and receive information, which touches upon topics such as surveillance, censorship 

and arbitrary blocking or filtering of contents.  

Another “elephant” closely connected to digital rights is the concept of Internet freedom. 

MacKinnon illustrates how Internet freedom can have several meanings: freedom through the 

Internet (the use of the Internet to achieve freedom from political oppression); freedom for the 

                                                      

 

1  Several concepts and phrases are used interchangeably to refer to human rights issues associated with the usage of ICTs. This 
Study will mainly use the terms "digital rights", "human rights in the digital era" and "human rights in the digital space" as they 
are broad enough to encompass both human rights issue that occurs on the Internet as well as all activities related to any forms 
of information that can convert to a digital form. 

2  "Network neutrality" or "net neutrality" refers to the principle of allowing all Internet traffic flow equally and impartially without 
discrimination. "Digital divide" refers to the situation of economic and social inequality arising from access to ICTs.  
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Internet (non-interference on the Internet by government or other entities); freedom within the 

Internet (individuals speaking and interacting in the digital space, exercising their freedoms of 

expression and assembly); freedom to connect to the Internet (any attempt to prevent individuals 

from accessing the Internet is a violation of their rights to freedom of expression and assembly); 

and freedom of the Internet (free and open Internet where netizens are free to use the Internet and 

also participate in shaping it).3 

Despite the various aspects of human rights concerns related to ICTs and the Internet, what has 

been widely understood is that the same rules and the same level of human rights protection 

should apply online as well as offline.4 This raises the question of how the same rules can and 

should apply both online and offline given the impact digital information and the ICTs system have 

on the international legal system, particularly on international human rights law. By looking at the 

features and components of digital information, this Study examines whether any legal lacunae 

exist and assesses whether further legal protection is needed. Part I introducing this Study is 

comprised of two chapters. Chapter 1 introduces the research question: “what additional legal 

protection is needed for human rights protection in the digital space?” as well as a set of related 

questions – what is the impact of ICTs on human rights and whether the current legal measures are 

sufficient or if new legal measures are required. As a methodology to address the research question, 

Chapter 2 introduces two analytical frameworks to identify gaps relating to the protection of 

human rights online: the first refers to the flow of digital information from birth to death, namely, 

“the life cycle of digital information” and the second focuses on the broader environment – 

referred to as “the digital information ecosystem” – in which actors carry out functions that 

facilitate the life cycle of digital information. These two frameworks also constitute the structure of 

the rest of the Study: Part II introduces human rights issues based on the life cycle of digital 

information and Part III dissects the components of the digital information ecosystem to examine 

freedom and limitation to rights online as well as the role of actors.  

                                                      

 

3  Rebecca MacKinnon, Consent of the Networked: The Worldwide Struggle For Internet Freedom (Basic Books, 2013), 188. 
4  The first resolution of the UN Human Rights Council that stipulated this rule is the ‘Resolution on the promotion, protection and 

enjoyment of human rights on the Internet' (A/HRC/RES/20/8) (2012), para. 1. Subsequently, resolutions in 2014 
(A/HRC/RES/26/13), 2016 (A/HRC/RES/32/13) and 2018 (A/HRC/RES/38/7) reiterated the same rule. 



Chapter 1. A need for new measures to protect human rights online? 

Digital technologies are changing the legal-regulatory framework and its evolution is leading to 

the development of specific legal regimes that regulate certain illegal behaviors online such as 

copyright infringement and cybercrimes. The legal regulations inevitably have taken a fragmented 

approach, developing sequentially in accordance with the evolution of digital technologies and 

their usage. In response to this, Murray raised whether “it is time to take a more comprehensive 

approach to the legal regulation of digital information rather than attempting to fit the square peg 

of the world of bits into the round hole of a legal system designed for a world of atoms”.1 This 

question equally is worth reviewing in the context of human rights online, and this Study questions 

whether there is a need for new legal measures to protect human rights online. The broad research 

question of this Study further raises a set of related issues: are the existing legal measures sufficient 

to address human rights violations and infringements online? Do we need new legal instruments 

and new rights? On what basis can we assess when new protection is required?  

As a way to address the research question, the first part of this Chapter proposes three-tier 

questions on how to evaluate new aspects that require further human rights protection. The first 

question relates to the impact ICTs have on human rights and whether the impact is a change in 

nature or a change in scale. The second part looks at whether the change in nature falls outside of 

the existing legislative framework. The third part asks whether new measures are necessary and 

illustrates various existing proposals on potential new legal measures.  

1.1. What impact and changes to human rights online?  

It is often said that technology has changed the way we live. It certainly has; however, we need 

to further examine to which extent and how it has affected the lives of people. To examine the 

impact on human rights, we should first assess how technology has changed the way humans 

interact with one another, the way we think and the way we behave as these changes lead to 

changes in the rules we use to govern ourselves. This assessment calls for two sets of questions: 

 How does new digital technology impact the exercise of human rights online?  

 If a specific impact is observed, what is the nature of the impact? Are the impact changes in 

nature or merely changes in scale? 

                                                      

 

1  Andrew Murray, Information Technology Law: The Law and Society (Oxford University Press, 2013), 15. 
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To the first question on the impact of new technology on the exercise of human rights online, 

previous studies have focused on whether new technologies harm or pose threats to the 

enjoyment of human rights by asking, for instance, “does technology harm privacy?” This question 

leads to identifying some of the problems related to deficiencies in privacy protection online such 

as the way in which content is managed, the lack of transparency in the way that search engines 

function and the basic nature of behavior monitoring systems. Such an approach and assessment 

fail to break the technology down into components that are known to raise privacy risks. Questions 

that would be more appropriate include: “does this technology expose information about the user 

to a third party?” or “does this technology permit the retention of information about the user?”2 To 

answer these questions, it is necessary to have an accurate understanding of the definition and 

function of technology that impacts human rights. 

The second question relates to a more all-encompassing approach of whether the changes 

brought about by ICTs are changes in scale or changes in nature. Until now, much focus has been 

put on the increased risk of harm due to changes in scale. For instance, while the European Court of 

Human Rights (ECtHR), in 2011, recognized the Internet as an alternative tool, it noted that the 

Internet differed as an information tool from the printed press and highlighted that the risk of harm 

posed by the content and communication on the Internet is higher than that posed by the press.3 

The Court failed to take into consideration that while the risk may be higher, the nature of the risk 

remains the same. The risk of harm as well as the impact of the Internet is subjective to the period 

within the social and technical development trajectory and in light of the specific functions that 

ICTs carry out. In a different ruling, the same Court, in 2013, stated that the information emerging 

from the Internet does not have the same impact as traditional, broadcasted information: 

“[…] the choices inherent in the use of the Internet and social media mean that the 

information emerging therefrom does not have the same synchronicity or impact as 

broadcasted information. Notwithstanding therefore the significant development of the 

Internet and social media in recent years, there is no evidence of a sufficiently serious 

shift in the respective influences of the new and of the broadcast media [...] to 

undermine the need for special measures for the latter.”4  

                                                      

 

2  John B. Morris Jr, ‘Injecting the Public Interest into Internet Standards ’ in Laura DeNardis and Michael Zimmer (eds), Opening 
Standards: The Global Politics of Interoperability (The MIT Press, 2011), 11.  

3  Editorial Board of Pravoye Delo and Shtekel v. Ukraine (App No. 33014/05) ECHR 5 August 2011, para. 63. 
4  Animal Defenders International v. The United Kingdom (App Nos. 48876/08) ECHR 22 April 2013, para. 119. 
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For changes in the scale of risks, it is not the substantive protection that is necessary but the 

procedural protection is required. Protection of rights in the digital environment requires remedy 

and accountability mechanisms that can provide a faster response. An aspect, which merits further 

work, is the creation or improvement of procedural protections to accommodate swift responses 

matching the speed of information distribution. For instance, in order to address situations where 

traditional judicial mechanisms do not offer an adequate solution for cross-border e-commerce 

disputes, online dispute resolution has been examined to assist the parties in resolving the dispute 

in a simple, fast, and secure manner, without the need for physical presence at a meeting or 

hearing.5  

However, the new technologies that change the scale of data can lead to the change of state, 

which may require legal and regulatory changes. For example, in response to the rise of printing 

technology, copyright law was enacted to protect authors.6 The purpose of protecting the authors 

did not change from the era in which there were no printing mechanisms to that where oeuvres are 

easily copied. The new law that came into force – copyright law – was to protect authors in an age 

where printing facilities changed the dynamics of printing technologies. In this context, the 

technology that allowed easy duplication of the author’s publication impacted in a way that 

changed the nature of the risk. Similar to printing mechanisms, digital technology facilitates rapid 

and easy duplication of copyrighted materials. However, the risks associated with duplication 

through printing or audio technologies continue to persist in the digital counterpart. The 

substantive nature of copyright laws to protect the rightful owners of copyright materials has not 

changed, and copyright laws are accompanied by new technical solutions to prevent unauthorized 

distribution of copyright material in digital form such as digital rights management.7 As a measure 

to extend the same protection of authors to the digital environment, the WIPO Copyright Treaty 

was concluded in 1996. Under that treaty, computer programs and databases are recognized as 

constituting intellectual creations and are therefore copyright protected. 

  

                                                      

 

5 Technical Notes on Online Dispute Resolution (2016) (A/CN.9/888), adopted by the UNCITRAL on its forty-ninth session in July 
2016. 

6  Viktor Mayer-Schönberger and Kenneth Cukier, Big Data: A Revolution That Will Transform How We Live, Work, and Think 
(Eamon Dolan/Houghton Mifflin Harcourt, 2013), 172. 

7  Digital right management (DRM) refers to technologies for controlling and restricting access to proprietary hardware and 
copyrighted work. 
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1.2. Existing legal measures, are they sufficient? 

Technology has played an essential role in the emergence of new laws, particularly, privacy laws 

in response to changes in technology that allowed for increased collection, dissemination, and use 

of personal information.8 Since the 1990s, the Internet presented new methods of gathering 

information, and it rapidly accelerated the collection and use of personal information in databases. 

Throughout the Internet boom, we have witnessed the rise of the database industry devoted to 

aggregating information for use by marketers and where personal information is used as a form of 

advertisement.9 Another milestone that changed the information industry was the event on 11 

September 2001, which led to the rise of legislation for the prevention of terrorism and an 

accompanying expansion of States’ power to conduct surveillance online.10  

To delve into the question of whether existing legal measures such as the right to privacy and 

data protection laws are sufficient, the following sub-questions are highlighted at the outset: 

 Do existing legislation and other legal measures sufficiently address the changes in the nature 

of the impact on human rights protection brought about ICTs? Do the changes in nature falls 

outside the scope of existing protection measures?  

 Do human rights principles and concepts require a new interpretation and approach in the 

digital space? Does the traditional interpretation result in any legal gaps for the protection of 

human rights online?  

 Does existing legislation fulfill the objective of human rights protection and to which extent, 

does it incorporate the human rights framework?  

In relation to these questions, two existing legal protection measures that are most commonly 

discussed in the context of digital space are illustrated below by in this section of introduction: the 

right to privacy and data protection law.  

  

                                                      

 

8  See Daniel Solove, ‘A Brief History of Information Privacy Law’ in Kristen J. Matthews (ed), Proskauer on Privacy A Guide to 
Privacy and Data Security Law in the Information Age (Practising Law Institute, 2016). 

9  Tim Wu, The Attention Merchants: The Epic Scramble to Get Inside Our Heads (Deckle Edge, 2016). 
10  See Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while 

countering terrorism, Martin Scheinin (A/HRC/13/37) (2009). 
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1.2.1. Right to privacy 

Despite widespread recognition of the right to privacy, the specific definition and content of this 

right were not fully developed at the time of its inclusion in the international human rights 

treaties.11 The absence of a definition of privacy in the international human rights treaties is 

understandable in light of the multifaceted definition of privacy.12 The concept of privacy is derived 

from national legal cultures and traditions and thus, varies considerably around the world.13 It 

changes its meaning according to the specific cultural and economic climate and further evolves 

from generation to generation.14 Thus, there exist several proposals to classify privacy.15 The 

dynamic nature of privacy and the difficulty of harmonizing the concept are also relevant when it 

comes to privacy in the digital sphere. Even if a universally agreed definition of privacy were to exist 

in international human rights treaties, we would still need to re-visit the definition of privacy in 

relation to time, industry and technology.16 The purpose of this Study is not to revisit how privacy is 

or should be defined, nor to introduce the various methodologies suggested over time to address 

the concept of privacy.17 Rather, the questions relevant to this Study are: how should the concept 

                                                      

 

11  Article 12 of the UDHR; article 17 of the ICCPR; article 16 of the CRC, article 22 of the CRPD, and article 14 of the ICPM. Regional 
instruments include: article 18 of the Cairo Declaration on Human Rights in Islam; article 16 and 21 of the Arab Charter on 
Human Rights; article 19 of the African Charter on the Rights and Welfare of the Child, article 21 of the Human Rights Declaration 
of the Association of Southeast Asian Nations; article 8 of the ECHR; and article 11 of the American Convention on Human Rights. 

12  In general, the concept of privacy can be described in three groupings: "spatial privacy" concerning the extent to which an 
individual's territorial solitude is shielded from invasion; "decisional privacy" in relation to individuals' ability to make certain 
significant decisions without interference; and "information privacy" concerning an individual's control over the flow of personal 
information. See Jerry Kang, ‘Information Privacy in Cyberspace Transactions’ 50 Stanford Law Review 1193, 1202-1203. 

13  In Anglophone culture, the meaning of privacy is mainly “the right to be left alone” and to be secluded from the presence of view 
of others. See Samuel D. Warren and Louis D. Brandeis, ‘The Right to Privacy’ 4 Harvard Law Review 193. In much of the 
European continent, in particular, in Germany, it is understood as a guarantee of individual self-determination. 

14  For instance, individualistic approach to the concept of privacy observed in Anglo-American Law and community-based 
approaches found in certain cultures such as the aboriginal communities of Canada, the US, and Australia. From the perspective 
of a community-based conception of privacy, understanding concepts such as privacy and ownership requires situating these 
concepts within a broader cultural context that may include the aspect that appears to have little connection to them. See Mega 
Vis-Dunbar, James Williams and Jens H. Weber Jahnke, Indigenous and Community-based Notions of Privacy (A Technical Report 
of the Informational Privacy Interdisplinary Research Group, 2011). 

15  One way is to classify by four different spheres of privacy: physical integrity, mental integrity, sphere of intimate relationship, 
and need for privacy protection in the workplace and other places. See Asbjørn Eide et al. (eds) The Universal Declaration of 
Human Rights : a commentary (Oxford University Press, 1992), 188. Another way to categorize privacy is by: territorial privacy 
(control over one’s spatial environment, violation of this can rise through trespass, surveillance by remote and hidden devices); 
privacy of the body (control over one’s person, violation of this can rise through unlawful confinement, assault, battery and 
unwarranted search and seizure); informational privacy (control over information relating to them) and communication privacy 
(protection of means and content of correspondence, violation of this include surveillance of personal mail, email and telephone). 
Yet another way to categorize, from philosophical and analytical perspectives, is by its spatial, decisional, and informational or by 
adding an additional cluster - privacy of communications. See UN General Assembly, International Law Commission Report, 
Annex D (A/61/10) (2006), paras. 13-20. 

16  Report of the Special Rapporteur on the right to privacy, Joseph A. Cannataci (A/HRC/31/64) (8 March 2016), para. 22. 
17  See Maria Tzanou, The Fundamental Right to Data Protection: Normative Value in the Context of Counter-Terrorism Surveillance 

(Bloomsbury Publishing, 2017), 7 – 12.  
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of privacy in the digital space be addressed? Furthermore, does the current approach to 

interpreting the right to privacy result in any legal gaps for the protection of human rights online? 

Commentators have argued that the protection of privacy in the digital space requires rethinking 

the outdated understanding of the concept of privacy and a reinterpretation of the right to privacy 

in the information age.18 For instance, the advent of new technologies necessitates revisiting the 

distinction between various dimensions of privacy: individual and collective privacy, expectations of 

privacy in the public and private sphere, among others.19 One salient aspect is the notion of control 

over personal information, known as informational privacy, which has become a topic familiar to 

the population active in the digital space. Solove explains the reasons behind this paradigm shift of 

the concept of privacy by referring to the people who are accustomed to using the Internet on a 

daily basis and whose personal information will be stored on the Internet forever. He refers to this 

group as “Generation Google”, those born after 1993, who have embraced the understanding of 

informational privacy and recognized that they should retain some control over their personal 

information that becomes available to the public.20 The “Generation Google” will take it for granted 

that as users, individuals exercise certain power and can take part in the shape of the digital space. 

For the population that has grown up with the Internet, one’s right to determine when and to 

which extent they wish to expose themselves in the digital space and how private details of one’s 

lives are disseminated in the digital space are all important aspects of privacy.21  

The debate on the reinterpretation of privacy in the digital space can depart from the scope of 

its interpretation. A narrow interpretation of the right to privacy refers to the protection of an 

individual’s personal sphere. It focuses on avoiding disclosure of personal matters (secrecy) and it 

refers to the right for an individual’s privacy to be protected from unlawful interference, namely to 

safeguard the confidentiality of correspondence. The focus therefore is on the confidentiality of 

correspondence and is not reduced to whether the correspondence is information about a person 

or any other information that individuals would like to express freely. In this regard, the right to 

privacy is often coined as the underlying right to freedom of expression and any other information-

related right such as the right to access information. 

                                                      

 

18  Daniel Solove, ‘Speech, Privacy and Reputation on the Internet’ in Martha C. Nussbaum and Saul Levmore (eds), The Offensive 
Internet: Speech, Privacy, and Reputation (Harvard University Press, 2010), 30 and Frederick Schauer, ‘Internet Privacy and the 
Public-Private Distinction’ 38 Jurimetrics, 555.  

19  Report of the Special Rapporteur on the right to privacy, Joseph A. Cannataci (A/HRC/31/64)(8 March 2016), para. 28. 
20  Daniel Solove above n 18, 17. 
21  Ibid 20. 
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When privacy is broadly interpreted to include autonomy of individuals in making decisions 

concerning them, the right to privacy includes informational privacy in addition to the protection 

from unlawful interference in correspondences.22 Informational privacy traces its origin to the 

principle of informational self-determination established in the German Federal Constitutional 

Court decision related to the 1983 census: 

“[...] in the context of modern data processing, the protection of the individual against 

unlimited collection, storage, use and disclosure of his or her personal data is 

encompassed by the general personal rights of the [German Constitution]. This basic 

right warrants in this respect the capacity of the individual to determine in principle the 

disclosure and use of his/her personal data.”23 

Several commentators have addressed this broad interpretation referring to individuals’ right to 

have control over information about themselves. Westin referred to privacy as control over 

personal information and defined it as “the claim of individuals, groups or institutions to determine 

for when, how, to what extent information about them is communicated to others.”24 Kang and 

others referred to informational privacy as the degree to which an individual can control the 

collection, disclosure, and use of personal data, namely, privacy is a measure of an individual’s 

power over the processing of information about an individual.25 Similarly, Bernal emphasized 

privacy as an enabling right, which is fundamentally important to the value of autonomy and the 

ability of the individual to make decisions in an informed manner. He called the control over how 

much is known about us by whom as “Internet privacy rights” because, in the online world, where 

decisions are made on the basis of information, the aspect of control over information becomes 

particularly significant.26 The focus of the broad interpretation of privacy is on information that is 

personal or personally identifiable, sensitive information about a person and how the subject of 

that information should have control of it. To protect our autonomy, to influence what we see 

online, what decisions are made about us and for us, we need to have protection over our data 

online.  

                                                      

 

22  Other dimensions of autonomy are: the physical dimension referring to how physically accessible an individual is to others; the 
psychological dimension looking at an individual’s right to decide with whom he or she shares personal information as well as the 
control of cognitive inputs or outputs (i.e., non-verbal communication); and the social dimension which encompasses the ability 
to control social interactions. 

23  Decisions of the Federal Constitutional Court (Entscheidungen des Bundesverfassungsgerichts – BVerfGE 65, 1).  
24  Alan F. Westin, Privacy and Freedom (Atheneum, 1970), 142. 
25  Jerry Kang, Katie Shilton, Jeff Burke, Deborah Estrin and Mark Hansen, ‘Self-Surveillance Privacy’ 97 Iowa Law Review 809, 820.  
26  Paul Bernal, Internet Privacy Rights: Rights to Protect Autonomy (Cambridge University Press, 2014). 
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1.2.2. Data protection  

Another concept discussed together with informational privacy is data protection. It has been 

questioned whether the basic principles of data protection laws may be read into the provision of 

the right to privacy in human rights treaties or whether data protection can be conceived as a 

separate or an independent fundamental right, distinct from the right to privacy. The right to 

privacy is stipulated in article 17 of the International Covenant on Civil and Political Rights (ICCPR) 

and its counterpart provisions in international human rights treaties under which State parties are 

required to regulate the storing, processing, use, and conveyance of personal data and to protect 

those affected against misuse by State and private parties. As such, the right to privacy can be 

generally understood as a concept that overlaps with data protection. What then is the difference 

that makes the two concepts distinct from one another?  

Data protection is a tool that stipulates clear rules when processing data and provides a 

framework and conditions in which personal data can be processed, whereas the right to privacy 

provides rules to judge permissible limits. Data protection rules are designed to address specific 

problems that can arise when public or private bodies engage in the systematic collection of data 

about individuals. The objective of data protection is to ensure fairness in processing data and to 

some extent, fairness in the outcome of such processing. Data protection laws are designed to 

promote procedural justice, rather than normative (substantive) justice.  

Given the distinct aim and goal of data protection laws, the focus now shifts to whether data 

protection laws fulfill the objective of human rights protection and to which extent does it 

incorporates the human rights framework. Data protection has been highlighted as a human rights 

issue because the protection of information implies balancing public interest and private interest, 

namely, the right of individuals to their privacy and protection of personal data in the balance of 

the interest of business entities and government as the “Big Brother”. Indeed, a shift has been 

noticed: in research focusing on the effects of international and national factors on data protection 

legislation in 117 countries from 1960 to 2011, the increasing number of Internet users and the 

expansion of the international human rights regime are found to be positively associated with the 

likelihood of enacting data protection laws.27  

                                                      

 

27  Eun Hye Yoo, ‘Data Privacy Law and International Human Rights Regime: An Event History Analysis on the Diffusion of Data 
Privacy Law (1960~2011)’ 20 Korea Social Policy Review 117. 
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However, data protection laws are not a body of international human rights law and data 

protection laws stem from various dimensions: legal, administrative, economic and policy.28 The 

background of international data protection laws has traditionally relied on the objective to reduce 

trade barriers and facilitate international trade. Data protection has been addressed primarily from 

an economic perspective: for instance, under the General Agreement on Trade in Services (article 

XIV(c)(ii)) administered by the World Trade Organization, the general obligation to remove 

measures that discriminate against or restrict trade in services is subject to certain general 

exceptions, which include “the protection of the privacy of individuals in relation to the processing 

and dissemination of personal data”. Another example is the Organization for Economic Co-

operation and Development (OECD) Privacy framework, which is based on an economic approach 

to data protection.29 The emphasis of the OECD Privacy Framework is placed on measures which 

foster international economic aims through the facilitation of the free and unimpeded transfer of 

personal information.  

The fair information principles underpinning data protection measures from an economic 

approach cannot be seen as fully fulfilling human rights protection. Fair information principles are 

guidelines for the data processor and not for the protection of individuals. It lays out a check-list of 

what the entity that collects and processes personal data should do or not do: for instance, collect 

data for specified, explicit and legitimate purpose; do not process in a way incompatible with those 

purposes; do not keep personal information for longer than necessary; obtain the consent of the 

person to whom the information relates; inform individuals and give them access to delete or 

amend. This approach starts with a different aim and objective in mind, which does not include the 

respect, protect and fulfillment of human rights. Therefore, it is suggested that the economic 

approach to data protection does not sufficiently carry out the function of data protection from the 

perspective of the realization of human rights and fundamental freedoms.  

                                                      

 

28  Data protection has been addressed in several instruments with several angles, mainly taking into consideration the entity that 
processes personal data (e.g., government, business or international organization), the context in which personal data is 
processed (e.g., market, humanitarian and emergency crisis situation) and the aim and purpose of protection of personal data 
(e.g., facilitate data flow for to foster international economic gains).  

29  OECD, Guidelines Governing the Protection of Privacy and Transborder Flow of Personal Data (1980 Sept 23) amended in 2013. 
See also Maria Tzanou above n 17, 14 – 18. 
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A more human-central approach is the Asia-Pacific Economic Cooperation (APEC) Privacy 

Framework, which establishes a focus on consumer protection and with consumer rights in mind.30 

However, the APEC Privacy Framework is also limited to protecting individuals as consumers of 

transactions. The APEC Privacy Framework excludes an individual who collects, holds, processes or 

uses personal information in connection with the individual’s personal, family or household affairs 

because its scope applies to business sectors and it mainly regulates the relationship between 

business providers and consumers. Another set of human-focused instruments is found in the 

works of international organizations and institutions including those that are tasked to protect 

individuals such as the International Committee of the Red Cross (ICRC) and the United Nations 

High Commissioner for Refugees (UNHCR).31  Furthermore, there are developments on data 

protection in the context of humanitarian action including natural disasters.32  

Most data protection laws, with exceptions of those in the European region, do not 

acknowledge explicitly that data protection is a human right. Both the EU and the Council of Europe 

acknowledged and elevated data protection as a fundamental right. The EU law includes the right 

to data protection at the constitutional level and acknowledges that the protection of natural 

persons in relation to the processing of personal data is a fundamental right: article 8(1) of the EU 

Charter of Fundamental Rights and article 16(1) of the Treaty on the Functioning of the European 

Union lay down that everyone has the right to the protection of personal data concerning him or 

her. This fundamental right is concretely stipulated in a set of related instruments, namely, the EU 

Data Protection Directive which was replaced by the General Data Protection Regulation (GDPR).33 

Article 1 of the GDPR clarifies that “this Regulation protects the fundamental rights and freedoms 

of natural persons, and in particular their right to the protection of personal data”.  

                                                      

 

30  APEC Privacy Framework (2005). To implement the APEC Privacy Framework, APEC developed the Cross-border Privacy Rules 
system in 2008. 

31  For example, ICRC Rules on Personal Data Protection (2015), ICRC Professional Standards for Protection Work (2013), UNHCR 
Policy on the Protection of Personal data of Persons of Concern to UNHCR (2015), IOM Data Protection Manual (2010). In the EU, 
there exists a regulation that regulates the processing of individuals’ personal data when the processing is taken place by 
European Community institutions and bodies. See Regulation 45/2001 on the protection of individuals with regard to the 
processing of personal data by the Community institutions and bodies and on the free movement of such data of 18 December 
2000. 

32  Christopher Kuner and Massimo Marelli (eds), Handbook on Data Protection in Humanitarian Action (ICRC, 2017) and the 
Resolution on Privacy and International Humanitarian Action adopted by the International Conference of Data Protection and 
Privacy Commissioners in 2011 and the resolution on Data Protection and Major Natural Disasters adopted by the International 
Conference of Data Protection and Privacy Commissioners in 2015. 

33  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 
with regard to the processing of personal data and the free movement of such data, and repealing Directive 95/46/EC, enter into 
force on 24 May 2016 and applied from 25 May 2018.  
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This legislative development mirrors the development in jurisprudence. According to Tzanou’s 

analysis of how the Court of Justice of the European Union (CJEU) has considered the issue of data 

protection, the approaches can be identified in three distinctive periods.34 During the first initial 

years, the CJEU treated data protection as an aspect of privacy and subsequently during the 

intermediate phrase, the CJEU started to make a step forward and referred directly to the right to 

protection of personal data as safeguarded by article 8 of the EU Charter of Fundamental Rights 

without mentioning article 7 and privacy.35 And during the third period, the age of maturity, the 

CJEU applied and interpreted the fundamental right to data protection.36 Similarly, at the level of 

the Council of Europe, the ECtHR has construed article 8 of the European Convention on Human 

Rights (ECHR) to include data protection. The ECtHR has expressly recognized the protection of 

personal data as a fundamental right as it is included in the right to privacy established under 

articles 8 of the ECHR when examining many situations in which the issue of data protection arose 

such as those concerning the interception of communication, various forms of surveillance and 

protection against storage of personal data by public authorities.  

The focus of this Study is not on whether data protection should be bestowed with the status of 

a fundamental human rights but rather, the questions relevant to this Study are: What is the 

difference between data protection and the right to privacy when it comes to the protection of 

human rights online? Does the data protection alone or in conjunction with the right to privacy 

sufficiently protects all infringements of rights online?  

1.3. Do we need new legal measures? 

While legal measures – such as the right to privacy and data protection laws introduced above -

do exist, the world still experiences violations and abuses of human rights associated with digital 

information in the digital space. For instance, while some aspects of data protection have common 

roots in international human rights law, some question whether international human rights treaties 

                                                      

 

34  Maria Tzanou above n 17, 53-63. 
35  Case C-360/1, Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM), Judgment of 24 

November 2011. 
36 In the age of maturity, three cases are highlighted. Digital Rights Ireland concerned the fundamental rights to privacy and data 

protection and explained why retention of traffic and location data affected the right to respect private life and communication 
(article 7 EU Charter of the Fundamental Rights), the right to protection of personal data (article 8) and freedom of expression 
(article 11). In Google Spain, the CJEU was asked to decide whether search engines have an obligation under EU Data Protection 
Directive to remove links to web pages containing information relating to an individual from the list of results displayed following 
a search made on the basis of that person's name. In Schrems, the CJEU decided whether the transfer of personal data to the US 
under the Safe Harbor was in compliance with the EU law requirement of adequate protection given that the US authorities were 
able to access the personal data of EU citizens held by leading Internet companies. 
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alone can adequately cover the protection that data protection laws offer. Some argue that the 

existing right to privacy does not suffice, and the scope of data protection is broader, explicitly 

protecting values that are not at the core of privacy, such as the requirement of fair processing, 

consent, legitimacy, and non-discrimination. 37  In response, commentators have pointed to 

technical measures to protect rights related to digital information.38 Others have recognized the 

need for further legal measures to protect human rights in the digital space and proposed the 

creation of a new legal instrument or the recognition of new online rights.  

This section examines the discussion around the creation of a new legal instrument for the 

protection of human rights online and the various proposals for creating new online human rights. 

The following are relevant to answer the question of whether we need a new legal instrument or 

new human right to protect the rights of individuals in relation to their activities online: 

 What are the legal lacunae that would pose legal obstacles in implementing existing human 

rights obligations in the digital space?  

 Do procedural measures sufficiently address the gap? Or do the changes in nature call for 

substantive legal measures to safeguard human rights online? 

 What are the aspects not covered by existing rights? Would the scope of a new human right 

cover those aspects? 

1.3.1. Separate and new legal instrument 

In 2012, the UN Human Rights Council resolution affirmed that online rights should be extended 

equal protection as that of offline rights.39 Hence, one would expect the same rules to apply online 

and the same level of legal and human rights protection to be applied as offline. This can be 

interpreted as acknowledging the functional equivalence of digital information and paper-based 

information. Namely, it means that while the form may differ, the function that is carried out 

remains the same. At a glance, the forms of digital information can be simply classified as the 

equivalent of written publication and audio or video and hence, can be compared to two service 

                                                      

 

37  Norberto Nuno et al., ‘Proposing a right to identity within the international framework of human rights : issues and prospects’ in 
N.N.G. de Andrade and et al. (eds), New Technologies and Human Rights: Challenges to Regulation (Taylor & Francis 2016), 252. 

38  One example is the concept of "Privacy by Design", which refers to an approach where privacy and data protection compliance 
are designed into systems holding information. According to the concept, privacy should be planned from the very beginning and 
should be taken into account through all phases of the data cycle. However, this technical solution is criticized from the human 
rights perspective as it places more emphasis on encouraging the flow of data than on individual's rights. Taking this criticism 
into account, Bernal proposes "Autonomy by Design", which places the focus on the individual and on managing the data from 
the point of view of that individual and their rights. See Paul Bernal above n 26, 215. 

39  Resolution on the promotion, protection and enjoyment of human rights on the Internet (A/HRC/RES/20/8) (2012), para. 1. 
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models: connectionless services similar to the postal system and connection-oriented services 

similar to the telephone network. However, the technology that enables voice to text speech or 

text to voice speech confuses the clear-cut divide between written text and oral speech in the 

digital sphere. Furthermore, some digital information can be rendered in one form but in fact, 

means another form. For instance, digital information in real-time chats often resembles the way 

one speaks to each other in hastily typed messages, but at the same time, it cannot be considered 

as an oral form because there is a permanent written record.40 From this, it is deduced that despite 

the differences between the forms and modalities that are introduced, the function of those 

technologies online and offline remain the same. Hence, it can be argued that no substantive 

amendments to the international human rights treaties are required, but rather, a new 

interpretation and implementation of the treaty provisions in view of the technological 

advancements are called for.  

However, some commentators suggest that more needs to be done for the protection of rights 

online. In terms of the form of new additional legal protection at the international level, include the 

adoption of a new Optional Protocol to the ICCPR with regard to protecting privacy in the digital 

sphere, or suggestion that the UN Human Rights Committee revisit General Comments 16 and 31, or 

to work on a separate General Comment.41 Another recent proposal calls for an international treaty 

on cyber-attacks, the so-called “Digital Geneva Convention”.42 Microsoft has been heading this 

proposal to adopt new and binding rules on international cybersecurity norms that have emerged; 

it emphasized the need for the Convention “that will commit governments to implement the norms 

that have been developed to protect civilians on the internet in times of peace”.43 

Furthermore, there is a call to establish a declaration of rights online. For instance, the Charter 

for Human Rights and Principles for the Internet, proposed by the Internet Rights & Principles 

Dynamic Coalition, is based on existing human rights drawing on the Universal Declaration of 

Human Rights (UDHR) and the two International Covenants.44 It is argued that a declaration of 

                                                      

 

40  Dominic McGoldrick, ‘The Limits of Freedom of Expression on Facebook and Social Networking Sites: A UK Perspective’ 13 
Human Rights Law Review 125, 150. 

41  Stephen Tully, ‘A Human Right to Access the Internet? Problems and Prospects’ 14 Human Rights Law Review 175, 195. 
42  The proposal on the Digital Geneva Convention also includes a proposal to create an independent organization that spans the 

public and private sectors, and that can investigate and share publicly the evidence that attributes nation-state attacks to specific 
countries.  

43  Brad Smith, ‘The need for a Digital Geneva Convention' (14 February 2017). See https://blogs.microsoft.com/on-the-
issues/2017/02/14/need-digital-geneva-convention/  

44  Internet Rights & Principles Coalition, The Charter of Human Rights and Principles for the Internet (2013). 
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rights as a method of communication and dissemination of rights could help bridge the gaps 

between different groups with diverging interests in and influence over rights online, as well as 

underpinning the more specific and precise agreements, rules and laws that are needed to enforce 

and protect these rights.45 Another relevant declaration is the African Declaration on Internet 

Rights and Freedom, which builds on African human rights documents including the African Charter 

on Human and Peoples’ Rights of 1981.46 

Recently, there have been several calls to harmonize data protection globally, emphasizing that 

an international standard on data protection standards and a global approach is required to provide 

a harmonized standard and guidelines for protection of data. At the inter-governmental level, the 

data protection and privacy commissioners have jointly proposed a draft of International Standards 

on the Protection of Privacy with regard to the processing of Personal Data. The International 

Conference of Data Protection and Privacy Commissioners have called for legally binding 

instruments with respect to data protection and the protection of privacy since 2005.47 Another 

proposal is to adopt an international model law on data protection to address the fragmentation of 

data protection laws, relying on “data protection to develop naturally, with international 

cooperation producing interfaces that allow them to gradually grow closer together over time.”48 

The International Law Commission (ILC) had included the topic of protection of personal data in 

transborder flow of information as one of five topics in its long-term programme of work in its fifty-

eighth session in 2005.49 The General Assembly took note of the ILC’s decision to include those five 

topics50 but since then ILC has not taken the issue further. 

For the discussion on whether a separate and additional legal instrument is required for the 

protection of online rights, it is instructive to briefly consider how digital information in the context 

of international commercial law is considered: digital information carries with it a legally binding 

                                                      

 

45  Paul Bernal above n 26, 271. 
46  See http://africaninternetrights.org/ 
47  International Data Protection and Privacy Commissioners Conference was established in 1979 and convenes all privacy 

professionals including data protection and privacy authorities. In 2005, the 27th Conference appealed to the UN to prepare a 
legally binding instruments that set out the rights to data protection and privacy as enforceable human rights; in 2008, the 30th 
Conference adopted a resolution on the need for reaching a Joint Proposal for setting International Standards on Privacy and 
Personal Data Protection; in 2009, the 31st Conference adopted International Standards on the Protection of Data and Privacy 
(the Madrid Resolution); and in 2010, the 32nd Conference called for intergovernmental conference with a view to developing a 
binding international agreement on privacy and data protection giving effect to the Madrid Declaration. 

48  Kriangsak Kittichaisaree and Christopher Kuner, 'The Growing Importance of Data Protection in Public International Law' (EJIL: 
Talk!, 14 October 2015). 

49  UN General Assembly, International Law Commission Report, Annex D (A/61/10). 
50  UN General Assembly, Report of the International Law Commission on the work of its fifty-eighth session (A/RES/61/34) (18 

December 2006). 
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status and it was necessary to devise a legal instrument bestowing that status to accommodate 

cross-border commerce and to facilitate legal order. Specific formal requirements contained in 

widely adopted international trade law treaties, such as the Convention on the Recognition and 

Enforcement of Foreign Arbitral Awards (i.e., enforcement of arbitrary awards) and the UN 

Convention on Contracts for the International Sale of Goods (i.e., conclusion of sale of goods) may 

pose obstacles to the wide use of electronic communications. To address this legal barrier, the UN 

Convention on the Use of Electronic Communications in International Contracts (“Electronic 

Communication Convention”) codified functional equivalence between digital and analog 

communications and stipulated that electronic communication can be considered as written form 

which fulfills the form required for a conclusion of a contract and for enforcement of arbitrary 

awards.51 Furthermore, there was a need to address the legal lacunae, namely singularity of 

electronic documents in cases where authentication of the document has a legal implication. In 

international commercial law, it was necessary to have a separate legal instrument that asserts the 

legal validity of electronic communication in the context of the international sale of goods and for 

enforcing the legal validity of arbitral awards.  

Shifting back to the domain of human rights, the question is whether a similar measure – 

separate legal instrument – in the human rights context is necessary and suitable for individuals to 

enjoy their rights online and for States and non-State actors to respect, protect and fulfill these 

rights. Do we need a new set of norms or legislation to protect the rights of individuals in relation 

to their activities online? And if so, on what basis would we draw up such instruments?  

1.3.2. “Conjuring up” new online human rights  

Together with the rise of the Internet and ICTs, several new human rights are proposed and 

discussed from the various angles of how one looks at ICTs. From a technical perspective, in a 

proposal to create a Universal Declaration of Digital Rights, the creation of several new rights are 

proposed: the right to inter-networking, the right to access, the right to non-discrimination of 

packets, the right to anonymity, the right to encryption, the rights to blog, the right to be free from 

surveillance, right to hack, the right to run one’s own server, the right to create, the right to control 

                                                      

 

51  Article 9 of the Electronic Communications Convention notes the criteria for electronic communication to be considered 
equivalent to that of paper-based communication in writing form. 
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data and the right to run one’s own services.52 Departing from existing data protection rules, 

derivative rights that are enforceable under the data protection legal framework have been 

suggested. For instance, the right to be informed that your personal data is being processed; the 

right to have access to your own data; the right to rectify any wrong or incomplete information, the 

right to object to the processing on legitimate grounds; and the right not to be subjected to an 

automated decision intended to evaluate certain personal aspects. In a more philosophical sense, 

Bernal proposes human rights that match the three phases of personal data process – collection, 

usage and storage of personal data: the right to roam the Internet with privacy when information is 

being gathered, the right to monitor those who monitor us when information is being utilized, and 

the right to online identity.53  

Whereas some of these rights have their origin in existing human rights principles and can be 

considered as being derived from or covered in existing human rights, other proposed rights are 

what Alston calls “conjuring up” new human rights:  

“In principle, both the validity and the necessity of a dynamic approach to human rights, 

as well as the expansion, where appropriate, of the list of recognized human rights, 

cannot be reasonably be disputed. However, reason for the proliferation of new rights 

but rather from the haphazard, almost anarchic manner in which this expansion is being 

achieved. Indeed, some rights seem to have been literally conjured up, in the dictionary 

sense of being “brought into existence as if by magic”.”54 

Some rights are a proclamation of narrowly defined rights, extending and stretching human 

rights language and bringing with it the danger that the human rights concept will become diluted. 

This has counterproductive repercussions on the compliance of human rights by States and the 

acknowledgment of new rights may devalue the other fundamental rights. Furthermore, when 

human rights language is extended and the human rights regime is overextended, international 

human rights law becomes fragmented.55 

To assess whether recognition of a new human right is warranted, it merits mentioning the 

historical background of recently recognized human rights. In 2015 and 2016 respectively, the UN 

                                                      

 

52  Barbora Bukovska and Niels ten Oever, ‘#InternetOfRights: Creating the Universal Declaration of Digital Rights' Article19.org (24 
March 2017). 

53  Paul Bernal, ‘A Right to Delete?’ 2 European Journal of Law and Technology, 15-17. 
54  Philip Alston, ‘Conjuring Up New Human Rights: A Proposal For Quality Control’ 78 American Journal of International Law 607. 
55  For analysis on implication of the extension and legalization of human rights regime, see Monika Heupel, ‘The Extension and 

Legalization of Human Rights’ in Mark GIbney and Anja Mihr (eds), The SAGE Handbook of Human Rights, vol 2 (SAGE 
Publications, 2014). 
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General Assembly and the UN Human Rights Council explicitly recognized the right to water and the 

right to sanitation as two distinct but interrelated human rights.56 Although it has been argued that 

these rights are interpreted from the rights to an adequate standard of living, and the right to life, a 

few reasons have been identified as to why they merit separate recognition. First, the call for new 

rights attracted broad attention with several international events raising awareness that the right 

to water is about meeting basic needs as water and sanitation are primary needs, and many people 

still suffer from a lack thereof.57 Second, existing rights do not cover all aspects of access to water 

and sanitation. The right to sanitation is also about ensuring hygiene and protecting dignity and 

privacy when accessing sanitation services. Its scope goes beyond prevention of contamination of 

drinking water supplies and wastewater drainage covered in the right to water.  

Shifting back to the subject of this Study, the question is whether a new right in the context of 

digital information and digital space needs to be explicitly recognized or whether such explicit 

recognition of human right(s) is not a prerequisite for the application of human rights norms and 

principles to human rights issue in the digital space.  

                                                      

 

56  Resolutions of the UN General Assembly (A/RES/70/169) and UN Human Rights Council (A/HRC/RES/33/10).  
57  For instance, see Agenda 21: Programme of Action for Sustainable Development, the Millennium Development Goals, 

International Decade for Action, "Water for Life” and International Drinking Water Supply and Sanitation Decade. 



Chapter 2. Framework of the Study 

The research question of this Study centers on whether new legal measures for the protection of 

human rights online are needed by addressing how the same rules can and should apply both 

online and offline rights. Building on and complementing methodologies found in existing studies 

(section 2.2), two analytical frameworks which constitutes a human rights-based approach to digital 

space, are proposed to answer the research question of this Study (section 2.3). The life cycle of 

digital information is proposed as one framework to identify and map human rights that are 

impacted, infringed or protected as a result of using digital information (section 2.3.1). The digital 

information ecosystem is suggested as another framework to address the environment that 

facilities individuals in the digital space to utilize digital information for their online activities related 

to the enjoyment of human rights (section 2.3.2).  

2.1. Scope of Study 

This Study focuses on protection of human rights and fundamental freedom in the course of 

using digital information in the digital sphere. Simply put, digital information is information in a 

digital form. Since the advent of ICTs, digital space has provided a range of new communication 

tools such as email, Voice-over-IP, chat messages, among others. With those tools, individuals are 

able to express and communicate with one another in numerous ways. We can send a digital 

correspondence similar to sending mail via the postal system, have a videoconference resembling a 

face-to-face meeting or update information on social network sites similar to putting up a message 

on public bulletin boards. Whichever way we use digital information, all these forms of action are 

eventually converted into bytes, also known as binary digits that represent 0 or 1. This leads to the 

generally understood definition of information in the digital space: any form of information that 

can be converted into bytes and presented in a digital format. Consequently, the technologies that 

are of concern in this Study are limited to digital communication technologies, namely, 

technologies that enable interaction, communication and transfer of information in the digital form. 

Other technologies, such as biotechnologies, nuclear, space and air technologies are not within the 



 

21 

scope of the Study. Relevant technologies that are yet fully developed for commercial use are also 

excluded from the Study.1  

The scope of this Study is based on digital information defined from both technical and socio-

legal perspectives, which is broader than the definition found in the telecommunication2 and e-

commerce industry.3 However, given that the issue of human rights in digital space is related to 

other disciplines than international law, the Study converges three different perspectives: the 

human rights perspective from the application of the international human rights treaties, the 

technical perspective, mainly from computer engineering and the socio-cultural perspective from 

addressing the behaviors of individuals in the digital industry largely based on the evolution of 

digital technologies. 

The scope of this Study is limited to the digital format of data, namely, the type of data that can 

be transmitted through an information system and those that are used as a means for individuals to 

carry out online activities towards realizing and enjoying human rights online. There are many 

analog forms of data within the purview of existing legal measures such as travel data, financial 

data, medical data and data on employment relations.4 These categories of data are excluded from 

the scope of this Study.  

In addition, with emphasis on using ICTs to exercise and enjoy rights in the digital space, this 

Study does not consider ICTs as a tool to protect human rights and fundamental freedom. The 

scope of this Study is focused on using ICTs to exercise human rights online and does not include 

those studies on using ICTs related innovations as an empowering tool to advance human rights. 

These include using ICTs as a tool to enhance human rights protection activities or to detect human 

                                                      

 

1  For instance, molecular communication method which is proposed as the next technology that can replace the dominant 
electrical or electromagnetic signals. See ‘Molecular communications: Researchers are looking at ways to broadcast messages 
using chemical rather than electrical signals’ The Economist (8 March 2014)  

2  According to the constitution of the ITU, "telecommunication" is defined as “any transmission, emission or reception of signs, 
signals, writing, images and sounds or intelligence of any nature by wire, radio, optical or other electromagnetic systems 
[emphasis added].” See the Convention and the Administrative Regulations of the International Telecommunication Union 
(1992), Annex Definition of Certain Terms Used in this Constitution.  

3  In article 4(c) of the Electronic Communications Convention, "data message" used for electronic communication, is defined as 
“information generated, sent, received or stored by electronic, optical or similar means including, but not limited to, electronic 
data interchange (EDI), electronic mail, telegram, telex or telecopy”.  

4  See for instance, Maria Tzanou, The Fundamental Right to Data Protection: Normative Value in the Context of Counter-Terrorism 
Surveillance (Bloomsbury Publishing, 2017), Chapters 4 and 5.  
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rights violation such as a hate speech database5 and using crowdsourcing, which can be used for 

early warning and/or urgent procedure in the human rights treaty mechanisms.6  

Furthermore, cyber activities seen through the lens of certain disciplines such as law of war, 

international humanitarian law and criminal law will be set aside from the scope. These fields are 

discussed to the extent the activities influence protection of human rights in digital sphere, but the 

Study will not go in depth in analyzing the status and regulation of those activities. For instance, 

terrorism has evolved to a national security issue and some argue that collection of intelligence is a 

necessary means to prevent terrorism and justify the collection under the national security 

exception. While this impact is considered in the Study, the issue whether cyber attacks amount to 

use of force or armed forces and whether certain acts amount to adequate forms for self-defense 

against cyber-attacks is not considered.7  

2.2. Literature review: human rights and ICTs 

Academics from various disciplines and with different perspectives have addressed the issue of 

digital rights and analyzed the linkage between human rights and digital technologies. Before 

introducing the detailed aspects of the life cycle framework and its ecosystem, it merits first to 

introduce previous and existing approaches and to pinpoint why some of those proposals may be 

insufficient to address the entire range of human rights issues in the digital environment.  

2.2.1. Historical evolution of ICTs 

The growth of issues related to human rights in the digital age mirrored the development of 

computers and related technologies. To capture the trend and the trajectory of human rights issues 

related to ICTs, the work of the UN in this regard is introduced according to the three evolution 

stages of ICTs. First, the electronic age where personal computers were invented and used; second, 

the information age where the commercialization of the Internet and the rise of networked 

computers took place; and third, the digital age characterized by the exponential usage of 

computing devices and the Internet by consumers with the development of wireless technologies.8  

                                                      

 

5  For instance, see Hatebase, an online database of hate speech <www.hatebase.org> 
6  For instance, see the Voix des Kivus project in the Democratic Republic of Congo using SMS technology to gather real-time 

information about events that take place in remote areas.  
7  For discussion on cybercrimes in international law see Georg Kerschischnig, Cyberthreats and International Law (Eleven 

International Publishing, 2012) and see generally the work of UN Office for Disarmament Affairs dealing with development in the 
field of information and telecommunications. 

8  The terms "electronic age", "information age" and "digital age" are borrowed from Pedro Ferreira, Angels and Demons: Data 
Protection and Security in Electronic Communications (Taylor & Francis, 2016). 
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Following the invention of the first electronic general-purpose computer in 1945, in the 1970s, 

owing to the invention of the micro-programmable computer on a chip (microprocessor), 

computers became small enough to be a personal appliance and were connected on the web. 

During this period, the UN put on its agenda the issue of human rights and scientific and 

technological developments following the Proclamation of Teheran adopted by the International 

Conference on Human rights in 1968.9 There was a study on problems in connection with human 

rights arising from developments in science and technology, particularly on privacy in light of 

recording technologies and the use of electronics.10 The topic of data privacy gained attention given 

the example of Nazi Germany and its abuse and manipulation of information on persons with 

disabilities and racial identity (compiled in card catalogs) in order to segregate and inflict cruelty 

upon vulnerable citizens. Subsequently, in 1990, the UN General Assembly adopted the “Guidelines 

for the Regulation of Computerized Personal Data Files (resolution 45/95)”.  

Although personal computers were available to the public, the Internet was not accessible to all 

but only to those associated with educational or research institutions. It was only in 1993 that the 

entry barrier to the Internet was lowered and the Internet was made accessible to everyone.11 

During this information age where accessibility to the global Internet was on the rise, the UN 

tackled the issue of the right of freedom of expression. One of the first items taken up by the then 

Commission on Human Rights (now the Human Rights Council) was the use and abuse of the 

Internet by individuals and groups to express and disseminate racist and intolerant views.12 In 1996 

and 1997, the Commission on Human Rights adopted resolutions on modern telecommunication 

technologies. It requested the Special Rapporteur on freedom of expression to consider “all aspects 

of the impact that the availability of new information technology may have on the equal 

opportunity of access to information on the exercise of the right to freedom of expression.”13  

                                                      

 

9  For the next 25 years, "human rights and scientific and technological development" stayed as an agenda of the UN General 
Assembly. The last resolution on ‘Human rights and scientific and technological progress’ was in 1993 at the forty-eighth session 
of the UN General Assembly (A/RES/48/140). 

10  Human Rights and Scientific and Technological Developments (compilation of studies prepared by the Secretary-General 
between 1973 and 1976 in response to the General Assembly resolution 2450 (XXIII) adopted in 1968, the reports are availalbe 
as United Nations documents E/CN.4/1028, add.1 to add.3) (1982). 

11  National Information Infrastructure Act of 1993 (USA) made the Internet widely available to the general public and moved it into 
the commercial sphere so that its growth could be funded by private as well as government investment. 

12  The Office of the High Commissioner for Human Rights held an expert seminar on the role of the Internet concerning the 
provision of the International Convention on the Elimination of All Forms of Racial Discrimination from 10 to 14 November 1997 
(E/CN.4/1998/77/Add.2).  

13  Commission on Human Rights resolution on right to freedom of opinion and expression (E/CN.4/RES/1997/27), para. 12(f). 
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With the development of wireless technologies and mobile devices in the 21st century, the 

digital age, the Internet and ICTs have become a vital part of daily life and have reached the ambits 

of ordinary users. The concept of dynamic web, which emphasized user-content and two-way 

interactions, changed how we used computers and the Internet. The Internet was no longer a mere 

machine that processed information, but it became a platform where activities can be carried out. 

The UN Human Rights Council also reflected this impact in its work. In 2012, the UN Human Rights 

Council adopted a resolution on the promotion, protection, and enjoyment of human rights on the 

Internet, affirming that people have the same rights online as offline and calling on States to 

promote and facilitate access to the Internet.14  

Another milestone that has changed the scenery of human rights and ICTs is the Snowden 

revelation in June 2013 and subsequent information collection by States.15 Since these incidents, 

the focus shifted to the issue of State surveillance and the right to privacy in the digital era. In 

December 2013, the UN General Assembly unanimously adopted a resolution, which called upon 

States to ensure that their national legislation complies with their international obligations, to put 

an end to violations of rights and to strengthen oversight of intelligence services.16 Several other 

milestones followed: the annual resolutions adopted by the UN Human Rights Council,17 a report by 

the UN High Commissioner for Human Rights setting out the international law on the promotion 

and protection of the right to privacy18 and a Panel on Privacy during the 27th session of the UN 

Human Rights Council in 2014.19 The Snowden revelation pushed privacy in the digital era higher up 

on the UN’s agenda eventually leading to the creation of the mandate of the Special Rapporteur on 

the right to privacy in the digital era.  

A brief overview of how the UN has addressed the development and evolution of ICTs leads to 

the observation that the issue of human rights in connection with ICTs is not a new area of study, 

contrary to widespread perception. The issue of privacy in the electronic age and freedom of 

                                                      

 

14  The promotion, protection and enjoyment of human rights on the Internet (A/HRC/20/8)(2012). 
15  Notable program includes PRISM used by the US National Security Agency and Tempora used by the counterpart of the UK. See 

‘NSA Prism program slides’ Guardian (1 November 2013).  
16  UN General Assembly resolution on te right to privacy in the digital age (A/RES/68/167)(18 December 2013). 
17  Panel on the right to privacy in the digital age (A/HRC/DEC/25/117) (2014) requesting the High Commissioner to organize a panel 

discussion and to prepare a summary report on the panel discussion; Resolution on the right to privacy in the digital age 
(A/HRC/RES/28/16) (2015) establishing the mandate of the Special Rapporteur on Privacy; and Resolution on the promotion, 
protection and enjoyment of human rights on the Internet (A/HRC/32/13) (2016) requesting the High Commissioner to produce 
a report on ways to bridge the gender digital dive from a human rights perspective.  

18  Report of the Office of the High Commissioner for Human Rights, The right to privacy in the digital age (A/HRC/27/37) (2014). 
19  Report of the Office of the High Commissioner for Human Rights, Summary of the Human Rights Council panel discussion on the 

right to privacy in the digital age (A/HRC/28/39) (19 December 2014). 
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expression online, as observed in the information age, remain a valid concern to this day in the 

digital age. As early as in 1970, Westin pointed out that American society had developed deep 

concerns over the preservation of privacy under the new pressure from surveillance technology.20 

He viewed that the public awareness of this concern is confirmed and accomplished and the next 

step is to find out what can be done to protect privacy. Westin’s observation that the public has 

acknowledged concerns over privacy issues is still valid today almost 50 years later. Technology is 

constantly changing, and in parallel, the impacts that technologies have on people’s lives including 

methods of invading one’s privacy are also changing.  

However, all communication technologies serve a similar function as the medium of 

communication and evolve in a similar manner. Wu explains this evolution that functions as going 

through “cycle” where every few decades, a new technology appears and creates new forms of 

expression and alternative types of journalism.21 Starting with telephone, radio, film, broadcasting 

and ending with the Internet, Wu notes that these technologies all go through the same cycle of 

being a novel invention, to someone’s hobby and then to product of an industry, and from a freely 

accessible channel to one strictly controlled by a single corporation or cartel which often enjoys the 

power over information and communications. Therefore, the Internet and ICTs are not completely 

sui generis, but these innovative technologies provide an extension and continuation of 

controversies that we have already faced and attempted to resolve in the past. The past attempts 

for a solution specific to a technology are only temporary due to the speed of development of 

technology vis-à-vis regulations of those technologies. The rapid pace of developing products using 

new technology outpaces legal measures that regulate and protect rights associated with its usage 

and hence, often leaves individuals to use those technologies in a legal vacuum.  

2.2.2. Thematic evolution of digital rights 

In the current period of the digital age, approaches taken by studies and research on digital 

rights vary. Scholars have identified digital rights with the framework of the UDHR in mind, 

mapping the digital rights to the relevant articles of the Universal Declaration of Human Rights 

(UDHR) and counterpart provisions in international human rights treaties.22 Other approaches 

                                                      

 

20  Alan F. Westin, Privacy and Freedom (Atheneum, 1970), 1. 
21  Tim Wu, The Master Switch: The Rise and Fall of Information Empires (Vintage, 2011). 
22  David Souter, Human Rights and the Internet - A review of perceptions in human rights organization (Association for Progressive 

Communications, 2012); Internet Rights & Principles Coalition, The Charter of Human Rights and Principles for the Internet 
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categorize digital rights according to salient human rights norms that are emphasized in the digital 

era. These rights include freedom of expression, access to information, privacy protection, freedom 

of association and assembly, participation, and equal treatment and development.23  

Many studies focus on specific human rights such as the right to privacy, freedom of expression 

and other corollary rights.24 More specifically, in the online context, the right to freedom of 

expression includes the right to access online content and the Internet,25 the right to seek, receive 

and impart information online;26 the right to communicate privately without being subject to 

unlawful surveillance;27 and the right to communicate anonymously online.28 Another salient 

thematic focus was on data protection, the right to privacy and the new concept of the right to be 

forgotten.29 Such focus on one right is appropriate to deepen the analysis in that field further. 

However, studies focused on one thematic right in silos without looking at the broader picture also 

fall into the trap of addressing a partial side of digital rights issues, which are interconnected with 

other rights and other parts of the digital space.  

Both in response to and in anticipation of changes brought about by the development of ICTs, 

there are several analyses of the features of ICTs and their impact on individuals, societies and 

                                                                                                                                                                                  

 

(2013); Association for Progressive Communication Internet Rights Charter (2006); Giovanni Sartor, ‘Human Rights in the 
Information Society: Utopias, Dystopias and Human Values’ in N.N.G. de Andrade et al. (eds), New Technologies and Human 
Rights: Challenges to Regulation (Taylor & Francis, 2016), 20 – 24. 
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rights. One author suggests a typology based on the form of ICTs impact on human rights including 

how ICTs add a new dimension to already existing violations of human rights or protection of 

human rights enhanced by ICTs.30 Another author categorizes digital rights by focusing on the 

features of the Internet: Internet as global infrastructure, as a public sphere, as a medium, and as a 

culture.31 Despite the different perspectives that they bring to light, these analyses are often 

incomplete and do not cover all existing cases and future cases, rendering the analysis obsolete 

when a new technology develops. The reason for such incompleteness is due to the focus on the 

result of the effect that ICTs has on human beings and society. Most existing studies focus on the 

social and legal impact that is brought about by ICTs and overlook the origin and the process that 

causes those effects, requiring further research on the operation of ICTs and their environment. 

Therefore, these analyses merely collect and rearrange the existing digital rights issues that are 

known to the society of which the authors are exposed to. 

Previous studies do not provide a single solution to address all issues of human rights in the 

context of digital space. However, they provide essential background and points of context that are 

important for future studies. The points to take from those studies are that: the issues appear in a 

repeated manner, in a cycle and surfaces with similar problems but without solutions or solutions 

that become obsolete and human rights issues in digital space are interlinked to other disciplines 

which impact the enjoyment of those rights. Most important point is that issues in digital space 

cannot be tackled solely with a focus on the impact of ICTs but necessitate a broader view of how 

the Internet and ICTs operate. Having identified these points, in order to complement existing 

studies, this Study proposes to implement a human rights-based approach to digital space and the 

human rights issues arising therein.  

2.3. A human rights-based approach to digital space 

In simple terms, a human rights-based approach provides a conceptual framework that is 

normatively based on international human rights standards and principles, and operationally 

directed to promote and protect human rights. Traditionally, human rights-based approaches had 

been advocated for adoption in areas such as development, poverty, and other areas where human 

rights – the content and entitlement as well as the obligation of duty-bearers – are not clearly 
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defined and developed. Human rights-based approaches have been promoted on the basis that 

when certain policies and institutions in a specific theme or sector are based explicitly on the norms 

and values set out in international human rights law, such a sector would benefit from an already 

existing international framework underpinned by universally recognized moral values and 

reinforced by legal obligations.  

The constructs of the existing international human rights framework and that of a human rights-

based approach are rights-holders, duty-bearer, the content of rights and duties, and 

implementation mechanisms aimed at realization and monitoring realization of human rights. A 

human rights-based approach recognizes and identifies rights-holders and their entitlements and 

freedom. For instance, a rights-based approach to poverty reduction would first entail identifying 

the attribute of poverty and then identifying economic vulnerable groups and the population. The 

underlying structural causes of poverty and in turn, the non-realization of rights are assessed by 

taking a holistic view of the environment, community, civil society, national authorities, social, 

political and legal framework. Similarly, this Study aims to identify the content of rights, that is, the 

entitlement and freedom of individuals in the digital space. Identification of the rights-holders and 

their entitlement and freedom is closely related to identifying the attributes of the digital space and 

examining whether and what existing human rights apply to the digital space. Hence, several 

arguments and proposals in this Study originate from concepts and ideas found in the technical 

fields taking into account the attributes of the ICTs and the digital space (for instance, see sections 

2.3.1 and 9.3.2 on using “use case”, a concept used in the computer science field). 

In order not to repeat the weakness found in existing literature illustrated in the section above, 

the content of rights in the digital space is examined by resorting to the life cycle of digital 

information (section 2.3.1). Previous studies and initiatives at both national and international levels 

have mainly limited the focus to issues of privacy and surveillance on the one hand and freedom of 

expression on the Internet on the other. While the right to privacy and freedom of expression 

constitute core issues in the life cycle of digital information, this Study does not focus the analysis 

on one particular right. It aims to look at all relevant human rights issues, taking into account the 

interrelated and interlinked nature of technologies and that of human rights. 

Only when the contents of the rights are identified, the corresponding duties and obligations of 

duty-bearers can be ascertained. All human rights—economic, civil, social, political and cultural—

impose negative and positive obligations on States, which are captured in the duties to respect, 

protect and fulfill human rights. Without going through what are the contents of rights online, we 
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cannot jump to the discussion on identifying the complex role of private and quasi-public actors 

and what human rights duties those actors have in the digital space. Those discussions on how the 

digital conglomerates dominate and control the digital space can easily lead us to be immersed in 

various aspects of that discussion without focusing on their human rights duties. This Study is on 

the protection of human rights in the digital space, and the focus, therefore, is on what human 

rights responsibilities and obligations those digital conglomerates and other actors in the digital 

space have. Regulation and the normative yardsticks applied for the assessment of regulation is a 

part of and one way to protect human rights in the digital space. To be able to clarify the contents 

of the human rights obligation of duty-bearers, it is necessary to examine the attributes of the 

digital space and digital information.  

Therefore, as a pre-condition to addressing their human rights responsibilities and obligations, 

we need first to understand the content of their duties, which is attached to rights. What appears 

to be the key issue for some – the regulation of actors in the digital space – will be insufficiently 

addressed if the underlying fundamental notions of human rights content is not addressed. It 

follows that the correct sequence of questions to address are: what rights do we enjoy online? And 

then: which actors have an obligation to realize those rights?  

2.3.1. The life cycle of digital information  

For a holistic review, the focus of this Study shifts from technology-oriented analysis to the 

interaction between individuals and ICTs, the actions taken by individual users, and the functions of 

the information technology system which they use. In other word, following questions are asked: 

what steps on the part of the users are needed to complete the act of transmitting information? 

Which function of the information system is required for that action to be completed? Answers to 

those questions will make it more transparent for users to understand if any rights are violated at 

which stage of their actions and how their information flows from one step to another.  

The proposed approach of this Study to tackling human rights issue in the digital space is based 

on the life cycle of digital information composed of different stages of the life cycle. The life cycle 

framework is suggested based on the idea that traces its origin to the concept of “use cases” used 

in software engineering, namely, the steps taken by each user when taking any action in the digital 

sphere. “use case” refers to a list of steps that define interactions between an actor and a system 

to achieve a goal and drawing “use case” diagrams is one of the first preparatory steps that 

software engineers take when they start building a large-scale software program. An example of a 
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“use case” where an actor attempts to achieve the goal of logging in to a website consists of: a user 

logs in with his ID and password; the system checks for secure connection; the database verifies the 

user's credentials; and system allows user to log in, etc. A “use case” diagram portrays different 

types of users of a system and the different ways in which they interact with the system. It also 

describes the functionality of the system and the relationship between the elements (actors, 

system, goals, and steps). Furthermore, “use case” shows how the user is involved in different “use 

cases” or “actionable goals” and the interaction between “use cases”. In other words, a “use case” 

diagram, as a blueprint for a system, provides a holistic view of the system, its functions and the 

flow of information therein. Once this comprehensive view is identified, the flow of information can 

be organized by its life cycle from the creation of information to the final disposition.  

There is no set definition of the life cycle of digital information, and there are various versions of 

different stages of the life cycle from birth to death. In general, the life cycle of digital information 

includes the following stages: (1) creation of digital information – individuals express their thoughts 

and opinions or create information in the form of a text, photo, audio, video or any other form that 

can be converted to digital data; (2) sharing or distribution of digital information – the information 

that is converted into digital data form is available to be accessed, and the information is 

disseminated to a particular recipient(s) or the public at large; (3) usage of information – 

information that is created and distributed is used for various purposes; (4) management of digital 

information – information is organized, secured, stored and maintained; and (5) disposal of digital 

information – information is deleted. This Study adapts these stages and focuses on four stages of 

the digital information life cycle: creation, transmission, usage and disposal. 

The main criticism of the life cycle approach is that the stages in the life cycle overlap with one 

another and a clear separation of each stage is difficult to establish, as life cycle by definition is a 

continuation of one stage after another. Further, the widely agreed separation of stages is not 

feasible to attain since the life cycle of digital information varies depending on the perspective of 

actors (for instance, as users and as service providers). For this Study, the life cycle is introduced 

with the view of individual users, acknowledging that the stages will inevitably overlap with one 

another.  

Despite the drawback, the life cycle framework has several advantages. First, the life cycle from 

the perspective of individual users illustrates the fact that use of information in a digital 

environment is a result of human activity and that they are subject to constant and unpredictable 

changes as human beings, societies and technologies evolve. This framework is a human-centric 
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framework focusing on the activities of individuals and their impact on individuals. Therefore, the 

life cycle framework addresses issues with the same perspective as the human rights-based 

approach. Bernal explains that one of the principal points of the rights-based approach:  

“Looking from the perspective of the individual and their experiences rather than in 

detail at a particular form of technology gives more of a chance to set principles that 

can be applied then technologies develop. When working solely with law, approaching 

technological neutrality is possible but has pitfalls: if the law is too specific, it can be 

sidestepped, while if it is too general, it is hard to apply.”32 

Second, the framework maps together several fragmented issues strengthening the notion that 

human rights are interlinked. The life cycle framework will show how one activity is relevant to 

several digital rights manifested in different stages of the digital information life cycle. For instance, 

in situations where governments monitor online activities of individuals, grave concerns are voiced 

regarding the consequences that the monitoring entails but without explicitly pointing to which 

specific actions of those governments infringe which rights of individuals. Monitoring includes 

“intercepting, inspecting, viewing, analyzing, comparing, categorizing, or otherwise examining or 

processing information that may be linked to an individual or their activities, even where records of 

or data arising from that monitoring are not gathered or held, or where the data are immediately 

anonymized”.33 Based on this definition, monitoring involves human rights issues in various stage of 

the life cycle: interception during transmission of digital information, collection, and processing as 

part of the usage of digital information and storage of information and if legitimately collected, the 

disposal or deletion of digital information. 

Additionally, the life cycle will identify related activities and rights that reinforce or are in conflict 

with specific rights. This is particularly the case of data protection and privacy, which are not 

absolute rights and should be considered within the overall objective of protecting human dignity 

and should be balanced with other fundamental rights and freedoms on a case-by-case basis. For 

instance, the relationship between the right to freedom of expression and the right to privacy 

provides both aspects. Weak protection of the right to privacy can have a negative impact on 

freedom of expression; however, at the same time, protection of privacy for some can curtail the 
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expression of others where an individual’s desire to eliminate information about oneself from the 

Internet can be in direct conflict with the right of others to receive and impart information.  

Third, this framework will develop in parallel to the evolution of ICTs, as the framework is 

scalable; namely, it can address new issues within the framework and can be enlarged to 

accommodate the growth of the problems. The life cycle framework provides a basic skeleton to 

which new issues of concern can be added and addressed among other existing problems. This is 

possible as the life cycle framework mirrors the way in which the information system is designed 

using the “use cases”. These “use cases” are used to adjust to the changes of the digital world; they 

can be enhanced or modified by adding additional features, hardware, software, and other 

components, which are all scalable components of the machinery behind the digital information.34  

Fourth, employing the life cycle methodology enables the breaking down of technology into 

components that impact or infringe the rights of individuals. Mueller suggests that “we need a 

concept of freedom of expression better suited to the system of large-scale, automated content 

generation, interconnected autonomous systems, and highly differentiated layers of access 

characteristic of the global Internet.”35 It is argued that the concept of freedom of expression need 

not be changed, but instead, the focus should be on how the digital technologies, at their lowest 

level, impact freedom of expression and other rights. By referring to the stage of the life cycle and 

the technology used in each stage, we can understand how those technological components have 

an impact on specific rights and general concerns about human rights violations can be broken into 

concrete technical elements and specific impacts on particular rights.  

2.3.2. The digital information ecosystem 

The digital information life cycle alone is not sufficient to address all issues and needs to be 

complemented by a holistic overview of the environment that facilities the life cycle of digital 

information. Such a need for a complementary framework is required because the digital 

information life cycle does not take into account an essential but not so widely known fact that 

digital information (in the form of bytes) cannot be created or transmitted autonomously. To 

transmit bytes from one location to another, equipment, devices, infrastructure and users – 
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whether a natural person or automated computers - are required. Digital information comes to life 

in the presence of functioning devices and equipment, physical infrastructure, networks, and 

protocols. In other words, digital information and its life cycle rely on a massive system composed 

of interconnected elements, all of which interact to enable the flow of digital information. This 

Study refers to this system and its components as the “digital information ecosystem”, which is the 

focus of Part III of this Study. In general, the digital information ecosystem is composed of a device 

that turns information into bytes, the network and its components (whether Internet or other 

networks) that move the bytes from one place to another and the service or product that makes 

the bytes into something useful.  

By definition, ecosystem refers to a foundation of the biosphere composed of living and non-

living environments, which determine the health of the entire system. Another definition of 

ecosystem, particularly in the business sector, refers to any system or network of interconnecting 

and interacting parts. The concept of a digital information ecosystem is derived from the second 

definition, referring to the ecosystem of a product. For instance, Apple’s phone depends on 

hardware (the phone itself) and software that runs on Apple products. In other words, Apple’s 

strategy is not only about designing and producing a mobile phone but extends to providing 

applications users use to listen to music, create video and other software that are already 

integrated into the phone. Similarly, digital information cannot be assessed alone but must be 

understood together with the environment that facilities its usage and the impact that 

environment has on the exercise and protection of human rights online. A clear understanding of 

the elements of the ecosystem, its distinctive features and how the ecosystem operates are 

essential to address the newly arising legal issues in the digital space. 



PART II. HUMAN RIGHTS IN THE LIFE CYCLE OF DIGITAL INFORMATION 

Digital information in the form of bytes is the basic component that constitutes the digital space. 

All activities are carried out and presented in the form of bytes, which is the smallest constituent 

unit of digital information. Therefore, the digital information is the starting point of this Study on 

human rights issues on digital space. Part II, composed of Chapters 3 to 6, is dedicated to the four 

stages of the digital information life cycle in order to understand the impact of digital technologies 

on the enjoyment of all related human rights and to identify the human rights that applies to the 

rule that offline and online rights are extended the same protection. 

 Chapter 3 on Creation: any activity where individual users express one’s thoughts and opinion 

or produce information in the form of a text, photo, audio, video or any other forms that can be 

converted to digital data. 

 Chapter 4 on Transmission: any activity related to when the digital information is sent, travels in 

transit and is finally received. 

 Chapter 5 on Usage: any activity on the collection of digital data to process it to transform into 

information.  

 Chapter 6 on Disposal: any activity related to modifying the digital information to delete the 

actual content. 

Each Chapter examines the content of rights, namely, the entitlement of freedom in the digital 

space. More specifically, each Chapter looks at how using digital information equates to the 

exercise of rights by starting with an analysis of the specific features of each stage and identifying 

the human rights implicated in the stage. The final sub-section of each Chapter provides an analysis 

of whether the existing legal measures sufficiently address the impact and changes observed in the 

stages of the life cycle. 

Storage is not included as a separate stage because at each stage, digital information is stored. 

While analog information on printed-paper requires storage as a separate act, digital information 

does not necessarily require storage as a separate act. This is because storing is a concurrent act 

that takes place together with any action taken in relation to digital information. According to an 

ancient Chinese proverb, “a tiger dies and leaves a skin behind while a man dies and leaves his 

name”. In the digital realm, along with the name, a man leaves behind his “data trails”. All 

individuals that use the Internet leave their “data trails” or “digital footprints” either intentionally 

or unknowingly. 



Chapter 3. Creation  

Several mobile devices offer a predictive text service, which suggests words the individual user 

may wish to insert in a text field based on the context of other words in the message, and the first 

letters typed. It is as if our phones know what is in our heads and what we may be typing next as if 

it is reading our minds. The information about these words and phrases that we use often is not 

revealed to others, but it is available for devices to analyze and subsequently predict texts based on 

the information that we feed to it. As a result, phones and analytical devices reveal a lot about the 

way we speak and text. While some people may appreciate the convenience of having to give less 

thought to their text messages, others find it disturbing. It is equally disturbing to some and 

fascinating to others when we receive an email about items that we have left in the shopping cart 

on an Internet shopping site that we did not purchase in the end. A day or two after browsing the 

site, the shopper often receives an email which states “we noticed you were on our site” or “Vous 

avez laissé de jolies pièces soldées derrière vous”. The information about the selection of goods that 

are in the shopping cart is available to the shopping site provider who sends emails based on the 

information that reflects our online window-shopping behaviors. It may be simply an unpleasant 

feeling that someone knows about one’s online shopping activity and may not have concrete 

repercussions. However, let us consider a scenario where a whistle-blower or a dissident prepares 

an email revealing certain human rights abuses by a government and before it is sent, the draft 

email is identified and disclosed by the email service provider.  

Some of us naively believe that when we are safely enclosed in the four walls of our home, what 

we do online also remains within the virtual walls of our private spaces and that as long as we do 

not press the final click button, emails are not sent and comments are not uploaded. This 

perception does not correspond to the reality, namely, that the digital information created when 

individuals are connected to the Internet can be accessed and stored by another entity. What is the 

impact posed by this difference between the actual storage of information – intentionally and 

unintentionally - and the perception of individuals? Notably, how does it alter the level of privacy 

protection? This leads to another question: does the protection of privacy differ when digital 

information is created before or after entering the global network (i.e. the Internet)?  

Freedom in the digital space, particularly the freedom to create, requires an understanding of 

how the digital environment is organized. The protection of rights associated with creating digital 

information depends on how the public-private space in the digital realm is interpreted and defined. 
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The digital space creates various combinations where a mix of private and public as well as 

workspace interplay and the understanding of the pre-requisite elements to create digital 

information may identify a framework to guarantee the protection offered in international human 

rights law.  

3.1. What is creation stage? 

Creation stage refers to any activity where individuals express thoughts and opinions or 

generate information in the form of a text, photo, audio, video or any other forms that are 

convertible to digital data. In the digital space, individuals can either directly or indirectly create 

digital information through computer systems by providing instructions in the form of 

programming language. The created information can be the original work of the individual or 

reproduction of others’ work that the individual created in digital form with or without 

authorization. Alternatively, individual users can modify existing digital information to create new 

digital information.  

The current digital era is in the transition to a world where individuals are connected online at all 

times and being connected to the Internet has become the norm. Therefore, the default will be that 

digital information is created online, in other words, after the individual entered the global 

telecommunication network known as the Internet. Nonetheless, digital information can still be 

created solely within the private confines of the individual, namely when the created digital 

information has not yet entered the global network. The two scenarios distinguish whether the 

digital information is created before or after entering into the global network. First, the individual 

uses his or her device to create digital information before accessing the global network, namely, 

while not connected to the Internet. A practical example is when an individual uses a word 

processing software and saves the file locally on his computer, similar to keeping a physical diary 

notebook. This file has not entered the global network but remains in the local network within the 

confines of the individual’s home. A second scenario is when the individual uses his or her device to 

create digital information after accessing the global network using a service offered on the online 

platform. For instance, when a text of an email is drafted using email services after connecting to 

the Internet and logging into the service. 

When individuals create information online, that information – whether final or in draft form – is 

saved in the database of the service provider that provides the individuals with the tools to create 

digital information. This can be done unintentionally but also intentionally, for instance, saving the 
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draft e-mail with the intention not to send it. The draft e-mail is nonetheless saved and stored on 

the server, which is controlled by a third party e-mail service provider.1 In short, individuals can 

intentionally save digital information either on the computer at home or in a personally owned 

mobile device or third-party cloud storage, and there can also be circumstances where information 

is saved unintentionally in third-party storage, without the knowledge of the individual. 

3.2. Human rights associated with creation stage 

3.2.1. Right to benefit from scientific, literary or artistic production 

According to article 15(1)(c) of the International Covenant on Economic, Social and Cultural 

Rights (ICESCR), “everyone has the right to benefit from the protection of moral and material 

interest resulting from any scientific, literary or artistic production of which they are author”. 

Individuals without legitimate authority or approval to reproduce digital information may lead to 

infringement of the right to benefit from the protection of the moral and material interests of 

authors, which can also be seen as the right to property such as copyright.  

As introduced in section 1.1, one of the changes that technology brought about in the legal field 

can be observed in the copyright law. The technological progress that enabled individuals to create 

in digital format and to duplicate materials led to developments in the field of copyright law. 

Notably, the World Intellectual Property Organization (WIPO) Copyright Treaty and the WIPO 

Performances and Phonogram Treaty (known as “WIPO Internet Treaties”) set down norms to 

prevent unauthorized access to and use of work created on the Internet. The Internet Treaties 

supplement existing WIPO treaties on copyright and related rights and clarify that the existing 

rights of the creators continue to apply in the digital environment. The treaties require countries to 

provide a framework allowing individual creators to be protected when their works are 

disseminated through new digital information technologies. The existing legal framework equally 

protects materials created online, and therefore, no new rights are required to protect the author’s 

right and interest from copyrighted materials.2 
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The creation of content by the transformative use of original works is also subject to the existing 

copyright law. For instance, Google Book Search, which involves scanning entire books to index the 

parts and provides snippets (certain pages) of copyrighted works in response to user queries raised 

the question of transformative and fair use of copyrighted work. This question of whether the act 

of scanning an entire book without the permission of the author satisfies the doctrine of fair use is 

covered in national legislation such as the Digital Millennium Copyright Act, the US copyright law 

that implements the WIPO Internet Treaties.3 These existing sets of national and international 

legislation on copyright provide measures to protect the material interest of authors laid out in 

international human rights treaties, for materials that exist both in analog and digital format.  

However, this does not mean that the existing controversies applying to the protection of an 

author’s rights in the balance of another’s right to information and freedom of expression cease to 

exist. It also does not mean that in the digital space, we can equate copyright laws with the human 

rights recognized in article 15 of the ICESCR. The aim of the Study is not to unfold existing legal 

controversies that apply to non-digital forms but to address what new controversies surface when 

the context is shifted to the digital space (section 1.1) and whether existing protection measures 

are sufficient, that is, not imposing a different or higher standard for digital space based on the 

principle of functional equivalence (section 1.3.1).   

3.2.2. Freedom of thought and opinion 

Article 18 of the International Covenant on Civil and Political Rights (ICCPR) stipulates that 

“everyone shall have the right to freedom of thought, conscience and religion”. Freedom of 

thought and conscience means the right to autonomously develop thoughts, ideas and a conscience 

free from external influence. It encompasses freedom of thought on all matters, personal 

conviction and the commitment to religion or belief, whether manifested individually or in 

community with others. As the act of thinking is generally processed in mind and spirit, the 

question is whether the act of thinking is crystallized in the form of digital information. 

The definition of digital information refers to any abstract thought, idea, and information 

expressed and converted into digital format, and therefore, it can be argued that the scope does 

not cover freedom of thought, which cannot be rendered in a tangible digital format. The 
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traditional meaning of thought – a process of thinking in mind – is not crystallized in any form, 

neither atom nor digital. However, if that act of thinking is transformed into an act of writing or 

speaking, an analogy can be made in relation to how freedom of religion and belief is manifested or 

professed. The media for manifesting a religion or belief are spoken words and all forms of 

communication protected by article 18 of the ICCPR. When an individual prays alone in his or her 

home or with like-minded people, the act constitutes a practice of religion, but it is not necessarily 

a manifestation of religion as the word, manifest, indicates the idea that an action is demonstrated 

or exhibited, often in public or to others. Similarly, it can be argued that one can “practice” his or 

her thought in the form of words or any communication format. In the private sphere, the act of 

thinking and transforming that into a communication tool can be considered professing thoughts. 

The essential issue for practicing thoughts in the digital sphere is whether those thoughts are 

clearly within the private sphere or has been disseminated to the public.  

Freedom of thought contributes to freedom of opinion in that opinions usually represent the 

result of a thought process. How does an individual “hold” an opinion online? Benedek and 

Kettemann argue that the Internet as a medium does not come into play as long as opinions are not 

expressed and thus, freedom of opinion on the Internet is mainly of relevance as part of freedom of 

expression.4 However, a counter-argument is that opinion can be formulated in digital format 

without being expressed to others. For instance, holding an opinion can be rendered in the form of 

uploading a text onto a platform only accessible to the individual, similar to a personal diary which 

is kept at home. Article 19 of the ICCPR stipulates the private freedom to hold an opinion and to 

form one, which remains exclusively within the sphere of privacy. The freedom to form an opinion 

and to develop this by way of reasoning was held to be absolute and, in contrast to freedom of 

expression, not allowed to be restricted by law or other power.5 Similar to the right to freedom of 

thought, the exercise of freedom of opinion also depends on how the sphere of privacy is defined in 

the digital space. 

3.2.3. Right to privacy 

The act of creating digital information amounts to exercising the right to personal autonomy and 

the freedom to act without being subjected to constraints in one’s private sphere. One main issue 

                                                      

 

4  Wolfgang Benedek and Matthias C. Kettemann, Freedom of expression and the Internet (Council of Europe, 2013), 27. 
5  Manfred Nowak, U.N. Covenant on Civil and Political Rights : CCPR commentary (N.P. Engel, 2005), 441. 
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related to the right to privacy is how private space in the digital world can be defined in 

international human rights law. Traditionally, whatever took place outside the privacy of the home 

was considered as belonging to the area of public life and thus, was subject to legal norms and 

social rules. Article 17 of the ICCPR protects against arbitrary or unlawful interference within a 

home. The qualifying scope of article 17 of the ICCPR - protection of “home” - is said to relate not 

only to a dwelling but also to types of houses regardless of legal title or nature of use. Further, the 

UN Human Rights Committee in its General Comment no. 16 expressed in favor of extending the 

concept of “home” to a “place where a person resides or carries out his usual occupation”.6 

However, this interpretation does not provide clarification on the various combinations, which 

involves a mix of private, public and workspace and their interplay in the digital space. 

The right to privacy is argued as encompassing informational privacy or the right to know what 

happens to one’s digital information. State parties are required in accordance with article 17(2) of 

the ICCPR to regulate the recording, processing, use and conveyance of automated personal data 

and to protect those affected against misuse by State organs as well as private parties.7 However, it 

is unclear whether article 17 affords the right of individuals to have control over digital information 

and whether State regulation includes informing individuals of the whereabouts of his or her 

information and manipulation by others when the digital information rests in the private space of 

the individual. Clarity is required to understand whether the right to privacy includes informational 

privacy when it comes to control over digital information and storage of digital information by third 

parties.  

Before arguing for a blanket approach to simply reinterpret the right to privacy, the elements of 

information privacy should be broken down to see if it is already covered in the current 

interpretation and implementation of the right to privacy. In the creation stage, the aspect of 

informational privacy is related to the storage of created digital information by a third party 

without the knowledge of the individual. Digital information created with the help of online 

services is often automatically stored and the service provider has access to the stored digital 

information. When the creator of the information unintentionally stores information or the service 

provider stores information without the consent of the individual, this third party storage may 

                                                      

 

6 UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1) (1988). 

7  Manfred Nowak above n 5, 388. 
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translate into interference with the right to privacy. The justification of such interference is linked 

to the clarification of how private space in the digital space is defined.  

Private space in the digital space will be protected from any arbitrary or unlawful interference 

similar to the protection extended to private space such as home. In the private space, the fact that 

digital information is accessed and stored by a third party without consent and prior authorization 

constitutes interference. Therefore, as long as the private space in the digital space is clearly 

ascertained, a new interpretation extending the scope of the right to privacy to include the third 

party storage of created digital information without the knowledge of individual would not be 

required. 

3.3. Are existing measures sufficient?  

All activities that are part of or equate to creating digital information are covered in the scope of 

existing international human rights treaties. Notably, the right to benefit from scientific, literary or 

artistic production is equally protected online in the current international human rights treaty 

framework. Additionally, other legal measures such as the WIPO Internet Treaties protect the rights 

of authors. However, the right to freedom of thought and opinion and the protection of the right to 

privacy in the creation stage require further clarity on how those existing protection measures are 

implemented in practice given the features of the digital space. Both the right to freedom of 

thought and freedom of opinion are private freedoms and depend on how the sphere of privacy is 

defined in the digital space. The issue is therefore to determine how the private sphere is defined 

to guarantee the protection of rights that are carried out in the private sphere of the individual in 

the digital space. Traditional interpretations of how the two spaces are demarcated do not work for 

digital space, creating legal gaps for the protection of human rights online. The concepts of the 

private and public space require a new interpretation and approach in the digital space. For this, we 

need to understand how the digital environment is organized and how that impacts the delineation 

of the private and public sphere. 

3.3.1. Understanding creation in digital space 

In the digital age, electronic devices have become cheaper for ordinary users to own and for 

individuals to own dedicated personal devices. Many electronic devices are light and easy to carry, 

providing mobility for individuals to move around with less restriction. Increasingly, a common way 

to access a device is to own electronic devices such as a computer or a smartphone. In case it is not 

possible to own personal devices, another way is to use the devices that are available in public 
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facilities such as a computer at a public library and public kiosks or devices that are accessible in 

Internet cafes for a fee. When using mobile handheld devices, individuals pass through many 

spheres– ranging from private space, public or privately owned public space as well as workplace - 

several times a day and in multiple sequences.  

Digital information and related technologies raise new challenges related to dividing public and 

private space because it involves combinations of physical space (i.e., home, work, public space) 

and digital space (i.e., subscription to a network). There exist several scenarios when we consider 

the physical location of an individual and the ownership of device - personally owned, company-

owned or owned by public-entity.8 Several scenarios are also envisaged when taking into account 

the ownership of device in conjunction with the nature of the subscription to the 

telecommunication network that provides connectivity to the digital space – namely, the network 

can be a publicly open network, a personally subscribed network or one that is provided by an 

employer.9 Unlike the days where there was an explicit boundary between a workplace and home, 

the current society with a high dependency on digital technologies points to several grey areas 

where that boundary is no longer clear.  

From the perspective of the individual, the act of creating digital information is composed of the 

same steps whether that act happens before or after the individual is connected to the Internet. 

Therefore, individuals often assume that the level of risk is the same whether it is associated with 

creating digital information offline (before entering into the network) or creating digital 

information online (after physically entering into the network). What ordinary users perceive is that 

the activities are carried out in their physical private sphere for instance, at home and the technical 

distinction of where the creation happens is not clear to them. 

                                                      

 

8  Scenario A: the individual uses a personally owned device at home. 
 Scenario B: the individual uses a personally owned device (mobile device) outside of a home. 
 Scenario C: the individual uses a work device (desktop computer) at a workplace. 
 Scenario D: the individual uses a work device (mobile device) outside of a workplace. 
 Scenario E: the individual uses a device (desktop computer at a public library) provided by a public entity at public space. 
 Scenario F: the individual user uses a device (desktop computer at an Internet café) supplied by a private entity at a privately 

owned (semi-public) space.  
9  Scenario A: the individual uses a personally owned device (located at home or outside) using personally subscribed mobile 

telecommunications network. 
 Scenario B: the individual user uses a personally owned device (located at home or outside) using a publicly open network. 
 Scenario C: the individual uses a device from work using the telecommunications network provided by an employer (Wi-Fi access 

at a workplace or mobile network on work phone). 
 Scenario D: the individual uses a device from work using personally subscribed mobile telecommunications network (physically 

at work or using a mobile device from work). 
 Scenario E: the individual uses a device from work using other public networks (physically not at work but on a business trip). 
 Scenario F: the individual uses a device located in a public area (library) using a public network. 
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In reality, when individuals are connected online, there is always an invisible third party involved 

whether it is the service provider that provides the connection to the Internet or one that facilities 

individuals to create digital information. Even in cases where individuals do not resort to online 

services to create digital information, such as downloaded applications, the invisible third party is 

still present. This is the case when individuals create digital information by taking a picture using a 

mobile phone: the Global Positioning System (GPS) collects information about where the image was 

taken. GPS tracking is also possible when individuals do not use Wi-Fi or other data services as most 

mobile devices have GPS tracking services embedded and cellular connections are sufficient to 

collect location data obtained through the created digital information. 

Let us consider another example relating to the way we save information online. Children born 

in the 21st century do not know what a floppy disk is and they are used to saving on Universal Serial 

Bus (USB) sticks or more commonly, on what is known as cloud data storage. Information is no 

longer kept in the drawers at home but is stored in the cloud on a server outside one’s home, and 

individuals carry around mobile phones and other devices to access that stored information. While 

the functions of cloud computing are not new, the developments pose new vulnerabilities related 

to security and reliability.10 Since the 1960s, technology called mainframe computing was used to 

fulfill some of the functions of cloud computing, that is, to process and store a large amount of data. 

The difference is that mainframe computer servers were stored in specialized rooms while as cloud 

computing enables individuals to remotely access and transfer data from a pool of data storage 

that are located in different places and controlled by third party providers.  

Individuals believe that if the information is stored in a device such as a phone in bags or 

computers in homes, it is within the individual’s private sphere. However, the information, which 

appears to be stored in the devices within one’s control, is also stored elsewhere on a database 

outside of the private area of one’s control. Most often, there is a copy of information stored in a 

third party database and thus the third party has access to that information. Therefore, a more 

precise distinction must be drawn between the information that is purely within the private sphere 

and control of the individual and the information of which the control is shared with a third party.  

  

                                                      

 

10  Cloud computing is not only used for storage of data but provides storage for software and platforms. Currently, there are three 
types of cloud service models: Software as a service (SaaS), Platform as a service (PaaS) and Infrastructure as a service (IaaS). See 
International Telecommunication Union, ITU-T Technology Watch Report - Privacy in Cloud Computing (March 2012). 
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3.3.2. Reframing spheres in the digital space  

The interpretation of the public-private divide based on the definition of home in article 17 of 

the ICCPR is focused on physical space and therefore, cannot be applied as is to the digital space. 

The interpretation of home under the right to privacy covers some scenarios introduced in the 

previous section. However, it does not provide clarification on the various combinations of private, 

public and workspace in the digital space. The creation stage takes place in what individuals believe 

to be a private space. However, the mechanism that supports the creation of digital information 

involves a mixture of public and private spheres. At the same time, the rights that are implicated in 

the creation stage are those that are protected in the private sphere, and when carried out in the 

public sphere, the individual may not be guaranteed the same level of protection. Therefore, the 

interpretation of what constitutes the private sphere in the digital space impacts the level of 

protection when exercising rights relevant to the creation of digital information. It also has an 

impact on how a permissible interference with privacy can be defined. If the boundary of private 

space is broader, individuals will be granted broader protection. Therefore, the boundary of private 

space online determines the extent to which individuals are guaranteed the freedom to exercise 

their rights online.  

The lacunae in the digital space are even more complicated because digital technology and 

online services change, influence, and shape an individual’s behavior, particularly when connecting 

to the Internet and doing things online. As opposed to the technical neutral view that technology is 

neutral in the relationship of the development of its social structure and cultural values, the 

position of this Study is aligned with the techno deterministic view which sees that social relations 

and cultural practices revolve around digital technologies and the organizational structure of the 

digital space. However, this should not be confused with the underlying argument of this Study – 

the principle of technological neutrality - that the same regulatory principles should apply 

regardless of the technology used whether it is analog or digital technology and that law should 

treat technology the same and that there should not be any disparity of treatment between digital 

communications and paper-based documents or further, non-conventional forms of digital 

information that are less familiar to ordinary users.  

Returning to the lacunae related to identifying public and private space in the digital space, 

complications are observed due to elements such as ownership of the device, subscription to a 

network connection, the location of the individual and device create multiple scenarios that have a 
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different degree of openness and protection. Those multiple scenarios do not fit into the traditional 

dichotomy between public and private space centered on the location of individuals, namely, either 

in the four walls of a house, work or at a public phone booth. When it comes to the digital world, it 

is difficult to argue in blanket terms that a person located in a private place can have privacy 

protection, since the boundary between a public and private place in the digital realm is unclear 

and often mixed. As Clapham pointed out, “in practice it is impossible to differentiate the private 

from the public sphere. Even if we feel we can distinguish between the two, such difficult 

distinctions leave a lacuna in the protection of human rights, and can in themselves be particularly 

dangerous.”11 

A new approach is required for the interpretation and implementation of the protection of 

privacy in the digital space. This would not call for a new legal instrument but would require a shift 

in paradigm to understand what is private and public in the digital space. While clarity in 

interpretation of the right to privacy, particularly the protection offered in digital space, may lead 

to legal clarity, legal clarity alone will not sufficiently address the issue. As Lessig argues, the law is 

not the only element that exerts influence in the digital space; other elements such as market 

industry, social norms including the behavior of other individuals, code and architecture also 

constrain actions and perform a regulatory role in the digital realm.12 Indeed, what individuals 

perceive to be a private area online may differ from the legal definition, which transposes the 

physical features of private space to the digital world. Therefore, a broader analysis that takes into 

account elements other than the law is required in order to address the murky distinction of public 

and private space involved in the creation stage of digital information. Three elements are 

examined to analyze the public-private distinction at the time of creation: (1) the ownership and 

control over devices, (2) the nature of subscription to network connections and control of those 

connections, and (3) the control over digital information.  

3.3.2.1. Physical devices 

Individuals need a device that would allow them to interact with a computer system and to 

connect to the digital space. Depending on whether the device is privately owned by the individual 

                                                      

 

11  Andrew Clapham, Human Rights in the Private Sphere (Oxford University Press, 1996), 94. 
12  Lawrence Lessig, Code: And Other Laws of Cyberspace, Version 2.0 (Basic Books, 2006). 
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or offered by others, the level of control over the device differs. The notion of control over a device 

indicates how an individual can use the device to create digital information freely.  

1. Devices offered by a third party 

Where individuals have access to physical devices located in places such as public spaces (e.g., 

public libraries) or quasi-public spaces (e.g., Internet cafes), control over those devices is shared 

with the entity that provides the device. Quasi-public places are areas that are open to all and that 

look and feel like public places; however, they are in fact private spaces, under private ownership, 

that are only conditionally made available to the public. The owners of quasi-public space have 

discretion over who can enter the property and what they can do there. Similarly, the owner of 

physical spaces where individuals can use technological devices also has control over those devices, 

including the right to regulate individuals’ activities by limiting access to certain software or 

websites.  

Another situation where device is offered by a third party is at a workplace. There exist several 

cases related to devices offered by an employer and the extent to which an employer has control 

over the devices and the files saved on those devices used for professional purposes. In general, it 

is accepted that employees have a right to a private life, even at the time and place of work. The 

issue in the context of the digital space is whether files or documents created and saved in an 

employer-owned device is of professional or private nature and whether the file of private nature is 

protected in a workplace setting. In Libert v. France, the European Court of Human Rights (ECtHR) 

considered whether an employer opening personal files stored on the hard drive of a work 

computer amounted to an interference with the right to respect for private life.13 This case 

concerned the dismissal of an employee of the French national railway company (Société nationale 

des chemins de fer français “SNCF”) when his computer was seized and found to contain 

pornographic images and files and forged certificates drawn up for third persons. Mr. Libert relied 

on article 8 of the European Convention on Human Rights (ECHR), the right to respect for private 

and family life, and complained that his employer had opened, in his absence, personal files stored 

on the hard drive of his work computer. The ECtHR agreed with the complainant and accepted that 

there was an interference of his right to privacy when Mr. Libert’s files were opened on his 
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professional computer without him being informed and without his presence.14 However, the 

ECtHR held that the French government did not exceed the margin of appreciation and therefore, 

there had been no violation of article 8, finding that the interference was considered lawful.15  

In reaching its conclusion, the ECtHR referred to French jurisprudence, which refer to a privacy 

protection mechanism allowing employers to open professional files that are identified as 

“personal” in the presence of the employee.16 In the case of Mr. Libert, the ECtHR found that the 

French court cases did not constitute a sufficient argument in view of the fact that SNCF’s 

information system specifically indicated that information of a personal and private nature should 

be identified as “private” and Mr. Libert’s files were not identified as “private”.17 This case shows 

that through its internal regulations, the employer retains the control over how personal and 

private information and files can be stored and managed when using a work computer. 

Additionally, the ownership and control over the devices irrespective where the device is used is 

also relevant. For devices that are owned by an employer, the employer retains full control over 

how the device is used whether it is used at the workplace or elsewhere. This also applies in 

situations where an employee works remotely and brings a company-owned laptop home. The fact 

that an employee is physically within the territory of a home does not afford the protection of 

privacy. Due to the fact that the employer owns the laptop and operates it according to the 

conditions and regulations set forth by the company, the level of protection of privacy related to 

the creation of digital information is the same as when an employee is at the workplace.18  

2. Personally owned devices 

Personally owned mobile devices are mobile and not fixed to a specific place meaning that the 

location where the individual uses the device can be at home, in public or quasi-public spaces or at 

the workplace. Individuals own personal devices and have certain control over the device but at the 

same time, when in non-private spaces, they do not have control over what others in the vicinity of 

the device observe. A concept of “quasi-private” space is proposed to describe the situation 

involving a personally owned mobile device and the ubiquity that it offers. “Quasi-private” space 
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can be defined as referring to situations where individuals use personally owned devices and have 

control over their activities but physically are not in private space, leaving them open for other 

individuals to observe online activities. The level of protection offered in “quasi-private” space 

cannot be the same as the private space that is identified in article 17 of the ICCPR because “quasi-

private” space is dependent on both the ownership of device and the place where it is used. While 

theoretically, protection should be offered, the reality is that individuals roam in spaces that expose 

his or her activity by physically being in public or in a space other than their private homes. 

Therefore, if, in theory, individuals watch a porn movie using a mobile device in a public square, it 

may amount to a public nuisance. Similarly, in a workplace, an individual can use a personal device, 

but their physical presence in the workplace renders them subjective to workplace rules and 

conditions.  

3.3.2.2. Network 

Due to its nature as a network of a network, the public-private spatial distinction within a 

network such as the Internet is difficult to identify. The network is fragmented into a myriad of 

small spaces that can be public, private, or semi-private and each space is a connected network, 

governed by the actors that run those spaces. The issue of demarcating certain spaces of the digital 

space into private or public and the implementing governance and regulation should be treated 

locally, depending on the nature of that space. Bernal’s position is that everywhere on the Internet 

should be considered public unless there is a compelling reason to the contrary. He uses the 

analogy of sea of privacy to describe the “public” Internet and islands of anonymity or identity as 

“private” spaces on the Internet.19 

However, Bernal’s position, which narrowly defines what constitutes private space on the 

Internet – largely based on the level of confidentiality that current technology provides – limits the 

protection of individuals’ right to privacy exercised online. Furthermore, Bernal relies on the 

definition of the Internet that does not differentiate between the Internet as a network, connecting 

several networks and the websites that are part of the Internet. The Internet is the network of 

computer networks which function by using technical communication protocols, and the web is a 

part of this network, which uses the Internet as its carrier medium. The Internet is not just a 
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website but a network involving various elements and actors. Therefore, the network as a medium 

to transport communication and the websites as part of the network are examined separately.  

1. Nature of subscription to the network connection 

The distinction among private, public and work spheres in the digital space can be demarcated 

by the nature of the subscription to the network or the type of network that individuals choose to 

connect to the Internet. These two elements dictate the control over the network. When an 

individual uses a personally subscribed network, the individual subscriber and the ISPs share 

control over the network. When the individual uses a public Wi-Fi network, the individual shares 

control over the network not only with the ISP but also with other individuals that are in the vicinity 

and can connect to the same public network. Similarly, if the Wi-Fi network is offered by a private 

entity such as an employer, the control is shared with the employer. The sharing of control with the 

employer is also valid when the employee is travelling outside the workplace but using the 

company-owned phone with a connection to a network also provided the employer. On the other 

hand, if the employee uses his or her personally subscribed network with a personally owned 

device but happens to be at a workplace, that connection to the Internet is private in nature as the 

individual has control over the subscription to the network and not the employer. 

The control over the network translates to the level of security and poses limitations and 

conditions on how the network is used. For instance, the public Wi-Fi network will have lower 

security than personally subscribed networks in order to accommodate the public to connect. The 

network that is provided at work is subject to internal regulations, for instance, access to certain 

sites that pose security threats or that are against a code of conduct may be limited. Furthermore, 

the employer can monitor the activities of the individual employee, for instance, how long that 

employee has been on that website.  

2. Open and closed network connection 

The situation is more complex when a personally subscribed network is open to others. For 

instance, if a Wi-Fi network is configured so that it does not require a password to access, that 

network can be accessed by anyone who happens to be physically within the network coverage. 

This “open Wi-Fi” also referred to as “roaming Wi-Fi” creates the practice of using unencrypted Wi-

Fi network connections to the Internet without the prior express approval of the subscriber of the 

network. In such case, the personally subscribed Wi-Fi network also shares the control of the 

network with the unidentified individuals that are connected.  



 

50 

In relation to “open Wi-Fi”, the issue is whether the sharing of control between the subscriber of 

the network and unidentified individuals is legitimate which is related to the authorization to access 

the “open Wi-Fi”. The issue of using Wi-Fi by unauthorized access involves intentional, 

unauthorized access to an “open Wi-Fi” network. Access is considered unauthorized access if the 

individual with the subscription to the Wi-Fi has taken affirmative steps to prevent access, for 

instance, for instance encryption or other security measures. In particular, Kern argues for “express 

prohibitions test”, which states that access to Wi-Fi network is prohibited only if the subscriber of 

the Internet explicitly states so by enabling security on his or her Wi-Fi network (such as putting 

password lock).20 This test treats all access to “open Wi-Fi” network as authorized unless the 

network subscriber expressly indicates that access is unauthorized. In other words, access is 

deemed unauthorized and user’s access to the open network is intentional if the network operator 

enabled security or otherwise indicated that the network was not to be accessed by others. Under 

this approach, the “open Wi-Fi” network would not be considered intentional unauthorized use and 

other people would legitimately share control.  

The legitimate control of network means both accessing the open Wi-Fi network and collecting 

data that is available and transmitted via that network. The specific data relevant here is the digital 

information stored in private space and available via “open Wi-Fi,” for instance, when individuals 

save a draft email online or create digital information using online services. This issue arose when 

Google accidentally gathered extract of personal web activity from personally subscribed but “open 

Wi-Fi” network when it was gathering information for its Street View. In addition to taking images 

of the streets, Google’s Street View cars intercepted Internet traffic, including some email 

messages and passwords, transmitted via “open-Wi-Fi” networks.  

The US District Court determined whether Google was violating privacy law. Notably, Joffe v. 

Google Inc. concerned Google’s Street View and the Street View vehicles intercepting and storing 

Wi-Fi data. Ben Joffe, representing the voice of Internet users, brought the case against Google for 

intercepting private communications that included passwords, medical records, and financial 

information. Mr. Joffe argued that Google ruptured the Wiretap Act, a US federal law that regulates 

the collection of the actual content of wire and electronic communications and prohibits the 

intentional interception, use, or disclosure of wire and electronic communications unless a 

                                                      

 

20  Benjamin D. Kern, ‘Whacking, Joyriding and War-Driving: Roaming Use of Wi-Fi and the Law’ 21 Santa Clara High Technology Law 
Journal 101, 156 – 157. 



 

51 

statutory exception applies.21 The US District Court found that Google is liable for accessing data 

from an unencrypted Wi-Fi network.22 The Court interpreted the Wi-Fi communication as electronic 

communication and not as radio communication, which can be intercepted. The Court evaluated 

whether the data was readily accessible by examining the geographic coverage of the network and 

technical skills to intercept data by accessing the network. It held that data from Wi-Fi networks did 

not apply to the Wiretap Act’s safe harbor for electronic communications “readily accessible to the 

general public” since the general public lacks the expertise to intercept and process data 

transmitted over a Wi-Fi network.  

The US Supreme Court’s decision, relying on the level of technical expertise of the general public, 

does not take into account that as technology evolves, it changes in individuals’ behavior and 

knowledge. The argument that simply because the general public at the time of the decision does 

not have the knowledge to intercept data cannot evade the fact that the possibility of interception 

still exists. The outcome of the decision is in line with the protection of privacy of the individual 

creating digital information using privately subscribed Wi-Fi networks. However, the reasoning 

behind the decision is flawed as the technical knowledge of the general public is prone to changes. 

Therefore, it is submitted that relying on “the general public’s knowledge to intercept and process 

data transmitted over a Wi-Fi network” may not be a credible standard to base the judgment.  

Whether the personal Wi-Fi network is open and accessible to the public or not should not be 

the standard according to which privacy protection is ascertained. A home without a wall or a fence 

is still a home irrespective of whether the fence is built with robust materials or merely marked 

with a wooden cross. A home without a wall or fence may lose benefits of protection that a wall or 

fence brings about, for instance, a house without walls is open to observation by others. However, 

a house without a wall does not mean that one can enter the house and interfere with what the 

dweller is doing in his or her private space. The active act of accessing privately subscribed Wi-Fi 

networks is more than merely observing the inside of a house without a wall that happens to be 

visible to a passerby. Instead, it amounts to an active act of stepping inside the digital private 

sphere of home. Intercepting information over Wi-Fi is not a mere observation but an active act 

and the correct analogy would be trespassing and entering the house. This interpretation is clear 

when we understand the notion of home in the context of human rights protection instead of 
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environmental protection or any other merit related to the function of a wall to physically 

demarcate home and public streets or other public areas. The clarity that any Wi-Fi network 

subscribed to by an individual indeed constitutes private space complemented by market 

regulation and behavior change of individual to have default security measures for Wi-Fi network, 

may be a solution that will not become obsolete when both the technology and the behavior of 

people evolve.  

3. Platform on the network 

Individuals can use the platform that is accessible to the public but that offers the option to 

designate the space within the platform to be private and not accessible to others. For instance, 

individual users have their own blog that is not searchable or shareable or individuals create digital 

information on an online platform such as Facebook and configure it so that that digital information 

is only visible to the person who creates it. Like a safe vault in a bank that is designated to one 

individual, that space is only accessible by that one individual but it is subject to conditions and 

rules of the bank and agreed by the individual. Similarly, the private space in the digital space that 

is offered to the individual is subject to the conditions highlighted at the outset by the service 

provider in the terms of service.  

Looking at web platforms as quasi-public places implies the involvement of third-party private 

actors that are both subject to State regulation and part of the informal economy that is not 

regulated. Therefore, the traditional relationship between the State and individuals under existing 

binding international human rights law requires examination to ascertain whether the existing 

principles pertaining to the responsibility of business entities sufficiently protect the rights of 

individuals in the quasi-public places on the Internet. This is examined in Chapter 9 of this Study 

focusing on the actors of the digital information ecosystem and describing the invisible third party 

actor.  

3.3.2.3. Digital information 

The compartment of spaces within the digital space can be categorized according to who has 

control over information. A proposal is made to define the private sphere as a virtual area where 

the user has control over the digital contents that he or she created and has control over how to 

transmit, store or dispose of this information. There are two points where control over information 

from the creator or owner of the digital information shifts to a third party and where the individual 
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relinquishes control over information: where the digital information is located and when it is 

dispatched. 

1. Location of digital information 

The line that draws the public-private distinction in the creation stage is where the digital 

information is located. The first stage of the digital information life cycle deals with information 

created within the information system under the control of the individual – for instance, a 

document created on the personal computer. When information is created offline, users have 

control over the created information. However, when it is created online, users share control over 

that information with the third party that accommodates and provides support to the creation of 

digital information online.  

The point where private network ends and public network begins can be identified in theory. In 

general, there are two types of network: a local network which is in the confines of the individual’s 

physical area (such as home or office) and a public network, which is open to all. After the 

connection exits private home local network and enters the digital subscriber line access 

multiplexer (DSLAM) where the global network commences, the digital information is in the public 

telecommunication network. Similar to the notion of a home, if the digital information is created 

and stored within the local network, that is to say saved in the computer located at home, then the 

protection offered in the right to privacy applies. However, this distinction is only possible to be 

made in theory, as in practice the digital information flows from a local network to the public 

network in the blink of an eye.  

2. Moment of dispatch and receipt 

The second point is the point when the individual perceives that the digital information is sent 

and has left the control of the creator. To individual users, whether the information leaves a system 

is not clear. By clicking the send or update button, many users consider that the created digital 

information has been dispatched. However, it can be that digital information has not yet left the 

server under the control of the individual as a result of technical errors. This means that the 

recipient – whether designated or undesignated – has not received the created digital information. 

Until the moment it is received and becomes available for the recipient, digital information cannot 

be said to be in the public domain. For individuals to know at which point their rights are protected, 

we need to have clarity on when digital information enters the sphere outside of the control of the 

creator and where the individual unknowingly share the control over its digital information. 
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The time that digital information is sent or uploaded implies the time that digital information 

enters the public domain and the time when the individual and the public share control over the 

digital information. Therefore, it also implies the moment when protection afforded in the private 

sphere is no longer extended to the public domain. Then, how can one ascertain the boundary of 

when the created information enters the public or private sphere of another individual as opposed 

to when it continues to be in the private sphere of the creator?  

One approach is to benchmark the time of dispatch identified in the context of electronic 

commerce, which explains the time of dispatch as the “time when it leaves an information system 

under the control of the originator”.23 The dispatch and receipt of electronic communication is an 

important factor to determine the formation of a contract. Most domestic rules on contract 

formation distinguish instantaneous and non-instantaneous communication of offer and 

acceptance and distinguish communications exchanged between parties present at the same place 

at the same time, or communications exchanged at a distance.24  

Among the theories for determining when acceptance becomes effective under general contract, 

the “mailbox rule” and the reception theory are commonly applied for business transactions. 

According to the “mailbox rule”, acceptance of an offer is effective upon dispatch by the offeree 

(e.g., by placing a letter in a mailbox). Under the reception theory, the acceptance becomes 

effective when it reaches the offeror. The Electronic Communications Convention offers guidance 

that allows for the application, in the context of electronic contracting, of the concepts traditionally 

used in international conventions and domestic law, such as “dispatch” and “receipt” of 

communications, providing functionally equivalent concepts for the electronic environment. 

In relation to “dispatch”, article 10(1) of the Electronic Communications Convention states:  

“The time of dispatch of an electronic communication is the time when it leaves an 

information system under the control of the originator or of the party who sent it on 

behalf of the originator or, if the electronic communication has not left an information 

system under the control of the originator or of the party who sent it on behalf of the 

originator, the time when the electronic communication is received.”  

                                                      

 

23 Article 15 of the UNCITRAL Model Law on Electronic Commerce designates the time of dispatch as “when it enters an 
information system outside the control of the originator” and article 10 of Electronic Communications Convention designates the 
time of dispatch of an electronic communication as “the time when it leaves an information system under the control of the 
originator”.  

24  Explanatory note by the UNCITRAL secretariat on the Electronic Communications Convention (2005), 59. 
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The definition of dispatch as the time when an electronic communication left an information 

system under the control of the originator—as distinct from the time when it entered another 

information system—mirror closely the notion of dispatch in a non-electronic environment, which 

is understood in most legal systems as the time when a communication leaves the originator’s 

sphere of control. Article 10 addresses the situation where the dispatch and receipt of electronic 

communication coincide by referring to situations where electronic communication has not left an 

information system under the control of the originator. For example, when the parties exchange 

communications through the same information network such as a company email server so that 

the electronic communication never enters a system under the control of another party. 

As for receipt, article 10(2) of the Electronic Communications Convention states that:  

“The time of receipt of an electronic communication is the time when it becomes 

capable of being retrieved by the addressee at an electronic address designated by the 

addressee. The time of receipt of an electronic communication at another electronic 

address of the addressee is the time when it becomes capable of being retrieved by the 

addressee at that address and the addressee becomes aware that the electronic 

communication has been sent to that address.” 

The time of receipt of electronic communication is the time when it becomes capable of being 

retrieved by the addressee at an electronic address designated by the addressee. This is presumed 

to occur when electronic communication reaches the addressee’s electronic address. However, 

concerns over the security of information and communications in the business world have led to 

the increased use of security measures such as filters or firewalls, which might prevent electronic 

communications from reaching their addresses. Article 10(2) of the Electronic Communications 

Convention requires that an electronic communication be capable of being retrieved in order to be 

deemed in the receipt of the addressee. The presumption that an electronic communication 

becomes capable of being retrieved by the addressee when it reaches the addressee’s electronic 

address may be rebutted by evidence showing that the addressee had, in fact, no means of 

retrieving the communication. 

The definitions adopted in electronic commerce law are not appropriate in the context of 

communication or contracts negotiated for personal, family or household purposes.25 Individuals 

acting for personal, family or household purposes should not be held to the same standards of 

                                                      

 

25  The scope of the Electronic Communications Convention does not apply to contracts concluded for “personal, family or 
household purposes” (article 2). 
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diligence as entities or persons engaged in commercial activities, since consumers could not be 

expected to check their electronic mail regularly. Furthermore, grey zones still remain as to 

determining the time of dispatch. The architecture of the Internet system where the design does 

not necessarily follow a model where digital information goes through one single server or an 

information system. In practice, information goes through several servers with an unclear 

indication as to whether those servers are located in the same physical location or whether the 

servers are under the control of the same third party. Additionally, the route that digital 

information travels may change each time depending on the traffic of data. For instance, the email 

sent first may arrive at the recipient’s inbox later than the second email dispatched after because 

the first email may have taken a route through several servers and been subject to a longer queue.  

3. Control over information 

The two points – where digital information is stored and where individual perceives that the 

information is sent - indicate the different scope of protection offered in the private space. The first 

point is when the information is created online; while the individual may believe that the 

information is in private space, as a matter of fact, the individual shares control over the created 

information with the online service provider or the Internet service provider. This point restricts the 

scope and assumes that as long as the individual is connected, he or she cannot be afforded privacy 

protection. This thus limits the exercise of rights that are carried out in private space such as 

freedom of thought and opinion. The second point corresponds to the traditional public-private 

divide and appears to be in line with the principle that offline rules also apply online. However, it 

does not take into account that before digital information becomes available on the recipient’s 

server, the invisible third party provider also has access to the digital information. This gap leaves 

open possibilities of threats to privacy. In order to remedy this gap, it is suggested that the 

responsibility of the third party to respect the right to privacy and rights exercised in private space 

be clarified together with the obligation of the State to regulate. In other words, it calls for a clearer 

human rights obligations and responsibilities of third party actors in the digital space, which is 

presented in more detail in Chapter 9 of this Study. 

 



Chapter 4. Transmission 

Have you ever thought about what happens to your email once you press the send button? In 

the movie, “Ralph Breaks the Internet”, what individuals do online is portrayed with a little avatar 

version of themselves that carries out activities for them in the virtual space. Major websites such 

as Google, Amazon, and eBay are portrayed as massive skyscrapers and the individual users’ 

avatars roam around in flying vehicles that manifest in the air whenever users select a particular 

website as their destination. The film further characterizes various elements of the digital space 

and puts a human face and body to web functions such as a search bar and pop-up ads. This setting 

in the movie depicts the large amount of machinery that supports the transmission of digital 

information, which is the foundation of any online activity. The pieces of machinery in the back-end 

of the information system, as portrayed by skyscrapers, shops and flying vehicles all accompany the 

function of storing information about what the little avatar versions of users do on the Internet. 

What is not presented in the animated movie is the dark side of the Internet where third parties 

can always see what the little avatars are doing as soon as they enter the Internet.  

The transmission stage follows the creation stage where an individual creates information in 

digital format by accessing an online platform on the Internet using a device such as a mobile or 

personal computer. The previous Chapter looked at human rights issues in the creation stage 

before digital information is dispatched, namely, when the created digital information has not been 

shared with the designated recipient or the general public and the default control remains with the 

individual creator. The transmission stage is composed of elements that are outside the individual’s 

control or where control is shared with a third party This Study differentiates between the creation 

stage and the transmission stage with the threshold of control: where the individual no longer has 

the control of the digital information, that is, to alter, delete and otherwise manipulate the data.  

In general, individuals can send and receive digital information electronically by transmitting 

information on the Internet. Another possible yet less common way is to create digital information 

and transmit it using the traditional physical delivery system. For instance, digital information can 

be saved in Universal Serial Bus (USB) and the USB can be sent by a postal network or delivered in 

person. The physical delivery option is being gradually replaced by cloud computing as a popular 

means to share digital information. In view of the forward-looking technologies that change the 

way we communicate, this Study excludes the option of physical delivery and bases the analysis 

solely on transmission in digital form.  
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4.1. What is transmission stage? 

The transmission stage is the stage during which digital information is sent, travels in transit and 

is received. To have a comprehensive account of the human rights analysis in the transmission 

stage, it is pertinent to understand the different steps that constitute the stage. 

1. Send and upload 

From an individual’s perspective, transmitting digital information is merely pressing the “send” 

or “upload” buttons on a computer screen. However, in the back-end of the information system, 

there exists a surprising amount of machinery that supports sending or uploading digital 

information. For the individual, pressing the “send” or “upload” button indicates that information is 

sent; however, contrary to this common belief, clicking those buttons does not necessarily mean 

that the information is sent. Even if the creator of digital information clicked the “upload” button to 

update one’s status on social network sites, it could be that the uploading failed on the server for 

the individual to only see the error at a later stage. 

2. Seek and receive 

After traveling through several layers and machinery of digital infrastructure, the digital 

information is received at one point, or becomes available for individual users to seek at any time. 

The literal meaning of seeking and receiving is different. Receiving information implies a passive act 

of having the information presented and does not necessarily involve a specific action by the 

recipient, which is usually the case for the act of seeking information. However, in the digital sphere, 

the technical steps that are associated with seeking and receiving information are the same and 

both actions require individuals to actively access the network and online platform that provides 

the information. For instance, when an individual visits <graduateinstitute.ch> and reads 

information about the admission process, this translates into seeking (e.g., typing website address) 

and receiving (e.g., browsing information). In other words, seeking and receiving digital information 

is a common act that one does each time he or she opens the web browser and types in an address 

in the form of a domain name or types in a search query in a search engine site.  

3. Interception in transit 

Digital information is transmitted through several layers of infrastructure and networks. During 

this travel through several layers, it is possible that the security of information will be breached, 

namely, information is accessed by an unauthorized third party and read, processed or modified. 

The third party who accesses the information can manipulate the information in several ways: one 
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can block the information from being sent and from being received; collect and store it with or 

without the permission of the parties of the communication; or alter it without the knowledge of 

both the sender and the recipient.  

4.2. Human rights associated with “send and upload” 

What appears to be a simple click on the send button signifies the act of communicating, 

sending correspondence, imparting information and expressing an opinion and expression as well 

as the ability to engage in activities online. Examining how the sending and uploading of 

information is implemented in digital format is the starting point to analyze how those forms and 

modes of disseminating digital information and communicating using digital information translate 

to the enjoyment of human rights. 

4.2.1. Freedom of expression – impart information 

Among various human rights that are associated with sending digital information, the most 

widely explored right is the right to freedom of expression, which is codified in international and 

regional human rights instruments.1 While previous studies have focused on the discussion of 

freedom of expression as a whole, this section focuses on the first of two pillars that constitute 

freedom of expression: the right to impart information to express oneself and to exchange 

information and ideas with others. The second pillar – the right to seek and receive information – is 

exercised in the form of seeking and receiving digital information (section 4.3.2). 

4.2.1.1. “Mode” of expression 

Owing to the advent of ICTs, the digital sphere provides a greater diversity of forms and modes 

of opinions and expression.2 Relying on the dynamic interpretation of article 19, electronic 

communication and Internet-based communication can be interpreted as being within the scope of 

the ICCPR. Article 19(2) of the International Covenant on Civil and Political Rights (ICCPR) and 

counterpart provisions in other human rights treaties protect “information and ideas of all kinds […] 

either orally, in writing or print, in the form of art, or through any other media of his choice”. The 

                                                      

 

1  Article 19 of the UDHR; article 19 of the ICCPR; article 10 of the ECHR; article 13 of the American Declaration of the Rights and 
Duties of Man (1948); article 9 of the African Charter on Human and Peoples’ Rights; and article 27 of the Arab Charter on 
Human Rights . 

2  The digital space provides a greater diversity of modalities where individuals can participate in asynchronous or synchronous 
communication and in any form of communication including text, audio-visual or oral forms. One can send a digital 
correspondence like the postal system, engage in instant messaging or participate in social network sites similar to a public or 
private gathering, or have a videoconference as if meeting a person. In addition, communications can be synchronous or in real-
time, for instance, using Voice over Internet Protocol (VoIP) technologies such as Skype or it can be asynchronous such as emails. 
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language used in article 19(2) of the ICCPR does not pinpoint a specific technology, remaining 

technologically neutral and stipulating freedom of opinion and expression through any media. The 

UN Human Rights Committee clarified that “article 19 of the ICCPR protects all forms of expression 

and the means of their dissemination, including all forms of electronic and Internet-based modes of 

expression”.3 The forms include all forms of audio-visual spoken, written and sign language and 

non-verbal expression as well as electronic and internet-based modes of expression. Therefore, it 

can be concluded that international human rights law on freedom of expression remains relevant in 

the digital sphere and equally applicable to new communication technologies such as the Internet.4  

However, the conclusion reached by dynamically interpreting article 19 of the ICCPR and its 

counterpart provisions does not provide clear guidelines on whether all types of digital information 

– both existing and not yet developed - can be addressed within its scope. In addition to the 

common forms of digital information ranging from e-mail, texts on mobile phones and instant 

messages to updating social network sites, there are other non-conventional forms of digital 

information that are less familiar to ordinary users, which nonetheless constitute a form of 

expression. Individuals can express in the form of a website launch where the content of the 

website represents imparting information in digital form. For instance, a question of violation of 

free speech arose when Yale University censored and shut down a student-built website that 

provided a more user-friendly version of the university’s online course catalog with course rating 

functionality.5 Similar to websites, application software - often referred to as “Apps” that are 

downloaded on a mobile device - can also be categorized in the same group and can be used to 

impart information and as a means of expression.  

Another non-conventional form is the address of the website, also known as Internet domain 

names,6 which can be used as a tool to send a message. Similar to the title of the book that 

provides a short snapshot of the contents of the book, a domain name can also imply the contents 

that it provides. The Uniform Domain Name Dispute Resolution Policy (UDRP) – resolution of 

disputes regarding the registration of Internet domain names - stipulates that the owner of a 

domain name has rights over the domain name if he or she can make a prima facie case based on 

                                                      

 

3  UN Human Rights Committee, General Comment No. 34 Article 19: Freedoms of opinion and expression (2011). 
4  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La 

Rue (A/HRC/17/27) (2011), para. 21. 
5  ‘Yale Students Tangle With University Over Website’ The New York Times (21 January 2014).  
6  Internet domain names are unique identifiers consisting of letters, number, and symbols that point to a resource on the Internet, 

such as a website.  
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legitimate non-commercial and fair use of domain names.7 In applying the criteria of legitimate and 

fair use, some domain name dispute resolution decisions have referred to the party’s right to freely 

express oneself in the form of a domain name, in particular, those domain names that use the 

“anti+trademark.com” or “trademark+sucks.com” formula. For instance, although rejected on the 

grounds of bad faith when using the domain name, in the case concerning the domain name 

<walmartcanadasucks.com>, the respondent claimed the right to freedom of expression and 

argued that the domain name was to provide “freedom of expression forums for complaints against 

Walmart”.8 Internet domain names and expression contained in the names of Internet websites 

indeed fall under the scope of article 19 of the ICCPR and as confirmed by the Committee of 

Ministers of the Council of Europe: “expressions contained in the names of Internet websites, such 

as domain name strings should not be excluded from the scope of application of legal standards on 

freedom of expression and the right to receive and impart information”.9  

Following the two examples, it is emphasized that the interpretation of the scope of provisions 

on freedom of expression should be considered in a technologically neutral manner. As introduced, 

the concepts of information and related concepts found in the international human rights treaties 

can be dynamically interpreted to include its digital counterpart. The dynamic interpretation of 

human rights is also in line with the principle of technology neutrality, which is well-established in 

the electronic commerce field: as the dynamic interpretation of human rights treaties relies on the 

objective and purpose of the treaty and the changed environment, the technological neutrality 

principle focuses on the functions carried out offline and online on the basis of the purpose and 

object of the function.10 Technological neutrality is particularly important in view of the speed of 

technological development and helps to ensure that legislation remains capable of accommodating 

future developments and does not become obsolete too quickly. 

  

                                                      

 

7  Paragraph 4(c) of UDRP stipulates that if “(iii) the domain name registrant is making a legitimate non-commercial or fair use of 
the domain name, without intent for commercial gain to misleadingly divert consumers or to tarnish the trademark or service 
mark at issue”, this shall demonstrate the domain name registrant’s rights or legitimate interest to the domain name.  

8  Wal-Mart Stores, Inc. v. Walsucks and Walmarket Puerto Rico, WIPO Domain Name Decision Case No. D2000-0477, dated 2 May 
2000.  

9  Committee of Ministers Council of Europe, Declaration by the Committee of Ministers on the protection of freedom of 
expression and information and freedom of assembly and association with regard to Internet domain names and name strings 
(Adopted by the Committee of Ministers on 21 September 2011 at the 1121st meeting of the Ministers' Deputies). 

10  UNCITRAL Model Law on Electronic Commerce (1996) was the first legislative text to adopt the fundamental principles of 
technological neutrality and functional equivalence that are widely regarded as the founding elements of modern electronic 
commerce law. 
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4.2.1.2. “Freedom” of expression – anonymous expression 

It is now widely understood that all modes of expression and any type of communication in 

digital form is protected under the right to freedom of expression. Shifting the focus from the mode 

of expression to freedom of expression, the issue is to identify what freedom related to expression 

means in the digital space. The freedom of anonymous expression is considered as a component of 

freedom enabling the exercise of free speech. As a vital component and enabler of the right to 

freedom of expression, the protection of anonymity has been advocated both offline and online. 

Anonymous identity creates a zone of privacy to protect opinion and belief and to safeguard the 

right to expression.11 Anonymous expression or pseudonymous expression also has a long tradition 

in the written press, among authors of books and critical reports, such as whistle blowing. In this 

sense, restrictions on anonymity have a chilling effect, dissuading the free expression of 

information and ideas, thereby undermining the individual’s right to freely express. The same effect 

is observed when anonymity is restricted on the Internet.  

The difference between anonymous expression online and offline lies in the way anonymity is 

implemented. Individual users can be anonymous in the digital space by hiding the linkage between 

the personal information and the information that asserts the identity of the individual. Therefore, 

being anonymous requires the freedom of individuals to assert their identity in the way that they 

choose and with minimum information. In other words, as a first step, the freedom of anonymous 

expression translates into asserting and creating an identity online and as a second step, having the 

freedom to choose the ways in which to create the identity. The freedom to create an identity 

online cannot be completely equated to the right to identity which has been proposed as a fully-

fledged right of its own.12 Online identity is distinct from offline identity in terms of its function as 

the means used to give access to different parts of the digital space. The main role of identity 

online is to control access to digital space and ascertain the security of activities online, which is 

closely related to the confidentiality of correspondence (section 4.4.1.2).  

                                                      

 

11  See Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, David 
Kaye (A/HRC/29/32) (2015). 

12  There are proposals for a new comprehensive right to identity as a full-fledged human right relying on article 9 of the CRC, but 
arguing for all citizens and for both offline and online identities. The right to identity is associated with several other rights, such 
as the rights to a name, nationality, juridical personality, family, and privacy stipulated in the ICCPR and therefore, a question 
arises whether a separate standalone right is necessary. The call for a separate right to identity is a discussion that remains first 
to be resolved in the offline space. Furthermore, as argued throughout this Study, a right clearly protected under the existing 
human rights framework does not need its online counterpart to be newly established.  
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4.2.2. Freedom of assembly and association 

4.2.2.1. Assembly 

As early as the 1990s to the 21st century, from the anti-World Trade Organization protests in the 

US13 to the candlelight demonstration in the Republic of Korea,14 there is no doubt as to the 

effective usage of ICTs as a tool to attract a crowd, whether it is to protest or to organize a flash 

mob. The advent of Internet and digital technologies has changed the paradigm of assembly and 

opened a new dimension on how individuals and organizations exercise their rights to freedom of 

assembly through the Internet. Such changes and the impact of ICTs as a tool have been already 

acknowledged; thus, the focus here is on whether using ICTs is an act of assembly itself and sending 

and uploading information is the actual act of assembly in the digital sphere.  

Freedom of assembly generally refers to the right of individuals or associations to meet, 

assemble or congregate whether in protest or merely to discuss their issues or affairs.15 The 

protection and restriction of the right to freedom of peaceful assembly is addressed in article 21 of 

the ICCPR and recognized in various international and regional instruments.16 The ICCPR does not 

contain a definition of what constitutes an assembly and the broad language of article 21 is clarified 

through views and decision of the UN Human Rights Committee on a case-by-case basis. In one 

case, the UN Human Rights Committee noted that by subjecting an individual to an administrative 

arrest and fine, the State party violated the claimant’s rights to freedom of assembly.17 In another 

case which concerned the process of choosing locations for individuals; pickets to publicly express 

their opinion regarding the political persecution of former presidential candidates and their 

                                                      

 

13  Anti-World Trade Organization and anti-globalization protests in Seattle, Washington in 1999 are an example where ICTs have 
been deployed in support of the freedom of association and the right to assembly. Mobile phones were widely used for 
communication between the various groups of the protest and handheld computers allowed websites to be updated dynamically 
with on-the-ground news and situations reports as events unfolded.  

14  Through online community sites, “netizens” were able to mobilize more than 12,000 people in central Seoul on 2 May 2008 to 
hold a candlelight vigil against the resumption of beef imports from the US, due to fears over mad cow disease. The protests 
continued and grew by 10 June to a crowd of over 100,000 people began expressing their dissatisfaction with a broad range of 
President’s policies. See Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion 
and expression, Frank La Rue: Mission to the Republic of Korea (A/HRC/17/27/add.1) (21 March 2011), para. 18. 

15  Article 5 of the Declaration on the Rights and Responsibilities of Individuals, Groups and Organs of Society to Promote and 
Protect Universally Recognised Human Rights and Fundamental Freedoms expressly states that the right applies to individuals in 
association with others implying that this right is also protected for associations of individuals, such as NGOs. 

16  Article 20(1) of the UDHR; article 5(d)(ix) of ICERD; article 15 of the CRC; article 5(a) of the Declaration on the Rights and 
Responsibilities of Individuals, Groups and Organs of Society to Promote and Protect Universally Recognised Human Rights and 
Fundamental Freedoms; article 2(5) of the Declaration on the Rights of Persons Belonging to National or Ethnic, Religious or 
Linguistic Minorities; article 11 of the ECHR; article 21 of the American Declaration of the Rights and Duties of Man; article 11 of 
the African Charter on Human and Peoples’ Rights; article 8 of the African Charter on the Rights and Welfare of the Child; and 
article 28 of the Arab Charter on Human Rights. 

17 Elena Popova v. the Russian Federation (CCPR/C/122/D/2217/2012), para. 7.5. 



 

64 

supporters, the Committee noted that the possibility of organizing and participating in a peaceful 

assembly included a stationary assembly (such as a picket) in a public location.18 

Given the broad possibilities of interpreting the definition of assembly and with new 

technologies being introduced every day, it would not be possible to establish a concrete standard 

that using a certain technology would constitute assembly in the digital sphere. Therefore, the 

question arises: “how can we ascertain which function of technology equate to an act of assembly 

in the traditional offline world?”  

The form of assembly in the offline world is the physical gathering of people at one location at a 

certain time. The right to peaceful assembly entails the possibility of organizing and participating in 

a peaceful assembly in a public location. More concretely, assembly can be defined as “intentional 

and temporary gathering in a private or public space for a specific purpose [… including] 

demonstrations, inside meetings, strikes, processions, rallies or even sit-ins”.19 In the digital world, 

it is not possible for individuals to be physically present all together. This can be replaced by a 

coordinated action among those individuals who decide to carry out an act in the digital sphere at 

the same time. These coordinated actions in the digital sphere can range from sending e-mails to a 

designated recipient at a given time or visiting a website and posting a message at an agreed time. 

Following the introduced definition, such coordinated actions accompanied by a specific message 

or purpose can be seen as constituting online assembly. However, technologies and methods that 

bring together several single expressions about a certain topic such as Twitter hash tag are difficult 

to be seen as an assembly and rather can be seen as a sum of single voices similar to a petition.  

The next element to consider is how to characterize the element of “peaceful” in exercising the 

right to assembly. Actions related to exercising the right should be peaceful and not disturb the 

public peace, for example by preventing traffic flow or passage of pedestrians. The peaceful nature 

of assembly leaves open some debates both offline and in the digital sphere. This issue is relevant 

to the debate on whether the distributed denial-of-service (DDoS) attacks constitute expression of 

online civil disobedience20 and whether such attacks constitute peaceful assembly.21 DDoS attacks 

involve the continuous flooding of a website by many users, causing the website to be overloaded 

                                                      

 

18  Zinaida Shumilina et al. v. Belarus (CCPR/C/120/D/2142/2012), para. 6.5. 
19  Report of the Special Rapporteur on the rights to freedom of peaceful assembly and of association, Maina Kiai (A/HRC/20/27) 

(2012), para. 24. 
20  Electronic or online civil disobedience is often interchangeably referred to hacktivism – the act of using computers and computer 

network as a means of protest to promote political ends. 
21  See generally Mathias Klang, ‘Civil Disobedience Online’ 2 Journal of Information, Communication and Ethics in Society, 75-83. 
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and eventually slow down or stop responding altogether. In the analog world, DDoS attack can be 

compared to an elevator that has reached its maximum capacity or a store that is full of customers 

and can no longer allow additional customers to enter. This would restrict others from having 

access to the elevator or the store but would not necessary constitute an act of violence.  

4.2.2.2. Association 

While freedom of association is interlinked and often addressed interchangeably with freedom 

of assembly, these are two separate rights. Several provisions in regional and international treaties 

and in particular, article 22 of the ICCPR, have separately dedicated a provision to this right.22 

Therefore, freedom of association is addressed separately given the numerous ways in which 

individuals are able to associate themselves with certain movements, ideas or organizations.  

Association refers to “any groups of individuals or any legal entities brought together in order to 

collectively act, express, promote, pursue or defend a field of common interest”.23 In the analog 

environment, the act of association can be realized in the form of joining a trade union, political 

parties, interest group or any other club or association such as religious groups, fraternities or 

sports clubs despite whether they are registered or unregistered.24 Based on the principle that 

online rights enjoy equal protection to offline rights, we can confirm that association includes 

online associations. The issue is to identify which technology and related functions constitute 

association. 

The ICTs allow individuals to have different levels of association with an organization. At the 

lowest level, individuals can be a supporter of an organization by merely pressing a “join”, 

“subscribe” or “like” button for a group on a webpage. Individuals can also demonstrate a link to a 

particular group or organization by receiving related information on a regular basis. In the digital 

space, the way in which information is distributed can also function as a means of bringing people 

together. An example of the usage of e-mail is mass e-mail lists where individuals join or subscribe 

to a mailing list and an e-mail message is automatically distributed to all subscribers of the e-mail. 

                                                      

 

22  The following articles stipulate right to association separately: article 23 of the UDHR; article 8 of ICESCR; article 15 of 
Convention Relating to the Status of Refugees; article 19 of the African Charter on Human and Peoples’ Rights and article 16 of 
the American Declaration of the Rights and Duties of Man. The following articles stipulate right to association and right to 
assembly in a single provision: article 15 of the CRC, article 8 of the African Charter on the Rights and Welfare of the Child, article 
11 of ECHR and article 12 of the Charter of Fundamental Rights of the European Union. 

23  Report of the Special Rapporteur on the rights to freedom of peaceful assembly and of association, Maina Kiai (A/HRC/20/27) 
(2012), para. 51.  

24 Ibid paras. 52 and 56. 
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The vocabulary associated with “mailing list” suggests the role as a channel of association: 

“subscribe”, “to join”, and “to be a member”.25 Additionally, individuals can exercise their freedom 

by filling in membership forms or simply giving a name and other necessary information as a 

gesture and intention to be part of the association. This can entail filling in an online registration 

form on a website or submitting a written request to the administrator of the association.  

There are also new forms which call into question whether a technical medium that functions as 

a so-called a digital loudspeaker, such as a microblogging site - a broadcasting method that exists in 

the form of blogging - constitutes an act of association. A primary example is the usage of Twitter 

hashtags(#). Whether hashtags fall under the scope of association lies in its dual functions: as a 

function that brings together individual users talking about a same topic by using the “#keyword” 

formula and the function as an index which directs users to the tagged messages, allowing others to 

locate the discussion evolving around the keyword. The use of hashtags is an efficient method that 

directs individuals to a theme of common interest in order to start a conversation on that theme or 

facilitate others to join the conversation. However, this does not necessarily lead to a collective 

action or pursuit of a goal, mainly because hashtags do not have a mandate or a vision in the same 

way that organizations in the offline space have. These examples signal that ascertaining whether 

certain technology and its functions constitute association within the context of article 22 of the 

ICCPR and its counter provisions requires a case-by-case analysis. 

4.2.3. Right to public participation  

Prior to the birth of the Internet, public participation meant attending a public gathering such as 

a town hall meeting or other participatory processes implying that individuals were to be physically 

present. The Internet has enabled individuals to perform, express and take action in the digital form 

and we can now remotely take part in participatory processes by using ICTs. While described in 

different terms, all forms of e-participation are dedicated to making the decision-making process 

easier for citizens.26 This is done by connecting people with the government and enabling them to 

submit their views, comments and advice to the government through the use of ICTs. Several 

                                                      

 

25  Charley Lewis, ‘The Right of Assembly and Freedom of Association in the Information Age’ in Rikke Frank Jørgensen (ed), Human 
Rights in the Global Information Society (The MIT Press, 2006), 159. 

26  Participation in the digital space is interchangeably referred to as e-government, e-democracy, e-consultation, e-decision 
making, e-voting, e-information, e-activism, e-campaigning, e-petitioning, among others. See Øystein Sæbø, Jeremy Rose and 
Leif Skiftenes Flak, ‘The shape of eParticipation: Characterizing an emerging research area’ 25 Government Information Quarterly 
400, 407-410. 
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governments are using ICTs as a way to improve and increase their interactions with citizens 

through their e-government platforms.27 Before the introduction of the Internet, e-government 

simply referred to using ICTs for improving the efficiency and productivity of government agencies. 

Later, with the widespread diffusion of personal computers and the lowered costs of the Internet, 

the scope and usage of e-government broadened to include the use of ICTs by a government for 

conducting a wide range of interactions with citizens and businesses by providing them with access 

to information and e-services.28 

The proliferation of participation in digital form calls for an examination of how and to which 

extent these activities under the e-government umbrella can be protected and promoted as 

equivalent to the right to participate in public affairs and voting rights as stipulated in article 25 of 

the ICCPR and the equivalent articles in international and regional instruments.29  

Firstly, the conduct of public affairs identified in article 25(a) of the ICCPR “relates to the exercise 

of political power, in particular, the exercise of legislative, executive and administrative powers”.30 

Article 25(a) accommodates rights to democratic participation arising from various models of 

democracy.31 Citizens can participate directly as members of legislative bodies or by holding 

executive office and can take part in the conduct of public affairs through chosen representatives. 32 

The aspect concerned in the digital space is the indirect participation through chosen 

representatives by exerting influence through public debates and dialogues. This indirect 

participation involves different types of interaction. One form of interaction is a two-way 

relationship where governments provide a facility for citizen feedback. This can be implemented 

using e-government services supported by social media tools, online polls for e-consultation, 

among others. Another interaction is a partnership relationship whereby citizens actively engage in 

decision and policy-making processes through online chats, text messages or other means. As the 

wording of article 25 of the ICCPR is broadly construed to accommodate varying forms of 

                                                      

 

27  For the status of world e-government development, see United Nations Department of Economic and Social Affairs, United 
Nations E-Government Survey (2014), 13-44. 

28  For a historical understanding of technology use in governments see Mete Yildiz, ‘E-government research: Reviewing the 
literature, limitations, and ways forward’ 24 Government Information Quarterly 646, 647 - 649. 

29  Article 21 of the UDHR; article 13 of the African Charter on Human and Peoples’ Rights and article 13 of the American Convention 
on Human Rights.  

30  UN Human Rights Committee, General Comment No. 25 (1996), para. 4. 
31  Manfred Nowak, U.N. Covenant on Civil and Political Rights: CCPR commentary (N.P. Engel, 2005), 570. 
32  UN Human Rights Committee, General Comment No. 25 , paras. 6-7. 
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democratic and political frameworks, less difficulty is envisioned regarding the dynamic and broad 

interpretation to accommodate participation in the conduct of public affairs in the digital realm.  

Secondly, participation includes the right to vote in digital form, mainly referred to as e-voting. A 

distinction can be made between the uses of machines for voting in a fixed place (electronic 

machine voting) and using ICTs to vote from different locations (electronic distance voting). In fully 

complete e-voting systems, ICTs as tools are used for user authentications and for casting a vote. In 

partially complete systems, humans are involved in the authentication part to identify voters and 

ICT tools are used only for casting the vote. Another way of participating is through e-referendum, 

which is a new and very fast growing way of accommodating direct democratic participation in 

societies where the physical practice of direct democracy is not an available option.  

4.2.4. Right to privacy 

4.2.4.1. Interaction with others 

Individual autonomy as part of the right to privacy covers interaction and communication with 

others, as long as the interaction does not infringe upon the liberty of others.33 Individuals have the 

right to develop a relationship with other human beings in particular, for the development of one’s 

personality.34 For instance, the jurisprudence of the UN Human Rights Committee notes that 

prisoners shall be allowed, under necessary supervision, to correspond with their families and 

reputable friends on a regular basis without interference.35 Similarly, the European Court of Human 

Rights (ECtHR) interpreted the right to private life as “not limited to the protection of an “inner 

circle” in which the individual may live his own personal life as he chooses and to exclude 

therefrom entirely the outside world not encompassed within that circle. It also protects the right 

to establish and develop relationships with other human beings and the outside world.”36 With the 

globalization of societies, the individual’s relationships with others have crossed borders. 

Individuals do not confine themselves to a specific territory or country and movement of people 

across the borders is a common practice. Hence, the right of individuals to communicate and to 

interact with others bears greater importance for the generation living in the globalized world and 

in a world where more people are communicating in digital format. 

                                                      

 

33  Manfred Nowak above n 31, 390. 
34  Ibid 390 – 391. 
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4.2.4.2. Freedom to choose ways to interact 

Another aspect of individual autonomy is the freedom to choose ways to interact with others 

and to decide and control which information to disclose. In the current digital environment, many 

are accustomed to disclosing personal information on a voluntary basis by sending and uploading 

digital information and directly providing it to the collectors. Additionally, individuals have the 

freedom to choose their preferred form and mode of interaction with another individual, including 

interaction by secure communication. In the digital space, individuals should be free to use 

whatever technology they choose to send digital information, and should not be forced to use a 

specific technology that would ascertain a specific security level. The former Special Rapporteur 

recommended that “States should not interfere with the use of encryption technologies, nor 

compel the provision of encryption keys” in the context of individual’s freedom to choose 

technology to secure their communications.37 Similarly, the same freedom to choose ways of 

interacting in the digital space should be extended to protect the autonomy of individuals. 

Therefore, a new right specifically dictating use of encryption or specific technology should be 

discouraged.38 Instead, the focus should be on the freedom of individuals to choose communication 

and security technology that would enable secure communication at the given time. A technology 

specific right such as a right to encryption may become obsolete once other technologies such as 

block-chain technologies are developed to guarantee further security.  

4.2.4.3. Personal autonomy  

In some cases, a prospective employer requires applicants to take online personality exams as 

part of pre-employment or recruiting process, which can force applicants to disclose their thoughts 

and values on religion, culture, political, family and others private issues. For instance, in companies 

where trade unions are implicitly not allowed or those that express reluctance to hire individuals 

with a tendency to voice opinions publicly and fight for one’s right as a worker, personality tests 

could serve as a useful tool to vet and filter applicants that fall into the politically liberal category. 

Such a measure at the recruitment stage will automatically shape the political values of the 

employee as a group, limiting the risk of possible actions against the company regarding workers’ 

                                                      

 

37  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La 
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38 “The right to use encryption: People communicating on the internet must have the right to use tools which encode messages to 
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rights. This preventive and chilling effect creates an atmosphere where the tendency to oppose 

company policies that may not be in line with human rights are considered as an outlier. Hence, the 

administration of personality tests can violate one’s privacy by requiring individuals to answer 

questions disclosing information of oneself. Additionally, in order to fit into the criteria of a 

company, one may choose to fake the test and give correct answers, that is, the answers that one 

believes are widely tolerated by the society and the company. This eventually leads to individuals 

disclosing information that creates an alternative identity for the purpose of the test.  

4.2.5. Right to take part in cultural life and the right of scientist 

The digital sphere provides numerous ways for individuals, groups of individuals and 

communities to take part in cultural life, namely, to take part in the political life of society, to 

engage in one’s own cultural practices and to express oneself in the language of one’s choice. These 

aspects are part of the right of everyone to take part in cultural life, enshrined in article 15(1)(a) of 

the International Covenant on Economic, Social and Cultural Rights (ICESCR) and other international 

instruments.39 As clarified by the Committee on Economic, Social and Cultural Rights (CESCR), 

everyone has the right to share cultural knowledge and expression, act creatively and take part in 

creative activities.40  

Another aspect of article 15 of the ICESCR is the right to science, which refers to both the rights 

of scientists and their freedom to share scientific advancement and the right of the general public 

to benefit from scientific advancement.41 The former refers to the creation of an environment that 

protect the freedom of scientists to create. Article 15(3) of the ICESCR stipulates that State parties 

should respect the freedom indispensable for scientific research and creative activity. Scientific 

research requires the free flow of information and ideas between scientists to communicate results 

and conduct of their work regardless of orders or political ideologies of government. In addition, 

major human rights standards such as freedom of expression, freedom of movement, freedom of 

association and assembly, among others, are essential to the conduct of science. Further, article 

                                                      

 

39  Article 5(e)(vi) of the ICERD referring to the right to equal participation in cultural activities; article 13(c) of the CEDAW referring 
to the right to participate in all aspects of social and cultural life; article 31(2) of the CRC referring to the right to participate fully 
in cultural and artistic life; article 43(1)(g) of the ICMW referring to the right of access to and participation in cultural life); and 
article 30(1) of the CRPD referring to the right to take part on an equal basis with others in cultural life. 

40  UN CESCR, General Comment No. 21: Right of everyone to take part in cultural life (art. 15, para. 1 (a), of the International 
Covenant on Economic, Social and Cultural Rights), para. 14. 

41  Richard Pierre Claude, ‘Scientists' rights and the human rights to the benefits of science’ in Sage Russell and Audrey Chapman 
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15(2) of the ICESCR lays out the obligation of States to achieve the full realization of the right, that 

is, States should conserve and safeguard minimal conditions supporting the integrity of scientific 

enterprise including the right to academic freedom. In the digital space, academic freedom 

translates into free flow of digital information, the freedom to express and to communicate to 

diffuse scientific advancement and to advance developments of the ICTs. 

4.2.6. Economic and social rights  

Freedom of expression is an enabling right for other human rights, in particular, economic, social 

and cultural rights. ICTs function as a means for individuals to exercise their rights to freedom of 

expression and freedom of information and hence, it facilitates the realization of a range of other 

human rights. 42 Digital technologies have been utilized as a tool to empower children, women and 

individuals belonging to vulnerable and marginalized groups, such as indigenous peoples and 

minorities. The merits of having access to technologies and their contribution to human, social and 

economic developments have long been an established fact, which will not be repeated here. 

However, it should be pointed out that with new technologies, such as robotic technologies and 

artificial intelligence, the act of sending and uploading digital information can amount to exercising 

certain economic and social rights. For instance, for people living in remote areas or areas without 

adequate public health facilities, remote medical service provides the means to have access to 

health services and facilities. ICTs and robotics technologies enable physicians to remotely diagnose 

and monitor patients and provide remote health services. To benefit from remote health services, 

patients transmit, over digital space, medical information about themselves on the basis that they 

have agreed and consented to the process. Therefore, while not yet widely practiced, the fact that 

ICTs will be used to exercise economic and social rights should not be precluded from future 

discussions. 

4.3. Human rights associated with “seek and receive” 

Individuals can actively seek to access digital information or receive the digital information 

passively. In the digital space, both actions to actively seek and to passively receive digital 

information involve the same technical steps of accessing the network and the platform where the 

digital information is available. Depending on the nature of the platform, namely, whether it is 
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closed to designated persons or open to the wider public, the nature of digital information changes 

and in turn, triggers an impact on different human rights.  

4.3.1. Access to public information  

Access to information indicates access to public information or any other information that 

should be informed, disclosed or communicated to implement human rights effectively and to 

realize and fulfill rights. The right to information is recognized in the context of the right to take 

part in public affairs (article 25 of the ICCPR) in that participative democracy requires citizens to be 

sufficiently informed so that they are capable of effectively and meaningfully participating and 

taking informed decisions.43 The scope of the right of access to information can include a public 

right to obtain information from public bodies and applies to all information held by administrative, 

legislative and judicial bodies as well as private bodies performing public functions.  

Several countries recognize access to information as a right in their constitution or in national 

legislation, often under the freedom of information law. The basic elements that are widely 

adopted include: the right of an individual, organization, or legal entity to be able to demand 

information from public bodies without having to show a legal interest, a duty of the body to 

respond and provide the information and requirement for government bodies to affirmatively 

publish some types of information about their structures, rules and activities.44 Using technologies, 

governments around the world are moving towards “electronic government” based on the 

understanding that citizens have an inherent right to be informed of government 

activities. Through using email, web feeds, SMS or electronic kiosks and computer terminals, 

citizens can receive information on policy-making disseminated by the government.  

The right to access public information about one’s economic, social and cultural rights is a 

precondition for the realization of those rights. The CESCR has emphasized access to information as 

a normative content of rights such as rights related to water services and environment, health, 

social security entitlements, employment and right to work, and the moral and material interests of 

authors resulting from their scientific, literary and artistic productions.45 Donders argues that the 

                                                      

 

43  Maeve McDonagh, ‘The Right to Information in International Human Rights Law’ 13 Human Rights Law Review 25, 38. 
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right to information is more than part of the normative content of economic, social and cultural 

rights and it is a determining factor in the enjoyment of these rights and one of the crucial elements 

for States in the implementation of these rights.46  

4.3.2. Freedom of expression - seek or receive information 

Of the two sides of the right to freedom of expression - the right of the speaker or the provider 

of information and the right of the recipient of information (section 4.2.1) – the current section 

focuses on the latter. Article 19(2) of the ICCPR and its counter provisions stipulate the right to 

actively seek information, which goes beyond mere passive reception.47 As it is equally important to 

guarantee the sender’s freedom to expression, it is equally important to safeguard that freedom on 

the recipient’s side.  

The right to information or the right to access information is considered an important aspect of 

human rights and several commentators have suggested it as “a right in and of itself”.48 For 

instance, McGonagle argues that “the right to freedom of information can no longer be viewed 

merely as a constituent element of the right to freedom of expression as it has come into its own 

right as a full-blown right of access to information, which continues to enjoy a close contiguous 

relationship with the right to freedom of expression.”49 Indeed, the right to access information is 

highlighted in international instruments, in particular, access to information regarding 

environmental issues.50  

As mentioned in the above section, in the existing human rights treaties, the right to access 

information covers two sets of information: first, the human right to access information held by 

                                                                                                                                                                                  

 

General Comment No. 17: The right of everyone to benefit from the protection of the moral and material interests resulting from 
any scientific, literary or artistic production of which he or she is the author (article 15), para. 18. 

46  Yvonne Donders, ‘International Covenant on Economic, Social and Cultural Rights: accessibly and the right to information’ in 
Tarlach McGonagle and Yvonne Donders (eds), The United Nations and Freedom of Expression and Information (Cambridge 
University Press, 2015), 115.  

47  This right to actively seek information is found in article 19 of the UDHR and article 13(1) of the American Convention on Human 
Rights. 

48  UN Commission on Human Rights, Report of the Special Rapporteur on the promotion and protection of the right to freedom of 
opinion and expression, Mr. Abid Hussain (E/CN.4/2000/63) (18 January 2000), para. 42. 

49  Tarlach McGonagle, ‘The development of freedom of expression and information within the UN: leaps and bounds or fits and 
start?’ in Tarlach McGonagle and Yvonne Donders (eds), The United Nations and Freedom of Expression and Information 
(Cambridge University Press, 2015), 42.  

50  Article 13 of the CRC recognized that children have a right to seek and impart information; article 10 of the CEDAW requires that 
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public bodies and private bodies performing public functions and second, the right of individuals to 

request and receive information concerning them that may affect their individual rights.  

Freedom of expression applies not only to the content of information but also to the means of 

receipt, since any restriction imposed on the latter necessarily interferes with the right to receive 

and impart information. For instance, the right to anonymous freedom of expression is relevant 

when seeking and receiving information. The right of individuals to decide the identity they wish to 

associate with the transmitted information or, alternatively to disassociate themselves claiming the 

right to be anonymous in the digital environment is relevant both for sending and receiving 

information. Individuals should be provided with the option to seek information without their 

identity being revealed to the authorities or to the public in general. Similar to the right of 

individuals to send digital information anonymously without revealing their identity, individuals 

should be equally entitled to seek and receive digital information anonymously.  

4.3.3. Right to privacy 

The protection of the right to privacy also differs from the perspective of the individual sender 

who sends information and the individual who perceives digital information. From the perspective 

of the sender, under the framework of informational privacy, individuals have the right to know and 

to have control over the information received by others. From the perspective of the recipient, the 

right to privacy concerns the autonomy of the recipient to determine when, how and to what 

extent others use information about the recipient.  

The act of receiving information can amount to a violation of the right to privacy, in particular, 

the right to be left alone in the digital space and to live with minimum interference.51 Interference 

with privacy can occur in the passive form where the act is unwanted or uncalled for. The freedom 

to receive information and ideas implies the freedom to decline to receive. For instance, spam e-

mails and advertisements that the individuals did not opt-in to amount to such a passive act. The 

recipient should be given the option to voluntarily opt-in or opt-out of receiving digital information 

particularly unwanted information.  

However, as to whether the State is directly responsible for sending the disputed e-mails or 

whether the State has the obligation to protect and intervene to identify and punish those who are 
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responsible for spams is not affirmed. The case of Muscio v. Italy concerned the president of a 

Catholic parents’ association who had received unsolicited e-mails (spam) of an obscene nature. 

While the Court considered that the receipt of undesirable or offensive communications may 

amount to an interference with privacy, it nonetheless shifted the burden to the recipient of the 

spam to take relevant actions such as installing computer filters.52 

4.4. Human rights associated with “interception” 

4.4.1. Right to privacy  

4.4.1.1. Correspondence and communication 

At the time of drafting the ICCPR in the 1960s, the term “correspondence” found in article 17 

referred to written letters. However, today, correspondence covers all forms of communication 

over distance, namely, by telephone, telegram, telex, telefax, e-mail and other mechanical or 

electronic means of communication. The two thematic human rights treaties that were negotiated 

and entered into force in the 21st century include slight improvement: article 14 of the International 

Convention on the Protection of the Rights of Migrant Workers and Members of Their Families 

(ICMW) includes the phrase “correspondence or other communications” and article 22 of the 

Convention on the Rights of Persons with Disabilities (CRPD) refer to “correspondence or other 

types of communication”.53  

In the context of human rights, the terms – “communication” and “information” – are imbued 

with different meanings and implications leading to the discussion whether communication should 

be a right of its own. Some commentators argued that human rights provisions focus exclusively on 

information and that there are no human rights standards that address communication, which is an 

interactive process.54 Their arguments are based on seeing communication as “a process of sharing, 

making common or creating a community” and that referring to communication as transferring 
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messages ignores that very purpose.55 In the 1980s, it was argued that such a gap should be 

remedied by adopting the right to communicate as a new right.56  

Communication is a two-way process in which the individual and groups of individuals carry on a 

democratic and balanced dialogue, in contrast to a monologue.57 The aspects of communication, 

namely, the interactive nature and an element for creating community are largely addressed in the 

current society where digital information no longer remains static and one where dynamic, 

interactive two-way communication has become the norm. This is apparent when digital 

information is transmitted, namely, the digital information is sent and received at the same time. 

Therefore, this Study is premised on the assumption that the transmission of digital information 

encompasses both the notions of communication and correspondence and refers to those two 

terms interchangeably.  

4.4.1.2. Confidentiality of correspondence 

Under article 17 of the ICCPR, individuals should be guaranteed with the integrity and 

confidentiality of correspondence de jure and de facto.58 The confidentiality of correspondence 

means that it should be delivered to the addressee without interception and without being opened 

or otherwise read. In order for individuals to exercise their right to privacy in communications, it 

must be ensured that these remain private and secure and that individuals are able to exchange 

information and ideas in a space that is barred from interventions by any actors.59 Article 17(2) 

gives rise to a comprehensive obligation on the State to ensure that letters, telegrams, email, etc. 

are actually delivered to the desired recipient and are not inspected by third parties. Every 

withholding, censorship, inspection of (listening to) or publication of private correspondence 

represents interference within the meaning of article 17.  

How can confidentiality of digital correspondence be secured? One measure to protect the 

confidentiality of correspondence could focus on non-content data, protecting the identity and the 

                                                      

 

55  Ibid 155.  
56  The right to communicate was discussed in UNESCO supported "New World Information and Communication Orders" which was 

seen as an instrument to tackle the imbalance in information flows and the unrestricted importation of western technology and 
information and western values. See International Commission for the Study of Communication Problems, Many Voices One 
World (MacBride Report) (1980). 

57  Ibid 172. 
58  UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 

correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 8. 
59  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La 

Rue (A/HRC/23/40) (2013), para. 23. 
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personal information that can be derived from non-content data. This option rendering the identity 

anonymous is the method used for anonymous expression introduced in section 4.2.1. Alternatively 

or complementarily, the focus could be on safeguarding the content data by ensuring the 

confidentiality of the content of the correspondence. 

When focusing on the protection of identity, anonymous identity is often advocated using 

encryption as the means. In the digital space, communication in the form of digital information 

requires that its content component be accompanied by a non-content component that contains 

information about the destination of the communication, among others. Therefore, encrypting 

non-content data, namely, encrypting the identity and information of the recipient, such as the 

email address, is not possible because that non-content is critical for correspondence to be 

transmitted. However, to protect the identity of the sender or recipient found in the non-content 

data part, information can be made anonymous. By definition, anonymous information refers to 

information that does not have any attribution to the author or sender of the information. 

Information can be anonymous by cutting the linkage between the non-content data and content 

data, namely the link between information and the person to whom it relates. For instance, 

an anonymous remailer is a server that receives messages with embedded instructions on where to 

send them next, and that forwards them without revealing where they originally came from.  

An additional way to safeguard digital information is to secure the substantive part of the 

information by encrypting the content data. Encryption is identified as the principal privacy-

protecting technology for protecting the confidentiality of communication and the focus has been 

on the lawful restriction of its usage. For instance, in the context of upholding the rights to privacy 

and freedom of opinion and expression, individuals should not be required to obtain authorization 

from the authorities to send or receive encrypted communications, nor should they be compelled 

to provide any information to law enforcement authorities that would permit the decoding of their 

communications.  

What one often neglects to highlight, which is highly relevant for confidentiality, is the 

identification function that encryption serves. The concept of encryption is based on changing the 

content of the communication to an unknown code, which can only be solved by a rule that is 
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known to the sender and the recipient of the communication.60 In many parts of the world, most 

user identification, a requirement for certain commercial and financial activities with a low-security 

level, is through authentication via a mobile text message. It is easily overlooked that at the time of 

registering a mobile number, individuals are required to prove their identity by providing a 

government-issued identification. The same scenario applies to a higher level of encryption, for 

instance, through public key infrastructure (PKI), which asserts the authentication of user identity 

using an asymmetric key management system involving private and public keys.61 Similar to the 

official authorities that issue national identities or notaries that official certify documents, the PKI 

mechanism requires an accredited third party (certification provider) certify that the entity that can 

decrypt the encrypted message is indeed the authorized person. In many countries, in order to use 

the PKI, individuals are often required to visit the certification provider in person with proof of 

government-issued identification. Therefore, it is possible for the mobile carrier and the 

certification provider to extract the real identity of a person through a mobile number or the public 

key used for encryption.  

4.4.1.3. Informational privacy 

From the perspective of informational privacy, in the event the digital information is intercepted 

at one point during transmission, the individual has the right to know when and by whom the 

interception has been made. More specifically, the individual involved should be informed of who 

has accessed his or her data and if this has occurred without their permission, the individual is 

entitled to know which authority has granted permission or accommodated access and the reasons 

behind the decision. Secondly, the sender, recipient and owner of information should be presented 

with the same information about the process of filtering, blocking and otherwise restricting the 

flow of information.  

  

                                                      

 

60  In technical terms, encryption refers to various means of transforming readable data (or plaintext) into an unintelligent form 
(ciphertext) according to a formula that will allow it to be converted back (decrypted) to its original readable form.  

61  Public key infrastructure refers to the technical components, policies and procedures required for creating, distributing, storing, 
revoking and managing a digital certificate that asserts the authenticity of a digital signature. PKI uses an asymmetric key 
management scheme where the sender locks the box containing the message with the private Key A (encrypts with private Key 
A) and sends the box to the recipient. The recipient unlocks the box with public Key B (decrypts with public Key B) and is able to 
access the message.  
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4.4.2. Impact on exercise of rights 

The act of intercepting digital information in transit interferes with the individual’s right to 

correspond confidentially and to control the correspondence, resulting in a chilling effect on a 

person’s ability to seek, receive, and impart digital information. The uncertainty over the possibility 

of digital information being accessed by a third-party can prevent individuals from freely exercising 

rights associated with sending and receiving digital information. The acts of sending and receiving 

digital information are translated into the enjoyment of several human rights, and an interception 

to the flow of digital information constitutes infringement and interference with those rights. 

4.5. Are existing measures sufficient? 

The interpretation of several provisions in international human rights treaties ascertain that 

sending and receiving digital information is protected under several human rights in existing 

treaties. Freedom of expression covers all types of media including the Internet and therefore, the 

digital forms of expression are also extended equal protection. Broad interpretation of the existing 

human rights provisions on freedom of assembly and association includes their digital counterparts. 

In the digital space, individuals equally enjoy the freedom to interact with others and the freedom 

to choose ways to interact in the form and mode of technology. Therefore, as far as it concerns 

activities related to the transmission stage, we can answer in the negative to the question, “do we 

need new and separate rights in the digital space?” 

However, the recognition of the functional-equivalence of rights online and offline and by 

extension, the protection offered in the existing human rights framework is not sufficient to answer 

in the affirmative to the question whether the existing legal measures sufficiently address the 

changes in the nature of the impact on human rights protection brought about ICTs. While there 

are no legal lacunae that would pose obstacles of a legal nature in implementing existing human 

rights obligations, the current international human rights legal system lacks consideration of the 

features of digital information, particularly the inter-linkage of activities within the transmission 

stage and how that translates into the interrelatedness of the rights involved. A related observation 

is that the transmission of digital information is not only limited to exercising certain rights, such as 

the right to freedom of expression, but impacts on other rights such as economic and social rights.  

4.5.1. Inter-linkages of interferences 

Restrictions to an individual’s online activities that are executed by sending or receiving digital 

information infringe rights that are introduced in sections 4.2 and 4.3. These rights are subject to 



 

80 

limitation under certain circumstances and the interference with rights are assessed based on the 

principle of legality, necessity and proportionality - the topic of Chapter 8 of this Study - which 

addresses the question of justified and unjustified access to digital information and services. What 

needs to be taken into account at the transmission stage is that the inter-linkage of rights and 

freedom associated with sending and receiving indicate that interference with one right can imply 

restrictions on the exercise of another.  

4.5.1.1. Impact of restriction to a right on other rights  

Human rights treaty mechanisms have voiced concerns on the restrictions placed on the 

dispatch and receipt of information on the Internet. The CESCR noted concerns over restrictions 

placed on access to information with regard to academic research, foreign and domestic 

publications and the Internet.62 The CESCR furthermore urged the State party to cease the practice 

of censorship of electronic communication and blocking of Internet sites thereby making the 

Internet available to all that desire it.63 Additionally, the Committee on the Elimination of Racial 

Discrimination (CERD) recommended refraining from restricting the operation of websites, blogs or 

any other Internet-based information in violation of the freedom of expression as provided for by 

international law.64  

Amidst increasing concerns over how restrictions in the digital space can limit the exercise of a 

right, the aspect of inter-linkage of rights and hence, their conflicting or reinforcing relationships 

have been overlooked. As identified in Chapter 2 of this Study, the life cycle framework helps to 

strengthen the notion that human rights are interlinked and identify related activities and rights 

that reinforce or are in conflict with other rights. The current Chapter introduced human rights 

associated with the two “use cases” – namely, steps that define the interaction between the 

system and individual user - that constitute the transmission stage of the digital information. By 

mapping all human rights that are exercised by sending and receiving digital information, we are 

able to identify which rights, when restricted, have a corollary effect where the restriction 

                                                      

 

62  UN CESCR, Concluding observations of the Committee on Economic, Social and Cultural Rights: People’s Republic of China 
(including Hong Kong and Macao) (E/C.12/1/Add.107) (13 May 2005), para. 39. 

63  UN CESCR, Concluding observations of the Committee on Economic, Social and Cultural Rights: Turkmenistan (E/C.12/TKM/CO/1) 
(13 December 2011), para. 29. 

64  UN CERD, Concluding observations of the Committee on the Elimination of Racial Discrimination: Turkmenistan 
(CEDAW/C/TKM/CO/3-4) (13 April 2012), para. 25. 
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furthermore limits the exercise of other rights and also ascertain when the exercise of a right may 

be in conflict with another right, limiting the latter. 

1. Impact of restriction to freedom of expression on other rights 

The right to freedom of expression as articulated in international documents is intended to be 

applicable to all types of media – existing now or in the future. Referring to the dynamic 

interpretation of article 19 of the ICCPR, that electronic and Internet-based communication can be 

interpreted as being within the scope of the ICCPR and international human rights law on the 

freedom of expression is equally applicable to new communication technologies. As introduced in 

sections 4.2.1 and 4.3.2, the freedom of expression includes the two steps of the transmission stage, 

that is, the right to impart information to express (i.e. send digital information) and the right to 

seek and receive information (i.e. seek and receive digital information).  

The transmission stage is composed of sending and receiving digital information, which are two 

sides of one act. If sending is limited, it means that receiving also is limited. When the right to 

freedom of expression is limited by restricting the access to certain requisite elements, the 

restrictions also limit the exercise of all rights that are associated with seeking and receiving digital 

information. In the traditional paper-based world, barriers to sending correspondence limit 

freedom to impart information and obstacles to receiving information would limit access to the 

contents. However, in the context of digital information, when the act of sending is restricted to 

limit the exercise of freedom of expression, the restriction poses a larger limitation to the freedom 

of information, which in the digital space equates to online activities. Therefore, a justified limit to 

the exercise of a right may impact the enjoyment of other rights and at times, disproportionately.  

The inter-linkage of rights in the transmission stage and the magnifying impact of the restriction 

of one right on other rights are important aspects that need to be considered when assessing the 

justification of the measures taken to restrict a right. Furthermore, the rights that are associated 

with the transmission stage are also interlinked with rights that are implicated in subsequent stages, 

namely the usage and disposal stages, which rely on the availability of information. Therefore, 

ascertaining the justification of interference with the transmission of digital information should not 

be limited to freedom of expression or privacy as the transmission involves and implicates the 

exercise of other rights and should not be limited to the rights that are identified in the 

transmission stage.  
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2. Conflicting rights: the right to privacy and other rights  

While privacy requires secrecy, freedom of expression entails publicity, and this inevitably leads 

to friction. Tension between the right to privacy and freedom of expression has always existed both 

online and offline. In the context of the digital environment, it is necessary to balance this tension 

between the right to privacy of individual users and the right of expression of third parties. In the 

transmission stage of digital information, an example of this balancing activity is related to 

anonymous identification and conflicting rights.  

First, one person’s right to send and receive digital information anonymously, based on freedom 

of expression, may interfere with another person’s right to informational privacy. For instance, 

when the right of individuals to be anonymous when seeking and receiving personal information of 

another user is protected, then it may infringe upon the right of the owner of the personal 

information to know who receives or uses his or her personal information. In the event the digital 

information is intercepted at one point during the transmission stage, the individual has the right to 

know when and by whom the interception has been made. The individual involved should be 

informed of who has accessed his or her data and if without permission, the individual is entitled to 

know which authority has the permission or has accommodated access and the reasons behind the 

decision. Therefore, the right to be anonymous online cannot be examined solely based on the 

right to express freely; rather, the implications on the right to receive and other rights that are 

associated with receiving information need to be considered together. 

Second, the protection of the right to privacy, particularly reputational harm, conflicts with the 

right to express anonymously. Anonymity can facilitate freedom of expression, particularly when 

controversial ideas are voiced. Anonymous speech encourages people to express an opinion that 

they would not otherwise express if they were aware that the opinions would be attributed to 

them. However, the flip side is that anonymity can also encourage hate speech, false news, and 

contents that could harm others. Differently put, while real names behind the online identification 

may have a chilling effect on the exercise of freedom of expression, it also has some kind of chilling 

effect on making a false statement and hate speech.  

The debate on the dual aspects of anonymity is not new and has been a re-occurring topic since 

the development of printing technology. What is new for the digital space is that anonymous 

identity is not only for anonymous expression but entails being anonymous for all activities online. 

As identification is related to access, which enables individuals to act online, mandatory 

requirement to use real names have a chilling effect on illegal activities and cyber crimes. On the 
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other hand, anonymity creates barriers to identify the perpetrator. Internet companies such as 

Google have argued against anonymity on the Internet describing it as dangerous. They argue that 

measures are needed to protect people against negligence, cruelty and unjustified damage to their 

reputation, but also to ensure proper functioning of democracy.65 Indeed, a blanket guarantee of 

anonymity in the digital space can undermine social stability and go as far as creating a parallel 

world where anarchy prevails without the rule of law. 

Balancing different interests and rights is an essential element to ascertain whether the 

limitation posed on the exercise of rights is justified. With a mapping of which rights and interest 

may conflict with one another in the transmission stage, the next Chapters take into account how 

the rights associated with the transmission stage can be in conflict with those rights associated in 

usage stage (Chapter 5) and disposal stage (Chapter 6). The inter-linkages of rights and interests 

identified in the life cycle of digital information are addressed in Chapter 9 of this Study, notably 

when examining the principle of proportionality.  

4.5.1.2. Economic, social and cultural rights in digital space 

The current Chapter illustrated how sending and receiving digital information constitutes the 

means and functions as an enabler for people to exercise a range of rights. By addressing rights that 

are associated with the act of sending and receiving digital information, sections 4.2 and 4.3 

examined how several rights are relevant and pointed out that transmission of digital information 

plays a role in the realization of economic, social and cultural rights. As technologies develop, the 

act of sending and uploading digital information can amount to an exercise of economic, social and 

cultural rights. Receiving digital information has an impact on the enjoyment of economic and 

social rights and the phenomenon of the digital divide will raise concerns for groups in vulnerable 

situations that will not have adequate and sufficient capacity to access and receive digital 

information. The role of ICTs on economic, social and cultural rights will increase in parallel to the 

widespread penetration of those technologies in the everyday life of individuals.  

This recognition of enjoyment of economic, social and cultural rights are relevant when 

balancing and addressing the conflict between rights enjoyed and those rights that will be limited. 

                                                      

 

65  ‘Eric Schmidt On Privacy (VIDEO): Google CEO Says Anonymity Online Is 'Dangerous'’ Huffington Post (8 October 2010) and 
‘Facebook's Randi Zuckerberg: Anonymity Online 'Has To Go Away'’ Huffington Post (27 July 2010).  
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This becomes more evident when we focus on access to the Internet and inhibitors to Internet 

access:  

“Increasing access to the internet is an important consideration for states in fulfilling 

their obligations under the ICESCR. Inhibitors to internet access, such as the cost and 

appropriateness of that access, need to be addressed as part of the state’s obligation to 

respect, protect and fulfill all human rights. Intentional disruptions internet access by 

states, in this context, can be considered a violation of the ICESCR.”66  

In other words, disruptions to Internet access or Internet shutdowns are not only violation of 

exercise of freedom of expression or other rights that many associates with using the Internet; 

limits to Internet access can also be considered a violation of economic, social and cultural rights. 

However, this statement cannot be expanded without addressing the status of access to the 

Internet in international human rights law and before that, revealing what the Internet actually is. 

This statement can be further expanded by clarifying the access to the Internet and inhibitors to 

Internet access as part of the State’s human rights obligation. What does the State’s obligation to 

guarantee rights online translate into? Chapter 7 of this Study visits this question and analyzes how 

existing human rights norms are applied to the exercise of rights online. 

4.5.2. Understanding the role of third party in transmission stage 

One key feature of the digital space is the existence of third party actors. The traditional third 

party business entities involved in the manufacturing and chain of supply are less visible in the 

digital space where modern distribution of products in digital form is by direct delivery from the 

creator to the consumer. Murray refers to this as “disintermediation where the middlemen in a 

supply chain are cut out and the financial benefits are split between the supplier and the 

purchaser”.67 At the same time, new types of third party actors have emerged in the digital space. 

As digital information cannot be created or transmitted autonomously, it relies on the environment 

and also the actors that operate and control the environment – referred to as “the invisible hands”. 

To transmit bytes from one location to another, equipment, devices, infrastructure and users – 

whether a natural person or automated computers - are required. As digital information relies on 

various hardware, software and actors, there are third-party actors at the backend of the 

                                                      

 

66  Access Now, Association For Progressive Communications, and Internet San Frontieres, Parallel report prepared for the 65th 
session of the Committee on Economic, Social and Cultural Rights (18 February - 8 March 2019) (2019), para. 8. 

67  Andrew Murray, Information Technology Law: The Law and Society (Oxford University Press, 2013), 45. 
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machinery who carry out functions that facilitate digital information. These third-party actors who 

appear to be invisible to the ordinary users can be State, business entities or even individuals: it is 

no longer only the State that provides services.  

4.5.2.1. Evolution of role of third parties 

When the Internet became more of a publishing platform similar to print publications (web 1.0), 

individual users were passive actors that merely consumed information. However, with the growth 

of blogs, wikis and other forms of social networks, users now have an active role collaborating, 

interacting, forming communities and generating their own contents. The changes in the increased 

role of third parties in the digital environment can be explained by looking at how the web has 

evolved: the first generation where the information was provided one-way; the second generation 

which allowed interactive two-way communication; and the third generation providing for re-using 

the information collected from two-way communications. 

During the first generation of web, a third-party provider had a limited role in providing static 

web pages that distributed information or in managing technological components that facilitated 

the distribution. The second generation of web (Web 2.0 or dynamic web) was more interactive 

and users were able to exchange information in a two-way communication model. With the 

proliferation of two-way communications such as emails, chats and messaging services, the role of 

third-party providers of those communication tools was more prominent in the web 2.0 era.  

The third-generation web (web 3.0 or the semantic web) categorizes information and stores it so 

that human and computers can understand and use it. This development has led to a technological 

innovation where service providers can re-use the information provided by its users. Wu called 

those who employ this business model to raise revenue “the attention merchants” because it 

converts users’ attention into revenue, usually via advertisements.68 Choices are offered to people 

and chosen for them by others on the basis of information that others have about them.69 

Gradually, users have come to accept this practice: in effect, in exchange for convenient access to 

services and products online, we allow nearly all parts of our lives to be commercially exploited and 

accept the presence of advertisements alongside all that we see. 

  

                                                      

 

68  Tim Wu, The Attention Merchants: The Epic Scramble to Get Inside Our Heads (Deckle Edge, 2016). 
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4.5.2.2. De facto regulator role of third party 

Whether visible to the eyes of the users or not, third-party actors are also always present and 

involved in sending and uploading of digital information. Third party providers are invisible but 

present in every step related to sending and receiving digital information. They have control over 

who has access to what and also have the role of controlling the flow of digital information both to 

facilitate as well as to intercept the transmission. Therefore, third party providers have the capacity 

of making and implementing decisions on what constitutes permissible interference with the 

sending and receiving of digital information, essentially all activities online.  

In the earlier days of the Internet, the role of the third party was mainly to provide third party 

content and therefore, the issue of third party control over digital information was related to the 

liability of online service providers as publishers, distributors or common carriers for defamation. 

Online service providers are compared to “publisher” with the right to control defamatory 

contents; they are also compared to “distributor” such as libraries, bookstores and traditional 

bulletin board owners that do not have editorial rights but have reasonable expectation to know 

that the item distributed has defamatory contents. Finally, online service providers are compared 

to telecommunication carriers who do not have any liability related to content.  

The liability threshold depended on the actual knowledge of the service provider – namely, 

whether they could have realized that the content may cause negative reactions - and whether the 

provider took actions to expeditiously remove the content in question.70 For instance, in Delfi AS v. 

Estonia, which concerned a commercially operated Internet news portal publishing news articles 

written by its staff on which users were invited to comment, the ECtHR held that the commercial 

operator of an Internet news portal may be held accountable for offensive comments posted on 

the portal by users: 

“as a professional publisher, the applicant company should have been familiar with the 

legislation and case-law, [...] Thus, the Court considers that the applicant company was 

in a position to assess the risks related to its activities and that it must have been able 

to foresee, to a reasonable degree, the consequences which these could entail.”71 

Delfi AS was held liable for comments posted by third parties because the comments were 

posted in reaction to an article it published on its professionally managed news portal. It differed 
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from other types of platforms where third-party comments could be posted, such as online 

discussion groups, bulletin boards or social media platforms. 

Moving on to the 21st century, the roles of third party service providers have shifted towards 

censoring and limiting the information. Third party service providers can dictate the criteria and 

requirements for digital information to be intercepted because they have de facto access to the 

flow of digital information and the activities based on the digital information. Problems arise as 

third party entities interpret those limitations in lieu of the judiciary and those private entities have 

enforcement powers as gatekeepers of the network and the platforms. In the digital space, private 

entities are carrying out the role of establishing rule of law online. For instance, Facebook’s “hate 

and harassment” team develops processes to identify abusive contents and remove them using a 

system that combines automated software to identify image patterns, keywords and 

communication patterns that tend to accompany abusive speech, along with review procedures by 

human staff. Essentially Facebook staff defines the guidelines about exactly what people should or 

should not be allowed to do under what circumstances and procedures for how violations are 

handled. As MacKinnon puts: “the staff of Facebook plays the roles of lawmakers, judge, jury and 

police all at the same time. They operate a kind of private sovereignty in cyberspace.”72 

Amidst the development of the roles of third party service providers, the salient observation 

relevant to the Study is that the business entities are not the only actors in the digital environment 

that provides services. The question is then: who are the actors that have roles and responsibilities 

in the digital space? What are the human rights norms that third-party actors should respect and 

States should base its regulation? Is the current human rights responsibility of business actors and 

human rights obligation of States sufficient? These are questions addressed in Chapter 9 of the 

Study focused on human rights actors in the digital information ecosystem.  

                                                      

 

72  Rebecca MacKinnon, Consent of the Networked: The Worldwide Struggle For Internet Freedom (Basic Books, 2013), 154. 



Chapter 5. Usage 

We leave “digital footprints” every time we connect to the Internet and visit a website. We 

actively expand those digital footprints by publishing a blog or posting social media updates. Every 

tweet, every photo on Instagram, every status shared on Facebook, or even simple and naïve 

personality quizzes taken on Facebook all contribute to expanding digital footprints and 

constructing our actions and movements online for someone to monitor and use. All actions in the 

digital space involve sending and receiving digital information, and digital information is stored at 

each step of its transmission, enabling third-parties to eventually collect and do things with it. Due 

to the predominant industry practice, some of us take it for granted that disclosing some 

information constitutes a non-monetary cost in return for the free services that we enjoy online. 

Yes, online services cannot be completely free and the entities behind those services need 

revenues to operate. That said, to what extent are we willing to give up information about 

ourselves, such as what we do, and information about our family, friends and those that we are 

trying to protect?  

Consider a hypothetical situation where someone can influence our thoughts or even 

manipulate us so that we make certain decisions. It could be influencing the psychological decision-

making process of consumers to purchase, say, a pair of shoes that they previously had no intention 

of buying. For some, the fact that a celebrity known for his or her fashion sense wore those shoes 

can trigger a purchase. For others, the information that those shoes are on the bestseller list can 

lead to a purchase. A pair of shoes may sound benign, but if replaced with election votes instead of 

shoes, the impact that influences the decision-making process of voters or of society as a whole far 

surpasses the implications of an unplanned, excessive consumption of shoes. The translation of 

previously theoretical warnings, such as the digital version of Jeremy Bentham’s Panopticon, into 

real life, is cause for alarm.  

The “Facebook–Cambridge Analytica data scandal” involved Cambridge Analytica, a British 

political consulting firm that allegedly used data mining and analysis for strategic communication 

during election processes by collecting the personal data of millions of people’s Facebook profiles, 

including information on their Facebook friends. This process was done without the consent of 

users and the information collected was allegedly used for political purposes, for instance, to 

influence public opinion related to the US election campaigns in 2015 and 2016, the 2016 Brexit 

vote and the 2018 Mexican general election. Now, let us address the same question again: to what 
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extent are we willing to give up information? We would expect a slightly different response to the 

same question after learning about the scandal and what the collected information can lead to. 

Many would not be so willing or at ease in letting someone know our behavior and activities online 

without our knowledge.  

The modus operandi of Cambridge Analytica in influencing public opinion and the political 

decisions of some involved first gathering information that revealed a person’s political stance and 

tendency, and then analyzing information that was likely to trigger and influence the public opinion. 

These two steps – gather and analyzing information – is the focus of this Chapter on the usage 

stage of the digital information life cycle. Many of us are more familiar with the term “big data”, 

which we use to refer to the collection and processing of digital information. “Big data” is a term 

that describes the large and increasing volume of data and the analytic techniques used to analyze 

and draw conclusions from it. Another terminology used generally to refer to the usage of digital 

information is “data mining” and its lesser-known technical term, “knowledge discovery from data 

or knowledge discovery in database (KDD)”. KDD refers to the process of identifying valid, novel, 

potentially useful and ultimately understandable patterns in data. In simple terms, it is the process 

of discovering knowledge, and involves five actions: data collection, data preparation (rearranging 

and ordering), data mining (analyzed to find certain patterns or relations), interpretation of data 

(transformation into understandable information), and determination of corresponding actions.1 

The actions involving preparing, analyzing and interpretation of data are often performed by the 

same actor, such as statisticians, and can be truncated into one act of “processing of digital 

information”. Another field that shares similar steps is the intelligence services, which engage in 

activities including gathering the raw data required to produce the finished production (collection) 

and converting the raw data into an understandable format that is suitable for the production of 

the finished product (processing).2  

The concerns related to these concepts of collecting information for online surveillance and 

monitoring have been highlighted at the international level. Notably, in 2013, the UN General 

Assembly called on States “to review their procedures, practices and legislation regarding the 

surveillance of communications, their interception and the collection of personal data, including 
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mass surveillance, interception and collection, with a view to upholding the right to privacy by 

ensuring the full and effective implementation of all their obligations under international human 

rights law.”3 This Chapter unfolds this aspect of the resolution and identifies specific ways of 

collecting and intercepting as well as processing collected information that impacts how rights are 

protected. 

5.1. What is usage stage? 

In the digital space, the use of information involves two separate but interlinked activities: 

collecting data and processing it. The act of collecting is a prerequisite to processing and the two 

acts compose the two-step usage stage. Collection is an act of gathering and assembling 

information and data in one place for appropriate processing or production. Raw information in 

and of itself usually does not equal intelligence or knowledge, and therefore, information needs to 

be analyzed and processed for a specific usage or purpose.  

1. Collection 

The technical act of collecting digital information is the same as storing digital information, and 

hence, the evolution of information storage has an impact on how digital information is collected. 

Storage can be defined as any activity related to saving and retaining digital information, retrieving 

the saved information and modifying saved information. While storage of digital information entails 

specific features distinct from its counterparts, storing information is not new. To complement the 

limitation of human memory, ways of preserving memory outside of the human brain, external 

memory, was developed.4 These include paintings, books and other printing technologies, which 

are further complemented by technologies that are able to share the stored memory with others. 

With mass production technologies such as newspaper, tape or camera, we are able to share the 

stored memory and information.  

However, as equipment and the prices for capturing memories decreased and the volume and 

storage capacity surged, how to effectively retrieve the stored information became the problem. 

The challenge in retrieving information in the analog storage had to do with the sequential way 

analog information was organized, that is, to find a specific image of a film, one would have to 

watch the entire movie from the beginning. The problem of too much data in the analog age and 

                                                      

 

3  UN General Assembly resolution on the right to privacy in the digital age (A/RES/68/167). 
4 For a brief history of the evolution of memory, see Viktor Mayer-Schönberger, Delete: The Virtue of Forgetting in the Digital Age 

(Princeton University Press, 2009). 
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the cost of retrieving the correct information are rectified in the digital age where individuals can 

retrieved digital information fast and at low-cost. Digital information has become cheaper to collect 

and store all than taking the time to selectively choose which information is worth storing. The 

evolution of digital technologies led to improved ways to store digital information: technologies 

now allow us to identify information more efficiently and to retrieve it at low-cost and high speed. 

For instance, using identifier called metadata - a set of data that describes and gives information 

about other data - we can retrieve specific information.  

The term “collection of digital information” is used for this Study, as it is a neutral concept 

encompassing both lawful collections and unlawful collection via illegal or unauthorized 

interception. This term is also suitable to illustrate the current practice of data collection by the Big 

Brother (government), the Company Man (employer) and other individuals. In the traditional 

analog world, we understand the act of collecting information as being no different to monitoring 

or surveillance, which meant closely observing or listening to a person with the aim of gathering 

evidence. Online surveillance, on the other hand, involves gathering information that needs to be 

processed to make sense and contain meaning for a human to understand. Monitoring and 

surveillance both imply keeping a continuous record, and therefore, collecting information is a pre-

step to monitoring and surveillance in the digital space. Furthermore, digital information is not 

transmitted as a whole but in parts, broken down into different packets and reassembled at the 

point of receipt. Hence, the way in which digital information travels makes the collection of digital 

information a prerequisite for online monitoring and surveillance. 

2. Processing 

The second step of the usage stage is processing the collected information. The development of 

new technologies has dramatically increased monitoring and tracking in the digital space. However, 

monitoring and tracking of correspondence is not a new development, but an existing one since 

telefax, post and other communication methods have been used by society. What is different in the 

digital space is that monitoring and tracking almost always involve processing the collected 

information. In other words, the collected information often requires a step of processing in order 

for a human to be able to understand the information in the form of computer programming 

languages.  

The mere act of collecting information does not necessarily crystallize into any actions or 

consequences because the collected information is a series of bytes devoid of any meaning. In the 
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strictest sense, data and information differ in definition and scope: data is raw facts, usually in the 

form of numbers 0 and 1 and can be something simple and seemingly random and useless until it is 

processed. On the other hand, information refers to data after it is processed, measured, analyzed, 

organized, structured or presented in a given context. Once data is processed, it is transformed into 

something else; it becomes information. This distinction is clearly identified in the surveillance field 

where activities evolve around two phases – collection of data and analysis of data. The collected 

data only becomes of use when it is analyzed and when the relevant information is extracted, 

analyzed and reorganized for a specific purpose. The analysis is called “data process”, which 

generally refers to ways of obtaining useful information by arranging, combining, classifying, or 

using mathematical operations.  

Legal instruments often do not differentiate the act of collecting and processing information. For 

instance, according to article 4 of the EU General Data Protection Regulation (GDPR),“‘processing’ 

means any operation or set of operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 

transmission, dissemination or otherwise making available, alignment or combination, restriction, 

erasure or destruction”. This definition of processing in the context of personal data protection 

legislation refers to all stages of the life cycle of digital information excluding the creation stage.  

Several cases have addressed the notion of “processing” and activities that amount to 

“processing”. In an earlier case in 1998, the Court of Justice of the European Union (CJEU) stated 

that the operation of loading personal data on an Internet page is considered as “processing” 

within the meaning of the EU Data Protection Directive, which has been replaced by the GDPR. In 

this case, Ms. Lindqvist created Internet pages, which contained personal information about her 

colleagues, including names, phone numbers and an injury of a colleague without their knowledge. 

The Court concluded that the act of referring, on an Internet page, to various persons and 

identifying them by name or by other means, for instance by giving their telephone number or 

information regarding their working conditions and hobbies, constitutes “the process of personal 

data wholly or partly by automatic means” within the meaning of article 3(1) of the EU Data 

Protection Directive.5 The Court focused on whether the data was processed “wholly or partly by 

                                                      

 

5  Case C-101/01, Bodil Lindqvist v Åklagarkammaren i Jönköping, Judgment of 6 November 2003, para. 25. 
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automatic means” and noted that “placing information on an internet page entails the operation of 

loading that page onto a server and the operations necessary to make that page accessible to 

people, who are connected to the internet”.6 As it can be seen from this case, the definition of 

“processing” can be interpreted broadly to include disclosing information by placing information on 

a personal website. At the minimum, the collected information can be disclosed and used with or 

without being processed. The act of disclosing digital information involves the same technical 

actions as sending or uploading digital information and the associated rights, which was the main 

focus in section 4.2. Therefore, disclosing information as part of using the collecting information is 

not addressed as part of usage stage in this Study. 

In a more recent case, in 2014, the CJEU addressed whether the activity of search engines as a 

provider of content amounted to the definition of “processing” under the then existing Data 

Protection Directive. The CJEU answered that “the activity of a search engine consisting in finding 

information published or placed on the internet by third parties, indexing it automatically, storing it 

temporarily and, finally, making it available to internet users according to a particular order of 

preference must be classified as “processing of personal data” within the meaning of Article 2(b) 

when that information contains personal data”.7 In reaching this conclusion, the CJEU considered 

the argument by Google Spain and Google Inc. that the activity of search engines cannot be 

regarded as “processing of data” given that search engines aggregate the information available on 

the Internet without effecting a selection between personal and non-personal data and without the 

knowledge of the data as well as control over the data.8 In other words, two elements were 

considered by the Court based on the argument: whether search engines have the same status as 

the publishers when they do not have effective control over the data and second, whether the 

operation of search engines amount to processing data when it does not distinguish between 

personal and other data. 

In relation to the first element, the CJEU noted the broad notion of “controller” – who 

determines the purpose and the way to processes data – in the EU Data Protection Directive and 

found it contrary to the objective of the Directive to exclude the search engine on the ground that it 

                                                      

 

6  Ibid para. 26. 
7  Case C-131/12, Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos (AEPD), Mario Costeja González, 

Judgment of 13 May 2014, para. 41.  
8  Ibid para. 22.  
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does not exercise control over the personal data published on the web pages of third parties.9 The 

Court further clarified that the processing of personal data in the context of activities of search 

engines is different and is more than the processing of publisher of websites who load the data on 

an Internet page.10 Search engines play a decisive role in the overall dissemination of data and if 

not for search engines, some Internet users would not have the found the webpage on which data 

are published. 

As for the second element that search engines do not distinguish between the types of data, the 

Court described the activities of the search engines as “exploring the internet automatically, 

constantly and systematically in search of the information which is published there, the operator of 

a search engine ‘collects’ such data which it subsequently ‘retrieves’, ‘records’ and ‘organises’ 

within the framework of its indexing programmes, ‘stores’ on its servers and, as the case may be, 

‘discloses’ and ‘makes available’ to its users in the form of lists of search results.”11 These 

operations are explicitly mentioned in the EU Data Protection Directive as classified under 

“processing” and therefore, the Court disregarded the argument by Google that their operations 

did not distinguish between personal data and other data, and the operations are carried out 

irrespective of the types of information.12 

Furthermore, processing of digital information is not necessarily limited to making alterations to 

personal information. As clarified in case of Google Spain, the CJEU noted that alteration of 

personal data indeed constitutes processing within the then existing EU Data Protection Directive 

but also noted that the definition of process and the operations listed in the Directive did not 

require that the personal data be altered.13 This signals that the processing of digital information 

does not necessarily require any changes to the information and processing can nonetheless take 

place without altering the information implying that collection and monitoring also is within the 

scope of processing. 

5.2. Human rights associated with usage stage 

Collecting and processing data, particularly big data, have transformed many aspects of our lives 

and ways of thinking. This leads us to reconsider basic principles on how our rights are protected in 

                                                      

 

9  Ibid para. 34.  
10  Ibid paras. 35 and 36. 
11  Ibid para. 28. 
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relation to the collection and processing of digital information and how to mitigate the adverse 

effect on the exercise of rights. When it comes to examining collection as a direct interference with 

or infringement of rights, the emphasis thus far has been on the unlawful or arbitrary interception 

of communications and collection of personal data, violating the rights to privacy, particularly the 

confidentiality of correspondence, and freedom of expression.14 As introduced at the beginning of 

this Chapter, this Study distinguishes intercepting and collecting as two separate acts and analyzes 

those acts in a neutral manner without pre-determining that the act is unlawful or arbitrary. 

Leaving the possibility of both unlawful and lawful interception open, the focus in the current 

section is on human rights that are protected or infringed due to collection and processing of digital 

information.  

5.2.1. Monitoring and implementing human rights obligations 

Collection of information is not always illegitimate. From the perspective of social inclusion, 

individuals need to submit and disclose certain information to be included in society. This could 

include tax return forms, submitting information for monitoring purposes, among others. This 

information would provide a specific group and population, such as persons with disabilities, with 

access to a range of services and benefits such as social assistance, medical benefits, etc. which are 

a means to realize certain economic and social rights.  

5.2.1.1. Right of persons with disabilities 

While emphasis has been on the negative obligation of States to prohibit and regulate data 

collection, States have a positive obligation to collect and manage data for certain group of people. 

In the Convention on the Rights of Persons with Disabilities (CRPD), the collection of information is 

explicitly stipulated and provides a basis to formulate and implement policies to protect related 

rights. Article 31 of the CRPD explicitly obligates State parties to “undertake to collect appropriate 

information, including statistical and research data, to enable them to formulate and implement 

policies to give effect to the present Convention”.15 Under this article, State parties are obliged to 

take the measures to the maximum of their available resources to progressively achieve the full 

                                                      

 

14  UN General Assembly resolution on the right to privacy in the digital age (A/RES/68/167) and UN Human Rights Council 
resolution on the panel on the right to privacy in the digital age (A/HRC/DEC/25/117) (2014). 

15 A similar provision regarding the collection of information on the living conditions of persons with disabilities is found in the 
General Assembly resolution. See Rule 13 of Standard Rules on the Equalization of Opportunities for Persons with Disabilities 
(A/RES/48/96) (20 December 1993). 
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realization of the obligation to collect, robust, consistent, comparable data. This obligation to 

collect data is an instrument for the implementation of rights recognized in the CRPD in line with 

article 4 on the general obligation of State parties to ensure and promote the full realization of all 

human rights and fundamental freedom for all persons with disabilities. Often, in many countries, 

persons with disabilities are invisible in national censuses, labor force, and other surveys. Collecting 

data on disability, disaggregated to enable identification of discrimination and disparities in 

realization for rights, is an essential part of implementing the CRPD.  

During the negotiation of the CRPD, discussions on the merits and risks of having an explicit 

provision on the collection of information took place. Article 31(2) of the CRPD aims to protect the 

rights of persons with disabilities by identifying and addressing the barriers faced by persons with 

disabilities in exercising their rights. Negotiations surrounding the drafting of article 31 exposed 

differing views.16 Some States supported its inclusion, as it would allow State parties to respond 

more effectively to the needs of persons with disabilities by facilitating an accurate assessment of 

the situation of those persons. This could address the situation where persons with disabilities are 

invisible in national censuses, labor force and other surveys. For persons with disabilities to enjoy 

the benefits that the society provides, information on them should be gathered in the same way as 

for all members of the population.17 However, opposition to its inclusion was based on concerns 

over respecting the right to privacy and that efforts by State parties to collect such information can 

be unconstitutional in some countries. Furthermore, opponents raised concerns over the risk that 

information would be misused, arguing that consequently, such an article did not belong in a 

human rights treaty.18  

The concern that the obligation under the CRPD to collect information about persons with 

disabilities conflicts with the right to privacy is valid both in the analog and digital contexts. 

However, such conflict does not provide blanket immunity for State parties from their failure to 

fulfill the treaty obligation to collect disaggregated information, which will inform their national 

policies and programmes. The concern is essentially a matter of how to resolve the conflict and 

                                                      

 

16  See generally Report of the Working Group to the Ad Hoc Committee (adopted on 16 January 2004) Annex I Draft 
Comprehensive and Integral International Convention on the Protection and Promotion of the Rights and Dignity of Persons with 
Disabilities. 

17  Committee on the Rights of Persons with Disabilities Fourth session of the Ad Hoc Committee Daily summary of discussion 
related to Article 6 (25 August 2004), intervention by ILO. 

18  Report of the Working Group to the Ad Hoc Committee (adopted on 16 January 2004) Annex I Draft Comprehensive and Integral 
International Convention on the Protection and Promotion of the Rights and Dignity of Persons with Disabilities, interventions by 
Serbia, Montenegro, and Sweden. 
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what should be the standard to ascertain permissible limitation to the right to privacy and justified 

reasons for inaction by States, particularly in the digital context. Chapter 8 further examines this 

issue on the justified and unjustified interference with rights online, focusing on the principles of 

legality, necessity, and proportionality and what elements should be considered in the context of 

ICTs and the digital space. 

5.2.1.2. Economic, social and cultural rights 

The collection of certain information is an essential aspect of monitoring a government’s 

obligation to protect economic, social and cultural rights and to monitor the implementation of 

those obligations. For monitoring and implementation, statistical human rights indicators, 

benchmarks, and disaggregated information are necessary to facilitate progressive realization, as 

well as to satisfy immediate obligations of core content and non-discrimination. The disaggregated 

information will be used to identify and address the barriers faced by groups in vulnerable 

situations. Collecting data on wealth, gender, racial group, rural versus urban, minority, ethnic, 

language groups, among others and disaggregating those data to enable identification of 

discrimination and disparities in realization of rights, is an essential part of implementing economic, 

social and cultural rights. Gathering disaggregated social and economic data maps the country’s 

diversity and helps to reveal the challenges facing certain population groups. 

An example where the availability of information can contribute to the realization of economic, 

social and cultural rights as well as upholding human dignity can be found in an automatized system 

used for social tariffs. Portugal has implemented an automatic system of attributing social tariffs for 

the provision of water services to lower-income consumers, namely to persons benefiting from old-

age social pensions, social integration incomes, unemployment social benefits, family allowance, 

and disability social pensions. The automatic system differs from other social tariff schemes in that 

no person has to actively apply and there is no requirement to be physically present to apply for 

the tariff. This upholds the dignity of those who would otherwise have to request their inclusion in 

the system and will increase the number of people who will benefit from the social tariff. At the 

same time, the implementation of the automatic attribution of the social tariff heavily depends on 

the flow of personal data, such as individuals’ incomes, between the social security services, the tax 

and customs authority and the general department of local municipalities. 

As it can be seen from the above example of Portugal’s automatic system of attributing social 

tariffs, the collection of information is an important aspect to monitor the implementation of a 
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government’s obligation to realize economic, social and cultural rights. Additionally, the collected 

data becomes a basis for the governments to formulate and implement policies to protect related 

rights. However, the collection of data – which also include personal data – is bound by data 

protection laws which impose certain rules for information collection. It can also be argued that 

such collection threats the right to privacy. While data protection legislation and national 

constitutions stipulate that the right to privacy is an important measure to protect the risks and 

threats to privacy, it should not be used as a means for governments to evade the steps to 

implementing their obligation under the International Covenant on Economic, Social and Cultural 

Rights (ICESCR). Chapter 8 further examines this aspect and introduces the discussions on existing 

safeguards related to the collection and process of digital information and the appropriate analysis 

of the balance of interest and rights involved. 

5.2.2. Chilling effect on exercise of rights 

The act of collecting digital information does not necessary mean that the information is blocked 

and not sent or received. However, it nonetheless interferes with the individual’s right to 

correspond confidentially and to control the correspondence, resulting in a chilling effect on a 

person’s ability to seek, receive, and impart digital information. In other words, the act of collection 

for surveillance purposes has a chilling effect on other human rights that rely on the act of sending 

and receiving digital information. Furthermore, all activities online are stored, which creates the 

“perfect digital memory”. According to Mayor, “the future has a chilling effect on what we do in the 

present. Through digital memory, the Panopticon surveys us not just every corner but also across 

time”.19 The Panopticon creates a climate of self-censorship, as individuals do not know who 

monitors their online activities now and in the future and thus, must assume that everybody 

watches them. The uncertainty over the possibility of digital information being accessed by a third-

party can prevent individuals from freely exercising rights associated with sending and receiving 

digital information.  

5.2.3. Right to privacy 

Generally, issues relating to the right to privacy in the digital age have been addressed by 

referring to terminologies such as mass surveillance, the interception of digital communication and 
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the collection of personal data.20 In this section, the impact of collecting and processing digital 

information on the right to privacy is dissected according to the type and nature of information 

collected, the step of processing information and from the perspective of informational privacy.  

5.2.3.1. Collection of information (by type and nature) 

As we moved into the digital era, the focus has been on whether the information reveals 

contents or non-content, which is related to revealing information that is private and sensitive. 

However, in the digital space, there cannot be a clear-cut split between information that identifies 

a person and non-personal information and there exists a new type of information that functions as 

a quasi-identifier which is information that can identify an individual when used alone or combined 

with other information, also known as “personally identifiable information”. This section introduces 

collection of information according to the categories of: personal information (information 

revealing the identity of the person); personally identifiable information (revealing the identity of a 

person in combination with other information); and sensitive information that reveal information 

about personality (does not reveal the identity of a person but information about the private life a 

person). 

1. Personal information 

The term “personal information” is found in provisions related to the collection of information. It 

is explicitly mentioned in recently concluded treaties such as article 19 of the International 

Convention for the Protection of All Persons from Enforced Disappearance (ICPED):  

“Personal information, including medical and genetic data, which is collected and/or 

transmitted within the framework of the search for a disappeared person shall not be 

used or made available for purposes other than the search for the disappeared person 

[…] The collection, processing, use and storage of personal information, including 

medical and genetic data, shall not infringe or have the effect of infringing the human 

rights, fundamental freedoms or human dignity of an individual.”  

Information that can distinguish or trace an individual’s identity such as a person’s real name, 

nationality identity number or social security number or biometric information clearly falls within 

the scope of personal information and its collection constitutes an interference with the right to 

privacy. Several human rights courts and mechanisms have ascertained that the mere storage of 

personal, genetic or biometric information by a public authority constitutes an interference with 
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the right to privacy. This Study focuses on aspects that are unique to the digital space and digital 

information and will not repeat the jurisprudence related to collection of data in general and the 

right to privacy. Several other studies have already addressed the protection of personal 

information under data protection and the right to privacy.21  

Focusing on collection of personal information, we look at two cases that discussed collection of 

genetic information. In the case of N.K. v. Netherlands, the UN Human Rights Committee 

considered the issue of storing the results of DNA testing for a minor in the context of the right to 

privacy, article 17 of the ICCPR.22 In conjunction with the conviction, a mouth swab was taken from 

the minor to determine her DNA profile and information was entered into the DNA database. This 

was based on article 2(1) of the Dutch DNA Testing Act, which requires the public prosecutor to 

order that a DNA sample be taken from a person who has been convicted of an offense for which 

pretrial detention may be imposed or an offense carrying a statutory maximum prison sentence of 

at least four years.  

Despite that the testing and collection of DNA data was lawful under the domestic law of the 

Netherlands, the Committee concluded that the collection of DNA data for the purpose of analyzing 

and storing the collected material in a database that could be used in the future for the purposes of 

criminal investigation amounted to interference:  

“the collection of DNA material for the purpose of analysing and storing the collected 

material in a database that could be used in the future for the purposes of criminal 

investigation is sufficiently intrusive as to constitute “interference” with the author’s 

privacy under article 17 of the Covenant […] the Committee considers that interference 

with the author’s privacy had already ensued.” 23  

In a similar case involving collection of DNA samples from individuals arrested but who were 

later acquitted or had the charges against them dropped. The case concerned Mr. S. and Mr. 

Michael Marper, both of whom had fingerprint records and DNA profiles held in the database. The 

ECtHR clarified that: 

“In addition to the highly personal nature of cellular samples, the Court notes that they 

contain much sensitive information about an individual, including information about his 

or her health. Moreover, samples contain a unique genetic code of great relevance to 

                                                      

 

21  See Maria Tzanou, The Fundamental Right to Data Protection: Normative Value in the Context of Counter-Terrorism Surveillance 
(Bloomsbury Publishing, 2017). 

22 N.K. v. Netherlands, (CCPR/C/120/D/2326/2013/Rev.1), para. 9.3.  
23 Ibid.  
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both the individual and his relatives […] Given the nature and the amount of personal 

information contained in cellular samples, their retention per se must be regarded as 

interfering with the right to respect for the private lives of the individuals concerned.”24  

Both cases also concern the issue of whether the collection of DNA and cellular samples 

constitute interference with the right to privacy and whether such interference was in accordance 

with the test for suitability or necessity, which is further illustrated in Chapter 8, section 8.3.  

2. Personally identifying information 

The content and scope of “personal information” stipulated in the ICPED differ from information 

that can identify a person, also referred to as “personally identifiable information”. The two sets of 

information - personal information and personally identifiable information - are used 

interchangeably without taking into consideration the differences between information that 

identifies an individual and information that point to the possibility of identifying individuals.25 

However, the scopes of the two sets differ and they are not the only type of information. “Personal 

information” has a narrower scope and refers to information that directly identifies an individual 

(e.g., name, DNA and cellular data). “Personally identifiable information” has a broader scope and 

refers to information, which can identify specific individuals in conjunction with other data 

elements (e.g., combination of gender, race, birthdate, and other descriptors). In digital space, 

information other than DNA and genes can also qualify as information that can identify a specific 

person. IP addresses and other non-content data constitute personally identifying information as it 

can infer information about an individual when combined with additional information.  

Data processing technologies have rendered all digital information to be personally identifying 

information and have the potential to identify the individual or to reveal personal and sensitive 

information. Personally identifiable information can be in the form of substantive content but also 

non-content data such as traffic and location data. In the Digital Rights Ireland case, it was 

highlighted that the retention of content (traffic) data – which was regulated by the EU Data 

Retention Directive – affects private life because those data as a whole can deduce and lead to 

disclosing information that affects private life: 

                                                      

 

24  S and Marper v. The United Kingdom (App Nos. 30562/04 and 30566/04) ECHR 4 December 2008, para. 72. 
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 “[the] data, taken as a whole, is liable to allow very precise conclusions to be drawn 

concerning the private lives of the persons whose data has been retained, such as 

everyday habits, permanent or temporary places of residence, daily or other 

movements, the activities carried out, the social relationships of those persons and the 

social environments frequented by them […] That data makes it possible, in particular, 

to identify the person with whom a subscriber or registered user has communicated and 

by what means, and to identify the time of the communication as well as the place from 

which that communication took place. Further, that data makes it possible to know how 

often the subscriber or registered user communicated with certain persons in a given 

period [emphasis added].”26 

The EU Data Retention Directive required the providers of publicly available electronic 

communications services or public communications networks to retain traffic and location data 

belonging to individuals or legal entities.27 Such data included the calling telephone number and 

name and address of the subscriber, user IDs, IP addresses, among others. The EU Data Retention 

Directive has been criticized at the beginning of its drafting and throughout as conflicting with the 

right to privacy, particularly that mandatory retention of all types of data on every use of 

telecommunication services for public order purposes provided was not acceptable within the legal 

framework set out in article 8 of the European Convention on Human Rights (ECHR). Eventually, the 

EU Data Retention Directive was rendered invalid by the CJEU in the Digital Rights Ireland case 

challenging the legal validity of national legislative and administrative measures concerning the 

retention of data relating to electronic communications.28 The Court rightly noted that the 

retention of communication constitutes processing of personal data, namely, it highlighted that the 

EU Data Retention Directive was in conflict with the right to privacy because it processed personal 

data, stating that “the retention of [traffic] data […] directly and specifically affects private life” and 

the right to respect private life and communication, guaranteed by Article 7 of the EU Charter of 

the Fundamental Rights.29  

                                                      

 

26  Joined cases C-293/12, Digital Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources and C-594/12, 
Kärntner Landesregierung, Judgment of 8 April 2014, paras. 26 and 27. 

27  Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or 
processed in connection with the provision of publicly available electronic communications services or of public communications 
networks and amending Directive 2002/58/EC. 

28  Joined cases C-293/12, Digital Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources and C-594/12, 
Kärntner Landesregierung, Judgment of 8 April 2014, para. 71.  

29  Ibid para. 29. 
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3. Sensitive information 

Information that does not fall into the two categories of “personal information” and “personally 

identifying information” can amount to sensitive information which has the broadest scope and 

includes information from which an identity is reasonably ascertainable, potentially covering some 

information not covered by personally identifiable information. Information that identifies 

communities or groups is an example of sensitive information. In armed conflicts and other 

situations of violence, many threats are collective rather than individual. For instance, a village, a 

community or a specific group of a population may share the same threats and processing non-

personal data may raise threats at the collective level. In such cases, data that are more generally 

related to communities are at issue. These data are referred to as “demographically identifiable 

information” or “community identifiable information”.30 Demographically identifiable information 

is defined as data points that enable the identification, classification, and tracking of individuals, 

groups, or multiple groups of individuals by demographically defining factors. For instance, aerial 

imagery or information on the population fleeing a situation of armed violence, obtained through 

drones may pose risks of reprisals if it is published without taking into account risks and threats. 

Another example of sensitive information is information about the personality of an individual. 

Job applicants often submit CVs that include personal and professional information or in some 

cases, the prospective employer requires applicants to take personality exams as part of a pre-

employment or recruiting process. Depending on the design of the personality test, applicants 

disclose their thoughts and values on religion, politics, family and others by participating in a 

personality test. This set of information reveals the personal values and behaviors of individuals. 

Irrespective of the voluntariness of disclosure of information about one’s personality, the problem 

in the digital space is that the results of personality tests of both successful and unsuccessful job 

applicants remain in the company’s database. The information will remain after it is analyzed and 

that information may be shared with other entities, be it the Government or another private 

company in need of the information.  

5.2.3.2. Processing digital information for monitoring  

Collection of information does not necessarily mean that the content of the collected 

information is disclosed. In that sense, the act of collection is different from surveillance, which is 
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to eavesdrop and observe for the purposes of gathering information. The UN Human Rights 

Committee referred to surveillance as interfering with the right to privacy: “correspondence should 

be delivered to the addressee without interception and without being opened or otherwise read. 

Surveillance, whether electronic or otherwise, interceptions of telephonic, telegraphic and other 

forms of communication, wire-tapping and recording of conversations should be prohibited”.31  

Surveillance by intercepting emails and other forms of digital communication is one form of 

privacy infringement that concerns communication between two parties. Whether it is one-to-one 

or one-to-many communications, in the digital space, individuals must first interact with the online 

platform in order to transmit information. Therefore, online surveillance includes “user behavior 

monitoring” or “browser monitoring”, which looks at human behavior when interacting online. 

Monitoring in the digital space involves as a prerequisite, processing information so that it becomes 

understandable to the human eyes and as a corollary to monitoring, information produced from 

user activity is recorded and collected. 

One situation that raises concerns is at the workplace where the employer can monitor the 

online activities of employees. In general, the employer has the right to monitor if a specific 

employee is suspected of having violated company rules or the law. Traditionally, workplace privacy 

disputes have involved searches of lockers and desk drawers at a workplace. In the digital age, 

employees are vulnerable to possible infringement of privacy through different methods of 

surveillance including videotaping, telephone monitoring, e-mail, and other Internet monitoring. 

National courts have addressed privacy infringements using digital means in the context of 

employment relations. For instance, in Belgium, the use of online surveillance technologies, video-

monitoring systems and automated collection of data from Internet browsing (log files) were 

justified for dismissals or disciplinary sanctions. In one case, a shop owner installed a hidden 

surveillance camera and microphone as he suspected one employee of stealing.32 In another case, 

to protect the IT system from the risk of virus and to make sure that work duties were properly 

fulfilled, an employer monitored and collected information of the websites from unauthorized 

browsing during working hours.33  

                                                      

 

31  UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 8.  

32  CCass, no P.99.0706.N/1, 27 February 2001.  
33  CCass, civil section, Judgment 18443 of 2013, recited from M. Brkan and E. Psychogiopoulou, Courts, Privacy and Data Protection 

in the Digital Environment (Edward Elgar Publishing, 2017), 149. 
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As discussed in Chapter 3, for online activities carried out with the device owned by the 

employer, the employer retains full control of the device. Similarly, the employer has complete 

control of the network that it subscribed and which is used by its employee, irrespective of the 

employee’s physical location. Collection of information by employers and monitoring employees’ 

online behavior usually takes place at work where employers have control over the device and 

network and as such, where the employees are subject to regulations imposed by the employer. 

However, the employee’s right to privacy at work remains undeveloped and still a relatively 

contentious idea particularly when employees use online platforms for private purposes. Few 

existing instruments address worker's privacy and in particular, the use of workers’ personal data. 

At the international level, the International Labour Organization’s code of practice on the 

protection of workers’ personal data (1997) was adopted to provide guidance. In the EU institutions 

and bodies, practical advice and instructions on the processing of personal data when using 

electronic communication tools have been formulated to ensure that they comply with data 

protection obligations according to the GDPR.34 

5.2.3.3. Informational privacy 

The collection of personal information or any information produced as a result of individual 

users’ online activities constitutes interference with the right to privacy, provided that no 

justifications exist. In addition to the passive nature of the right to privacy concerning the collection 

of personal information, the question remains whether individuals have the right to ascertain what 

happens after their personal information is collected. To address this question, we look at how 

scholars have categorized privacy (see section 1.2.1 for various ways to classify privacy). Among 

many components found in the categorizations, the relevant aspects for the usage of digital 

information are information privacy and communication privacy. In his book published in 1970, 

Westin defined informational privacy to be the “claim of individuals, groups or intuitions to 

determine for themselves when, how and to what extent information about them is communicated 

to others”.35  

The right of access to information in connection with article 17 of the International Covenant on 

Civil and Political Rights (ICCPR) on the right of privacy implies that individuals have the right to 

                                                      

 

34  Guidelines on personal data and electronic communications in the EU institutions, see 
https://edps.europa.eu/sites/edp/files/publication/15-12-16_ecommunications_en.pdf  

35  Alan F. Westin, Privacy and Freedom (Atheneum, 1970), 7.  
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know which personal data is stored and which authorities have access to such data. Most of the 

legal and policy literature refers to informational privacy as the degree to which an individual can 

control the collection, disclosure, and use of personal data, namely, privacy is a measure of an 

individual’s power over the processing of information about an individual.36 The informational 

privacy translates to individual autonomy and freedom to enter into a relationship with others. The 

UN Human Rights Committee clarified these elements:  

“In order to have the most effective protection of his private life, every individual 

should have the right to ascertain in an intelligible form, whether, and if so, what 

personal data is stored in automatic data files, and for what purposes. Every individual 

should also be able to ascertain which public authorities or private individuals or bodies 

control or may control their files.”37  

Given the interpretation of the ICCPR by the UN Human Rights Committee, the collection of 

personal information – which is synonymous to storage of digital information - and control over 

that information is covered within the scope of article 17 on the right to privacy. Therefore, the 

newly proposed right to control data, namely to exercise full control over their personal data is 

unnecessary.38 

5.3. Are existing measures sufficient? 

The collection and processing of digital information can be legitimate in order to fulfill certain 

human rights obligations, for instance, by collecting relevant information about a specific group 

that may be in vulnerable situations and processing it to disaggregate the information so that it can 

be used as a basis for establishing a policy. The same technical act, if used in a different context 

with a different aim, can amount to negative impacts such as a chilling effect on the exercise of 

rights online and interference with various aspects or rather, active and passive aspects of the right 

to privacy. Both the positive and negative aspects of the collection and processing of digital 

information on the enjoyment of rights are addressed in existing international human rights law. 

The active aspect of collecting is addressed in existing human rights treaties that address policy 

                                                      

 

36  Jerry Kang, Katie Shilton, Jeff Burke, Deborah Estrin and Mark Hansen, ‘Self-Surveillance Privacy’ 97 Iowa Law Review 809, 820 
footnote 30. 

37  UN Human Rights Committee, General Comment No. 16  Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 10. 

38  A new right to control data: “Everyone has the right to exercise full control over their personal data. Personal data should be 
processed only if the individual gives full and informed consent to their processing” proposed by Barbora Bukovska and Niels ten 
Oever, ‘#InternetOfRights: Creating the Universal Declaration of Digital Rights' Article19.org (24 March 2017). 
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implementation and monitoring. The passive aspect - information not being collected or how to be 

collected - is addressed in the right to privacy and the data protection rules. 

We revisit the research question of this Study on whether the existing provisions of international 

human rights treaties and other measures which implement human rights obligations sufficiently 

address the changes in the nature of the impact on the human rights protection brought about by 

ICTs. For the usage stage, which is closely related with data protection laws, it requires a review of 

whether data protection laws have the same scope as international human rights treaties and 

whether they fulfill the objective of human rights protection (section 5.3.1). Secondly, we need to 

address the question whether the current ways of interpreting the right to privacy properly take 

into account the ways of collecting information and the outcome of processing digital information 

in the era of “big data” (sections 5.3.2 and 5.3.3). Finally, the involvement of non-State actors, 

including natural persons, in collecting and processing information, particularly from non-nationals 

and those outside of the territory of a State, requires further understanding of the ubiquitous 

nature of the digital space (section 5.3.4). 

5.3.1. Data protection and right to privacy 

Chapter 1 introduced the objective of data protection laws and highlighted that data protection 

laws regulate the flow of data rather than the protection of individual’s privacy (section 1.2). The 

question still remains whether data protection law fulfill the objective of human rights protection 

and to what extent it incorporate the human rights framework. Assessing whether the two existing 

legal measures – the right to privacy and data protection laws – are sufficient requires an 

understanding of the relationship between the two and their scopes in terms of human rights 

protection. International human rights treaties do not use the concept “data protection” explicitly 

in their texts. Therefore, it has been a question whether the basic principles of data protection laws 

may be read into the provision in human rights treaties proclaiming a right to privacy. The relevant 

elements of usage stage of digital information related to answer this question are the type and 

scope of collected and processed information and the ways of collecting and processing digital 

information.  

5.3.1.1. Scope of data protection and right to privacy 

The international human rights bodies have not considered the relationship between data 

protection laws and the right to privacy in their jurisprudence. The instrument that touches upon 

some aspects of data protection in international human rights law is the UN Human Rights 
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Committee’s General Comment no. 16 on the right to privacy. Bygrave noted the lack of clarity on 

the part of the UN Human Rights Committee to explicitly include data protection principles: “it is 

surprising that the Committee’s specification of data protection principles is so truncated, given 

that the Committee had at the time of writing its General Comment several authoritative sets of 

more comprehensive data protection principles to which it could refer.”39 What Bygrave noted as 

surprising is not surprising if one takes into account the scope and the fundamental difference 

between data protection and the right to privacy.  

Data protection applies to information relating to an identified person and personal data 

regardless of whether they are connected to the intimate private sphere of the person (personal 

data). Not all personal data necessarily fall within the concept of private life and confidentiality of 

private life, including intimacy (data relating to private life). Personally identifiable information and 

personal information is within the scope of data protection whereas information that might affect 

an individual's private life is associated with the right to privacy. Privacy is a flexible concept that is 

considered contextually similar to how the flow of information is affected depending on the context. 

The context is subject to immediate and radical changes: a piece of information that in one 

moment appears innocuous can in another be of most significant sensitivity and importance. The 

ever-changing scope of information privacy often exceeds the scope of data protection, stipulated 

in legally binding legislation. Therefore, it is inevitable that there are overlaps between data 

protection and the right to privacy but they cannot replace one another.  

Based on the differing scope, another fundamental difference is highlighted. Data protection law 

is a tool that provides rules and conditions for processing personal data whereas the right to 

privacy involves judging when privacy is infringed by analyzing the permissible limits, irrespective of 

the type of data and not only limited to personal information. Data protection and the right to 

privacy have two different aims: data protection laws establish guidelines to protect personal 

information so that there is clarity on those who collect and process personal information and the 

right to privacy sets obligations of the State to protect the individual’s fundamental right.  

Data protection laws establish an enabling regulatory environment that facilitates the flow of 

data so that the data controller and business entities are faced with fewer obstacles but have legal 

certainty when conducting cross-border trade. Data protection laws establish guidelines to protect 
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personal information so that there is clarity for those who collect and process that information. In 

other words, data protection rules are designed to address the specific problems that may arise 

when public or private bodies engage in a systematic collection of data about individuals. A set of 

safeguards is defined by setting out the right of individuals in how data identifying them or about 

them are processed. In essence, data protection laws are born from international trade law. 

Therefore, data protection principles perform as guiding principles for the data controller to 

manage personal data without violating the rights of individuals.  

On the other hand, the right to privacy is an inherent right of individuals with the starting point 

that interferences of the right to privacy should be prohibited. In doing so, international human 

rights law sets out the obligations of the State to protect the individual’s fundamental right and 

stipulate permissible limitations on when the right can be limited. Hence, the implementation of 

protecting the right to privacy does not involve explicit and pre-determined guidelines but is 

assessed based on a balancing test that takes into account objective and reasonable criteria that 

are proportionate to the aim.  

5.3.1.2. Data protection principles and permissible limitation to the right to privacy 

An issue to be addressed further is how the principles of data protection and the matching 

concepts related to permissible limitation of privacy are adequate for implementation in practice 

taking into account the special features that apply to the digital space. The distinct difference in the 

aim and consequently the approach of protecting human rights are also found when we compare 

the principles of data protection laws which overlap with certain aspects of the right to privacy and 

its justified limitations.  

Article 17 of the ICCPR and its counterparts in other human rights treaties are written in a 

manner that allows States parties the possibility to introduce restriction or limitations. Article 17 

stipulates that “no one shall be subject to arbitrary or unlawful interference with his privacy”. 

When the right to privacy is understood as encompassing the right to informational privacy, the 

collection of digital information is an infringement of the right to informational privacy if it is 

arbitrary and unlawful. In other words, collection of digital information can constitute a justified 

limitation to the protection of the right to privacy if the collection is lawful and not arbitrary. 

Under UN Human Rights Committee’s General Comment no. 16 on article 17, the concept of 

arbitrariness is intended to guarantee that even interference provided for by law should be in 

accordance with the provisions, aims and objectives of the Covenant and should be, in any event, 
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reasonable in the particular circumstances.40 The UN Human Rights Committee has interpreted the 

notion of arbitrariness to include elements of inappropriateness, injustice, lack of predictability and 

due process of the law, as well as elements of reasonableness, necessity and proportionality.41 For 

instance, the travaux préparatoires indicate that the term “arbitrary” in article 17 was intended to 

cover interferences that are unreasonable.42 Also, the Committee indicated that “any interference 

with privacy must be proportional to the end sought and be necessary in the circumstances of any 

given case”.43  

Chapter 9 of this Study addresses how the principles of legality, necessity and proportionality 

are assessed, with a focus on specific features of the digital space, to justify the limitations to 

human rights identified throughout the life cycle of digital information. The aim of this section, on 

the other hand, is to compare the principles found in data protection laws and the permissible 

limitations identified in the right to privacy in article 17 of the ICCPR to examine how some 

elements of data protection laws and the justified limitations of the right to privacy overlap as well 

as the difference in their approaches.  

1. Purpose specification  

Personal data should be gathered for specified and lawful purposes and not processed in ways 

that are incompatible with those purposes. The Council of Europe Convention of 1981 for the 

protection of individuals with regard to automatic processing of personal data (”the Data 

Protection Convention”) stipulates the principle of purpose specification in its article 5: “Personal 

data undergoing automatic processing shall be: […] b. stored for specified and legitimate purposes 

and not used in a way incompatible with those purposes”.  

The purpose specification principle touches upon both the collection and processing of personal 

information according to a set and lawful purpose, which resonates with the permissible 

interference with the right to privacy. Particularly, the UN Human Rights Committee clarified that 

“effective measures have to be taken by States to ensure that information concerning a person’s 

private life does not reach the hands of persons who are not authorized by law to receive, process 

                                                      

 

40  UN Human Rights Committee, General Comment No. 16  Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1) Human Rights Committee, para. 4. 

41 Most recently, the UN Human Rights Committee referred to the notion of “arbitrariness” in its General Comment no. 36 on 
article 6 of the International Covenant on Civil and Political Rights, on the right to life, para. 12. 

42 UN Human Rights Committee, General Comment No. 16  Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 4.  

43  Toonan v. Australia (CCPR/C/50/D/488/1992), para. 8.3. 
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and use it, and is never used for purposes incompatible with the Covenant [emphasis added].”44 

Furthermore, the purpose of collection and processing should not infringe human rights. For 

instance, the International Convention for the Protection of All Persons from Enforced 

Disappearance (ICPED) stipulates in its article 19(2) that “the collection, processing, use and storage 

of personal information […] shall not infringe or have the effect of infringing the human rights, 

fundamental freedoms or human dignity of an individual”.  

2. Lawful and fair collection  

Personal data should be gathered by fair and lawful means. The Asia-Pacific Economic 

Cooperation (APEC) Privacy Framework in its principle 22 indicates that “the collection of personal 

information should be […] obtained by lawful and fair means, and where appropriate, with notice 

to, or consent of, the individual concerned.” The legitimate and fair collection principle rule 

involves the ways in which data is collected, namely, that it should be lawful, fair and with notice to 

and consent of the concerned individual. The data protection principles consider both the lawful 

and fair aspect of the collection.  

In relation to fair collection, the UN Human Rights Committee stated that “the gathering and 

holding of personal information on computers, data banks, and other devices, whether by public 

authorities or private individuals or bodies, must be regulated by law.”45 It can be argued that by 

merely referring to “regulation by law”, the Committee did not venture into how the information 

should be collected, namely, fair means and with the consent of the individual. However, given that 

the right to privacy includes the individual’s autonomy, particularly in relation to his or her personal 

information, the consent of an individual to collection of information is part of informational 

privacy including the individual’s control and power over collection and process of information 

about them. The notion of informational privacy as part of the right to privacy addresses the deficit 

in data protection rules related to notice and consent. Notice and consent as the solution proposed 

in data protection laws is not suitable to address secondary uses, which are not forecasted when 

data is first collected. The data collector cannot go back for consent for secondary use. Data 

protection laws pre-determine the rules and cannot accommodate new purposes whereas the 

individual’s autonomy over the collection and processing of personal information is not limited to a 

                                                      

 

44  UN Human Rights Committee, General Comment No. 16  Article 17 (The right to respect of privacy, family, home and 
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pre-determined rule or scope. Individual autonomy does not stop at a particular use but is valid for 

all uses related to an individual’s personal information.  

3. Collecting minimum data  

Another principle related to collection is the “minimality principle”: the amount of personal data 

gathered should be limited to what is necessary to achieve the purpose(s) of gathering the data. 

The APEC Privacy Framework reiterates this principle and states that “the collection of personal 

information should be limited to information that is relevant to the purposes of collection”.46 This 

means that the scale of personal data collected should be necessary and proportionate to the 

purposes for which it is being processed and not exceed that purpose. This principle appears to 

overlap with the principle of lawful and fair collection, which regulate the method of collection. 

However, the scale and amount of data collection which is the focus of minimality principle, cannot 

be subsumed as method of collection since collecting method goes beyond the scale and amount of 

data. 

The minimum collection of data resonates with the principle of necessity that is used for the test 

of permissible limitation by the UN Human Rights Committee: “As all persons live in society, the 

protection of privacy is necessarily relative. However, the competent public authorities should only 

be able to call for such information relating to an individual’s private life the knowledge of which is 

essential in the interests of society as understood under the Covenant.”47 Both the principle of 

minimality in data protection laws and the principle of necessity refer to the guidance that the least 

amount of data should be collected. However, it differs in that the purpose that shapes the 

minimum and necessity standard is different for data protection law and human rights: data 

protection facilities the regulatory environment while the fundamental aim of human rights is to 

protect the rights of individuals (section 5.3.1.1).   

4. Use limitation  

The use limitation concerns the conditions under which the gathered data should be used. The 

collection of personal information should be limited to information that is relevant to the purposes 

of collection (the APEC Privacy Framework, article 18). Personal data should not be disclosed, made 

available or otherwise used for purposes without the consent of the data subject and by the 
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authority of law. The usage of digital information involves the balance of rights and interests 

related to sending and receiving digital information in other words, the right to privacy of the 

individual wanting to keep his or her personal information private, freedom of expression, as well 

as the general interest of the public to access information. In the usage stage, the two items on the 

balance scale are the interest of those who collect and monitor information and the rights of 

collectees to claim their right to privacy. The principle of proportionality used in assessing 

justification of the right to privacy balances the competing values, taking into account the 

importance of the information in question and the legitimate expectations of privacy in a specific 

situation.  

5. Data security and data quality principle 

The “data quality principle” indicates that personal data should be accurate, complete and kept 

up-to-date in relation to the purposes for which they are processed and used. At the same time, 

data should be kept secure and measures should be implemented to protect personal data from 

unintended or unauthorized disclosure, destruction or modification. Data protection laws 

specifically stipulate that appropriate measures be taken to protect personal data “against 

accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or 

access”.48  

In contrast, article 17 of the ICCPR focuses on ensuring that correspondence is confidential. No 

mention is made of the need to ensure that personal data are safeguarded against unauthorized 

alteration or destruction or are otherwise adequate, relevant and not excessive in relation to the 

purposes for which they are processed. No cases have yet called for any bodies to extend the 

interpretation of the confidentiality aspect of correspondence, within the scope of the right to 

privacy, to digital information collected and stored in a database. However, given that 

correspondence in the digital space always involves storage of correspondence by a third party, it 

would not be surprising if the confidentiality of the correspondence in storage were to be 

interpreted as part of the protection of privacy. 

5.3.2. Rethinking privacy risks: nature and scope of harm inflicted 

The shape of the digital environment and the flow of digital information rely on a combination of 

technology, economic development, social norms and patterns, and the law. It follows that the 
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privacy risks that are prevalent in digital space must also take those elements into account. Notably, 

the amalgamation of those elements has created new ways to collect and process of digital 

information, thereby inflicting harms of different nature and scope. Particularly, the fact that all 

information can reveal sensitive and personal information in one way or another should be a salient 

point when assessing the harm posed. This factor will be vital for rethinking privacy risks in the 

digital space, particularly when adjudicators resort to the principle of proportionality in a strict 

sense to balance the harms inflicted against the benefits (section 8.4). It may also be a basis to call 

for a shift in how to the right to privacy in digital space is protected and to reaffirm the burden of 

proof on the actor that collects and processes information.  

This section examines attributes of ICTs and the digital space that impacts the exercise of rights 

associated with collecting and processing of digital information: for instance, how the technology 

enables disclosure of sensitive information (section 5.3.2.1) and how the purpose of collection 

renders the scope of collection from targeted to blanket collection (section 5.3.2.2).  

5.3.2.1. What does the processed information reveal? 

Both collecting and processing digital information are closely related to the specific nature of 

digital information, namely that it is composed of two types of bits that constitute digital 

information: bits that are the actual intended content of the information (“payload data” or 

“content data”) and bits that tell you about the content or other data (“non-content data”, “traffic 

data”,49 “metadata”, “communications data”, or “header information”). For instance, a text in a 

digital format created by using text processor (such as Microsoft Word) includes the text itself and 

also information on who created the text, when it was created and when it was last amended and 

opened, which is found in its properties. 

Irrespective of the composition, digital information can unintentionally or at times, intentionally, 

reveal or disclose private and personal information when collected data is processed. Personal 

information can be revealed from seemingly insensitive information, and seemingly anonymous 

data can be linked to explicit information identifying the person associated with the data. New 

                                                      

 

49  Traffic data is referred to as “routing, duration, time or volume of communication, the protocol used, the location of the terminal 
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technologies associated with big data and data mining may reveal sensitive information about 

individuals in a way that is unknown and not explained to the individual that is associated with the 

information. The analysis of collected data is often automated by computer systems, which uses 

techniques such as data mining, data profiling, data warehousing, among others.50 These methods 

and technologies allow for data that is not personally sensitive or that do not reveal the contents of 

the communication to expose sensitive content data. Therefore, discussions on the blurred 

distinction between non-content data and content data51 and analogies on how to distinguish non-

content data from content data52 are not useful in practice. Instead, it is important to understand 

how the collection and processing of information can lead to a disclosure of personal and sensitive 

information. 

1. Non-content and content data as a package  

For digital information to travel within the digital space, the two types of data are inseparable 

and must accompany one another. Non-content data contains instructions and addresses where 

the content data should be delivered to and hence, is a critical component in transmitting the 

information to the rightful recipient. For instance, an e-mail sent over the Internet is decomposed 

into several data packets, one of which contains the address of the destination. Those data packets 

in several pieces are transmitted over a variety of different paths, through a variety of 

intermediaries, and then reordered and assembled into the original message on the recipient's side. 

Without the non-content data attached to the content data, the message will not safely reach the 

recipient. 

Concerning communication or any information sent from one place to another, non-content 

data may reveal the content data, namely, information about the sender and therefore risk 

                                                      

 

50  Data mining generally involves a series of techniques such as automatic analysis, mathematical algorithms used to extract 
intelligence by finding patterns and relations in data. See Fred H. Cate, ‘Government Data Mining: The Need for a Legal 
Framework’ 43 Harvard Civil Rights-Civil Liberties Law Review 438. Data profiling is the process of examining the data available in 
an existing data source and collecting statistics and information about the data. Data warehousing refers to the business trend of 
collecting and cleaning transactional data to make them available for online analysis and decision support. See also Bart Custers 
above n 1. 

51  Report of the Office of the High Commissioner for Human Rights on the right to privacy in the digital age (A/HRC/27/37), paras. 
17 – 20.  

52  Several analogous examples of content and non-content data have been suggested: TV specification which tells about resolution, 
brightness of the TV or volume and channels. See Nicholas Negroponte, Being digital (Alfred A. Knopf, 1995), 49. Table of 
contents for albums of songs, cataloging archived information such as the Dewey Decimal System used for the classification of 
library materials; “pen register” which records all outgoing numbers called from a telephone line and “trap and trace device”, 
which records and processes incoming phone numbers. See Patricia L. Bellia, ‘Surveillance Law through Cyberlaw's Lens’ 72 
George Washington Law Review 1375, 1428. 
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interfering with the confidentiality of the communication. This is because the identity associated 

with the digital information is found in the non-content data of the digital information, which 

contains identification of the sender, the recipient and other information that can be used to 

deduce their identity. The Digital Rights Ireland case addressed this issue when considering the 

validity of the EU Data Retention Directive. The Court considered whether collection of non-content 

data attached to content data violated the EU Charter of Fundamental Rights, in particular, the 

right to privacy. In the Digital Rights Ireland case, the CJEU highlighted that non-content data also 

reveals the identity and private lives of individuals (see further analysis in section 5.2.3.1 “2. 

Personally identifying information”). 

2. Non-content data  

Whereas most non-content data are attached to the content data, there exists information that 

is solely composed of non-content data. One example is traffic data and its subset data - location 

data or mobility data - which are data about whereabouts of individuals. For instance, the latitude 

and longitude of the equipment of the user, the direction of travel, the identification of the 

network cell and the time of the location information. Another example is “browser-generated 

information,” information, which is automatically submitted to websites and services by a browser 

when connecting to the Internet.  

In relation to standalone non-content data, the salient issue is the uncertainty as to whether 

certain non-content data can be considered sensitive information that reveals the identity and 

private life of the user and whether non-content data should be afforded the same protection as 

content data. In Vidal-Hall v. Google case, the Courts in the UK considered a type of referrer data 

called “cookies”, which is data sent from a website and stored on the user’s computer by the 

browser (also known as “browser generated information”). The case involved three individuals who 

alleged that Google had been collecting private information about their Internet usage from their 

browser without their knowledge or consent. By collecting and analyzing “cookies”, which can 

identify and categorize information generated by the claimants’ use of their Internet browsers, 

Google was able to target advertising based on the claimants’ browser use. Google claimed that 

browser-generated information is not personal data as those data on their own are anonymous (did 

not name or identify an individual) and were kept segregated from other data Google held from 
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which an individual might be identifiable. However, the Court held that the browser-generated 

information was personal information, which can identify the individual.53 It can be deduced that 

the Court did not base its decision on the nature of information - namely, whether it is anonymous 

or pseudonymous information - to ascertain whether such information does or does not constitute 

personal data. Instead, the Court relied on the targeted advertisement that Google provided from 

which individual identification can be inferred. 

Even if no information can be inferred, non-content data can, in combination with other data, 

reveal the identity of an individual or their sensitive information. For instance, an IP address – a 

type of non-content data - alone does not reveal sensitive information. Dynamic IP 

addresses change each time there is a new connection to the Internet, meaning that website 

operators alone are not able to establish a direct link between an individual and the IP address. 

However, dynamic IP addresses can reveal the identity of an individual when combined with other 

information obtained from ISPs, such as the name of the registration of the Internet subscription. 

For instance, the CJEU in Scarlet Extended case ruled that dynamic IP addresses of Internet users 

were protected personal data because they allow users to be precisely identified.54 In other words, 

from the perspective of the ISP who has access to the IP address of the user and information that 

can identify the owner of a device that connects to the Internet, IP addresses are personal data.  

Unlike the Scarlet Extended case involving ISP, the Breyer case involved a German federal 

institution which operated the website and only had the information on IP addresses. The German 

federal institution was not an ISP and was not in possession of the additional information that is 

needed to identify the visitors to those websites.55 Nonetheless, the Court said: 

“The fact that the additional data necessary to identify the user of a website are held 

not by the online media services provider, but by that user’s internet service provider 

does not appear to be such as to exclude that dynamic IP addresses registered by the 

online media services provider constitute personal data within the meaning of 

Article 2(a) of Directive 95/46. […] It appears that the online media services provider has 

the means which may likely reasonably be used in order to identify the data subject, 
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November 2011. 
55 Case C-582/14, Patrick Breyer v Bundesrepublik Deutschland, Judgment of 19 October 2016, para. 35. 



 

118 

with the assistance of other persons, namely the competent authority and the internet 

service provider, on the basis of the IP addresses stored.”56 

The two cases illustrate that IP addresses and other non-content data constitute personally 

identifying information as it can infer information about an individual when combined with 

additional information. The decision is reaffirmed in practice when looking at techniques and tools 

such as data re-identification and trail re-identification, which allows non-content data to be re-

identified using another set of data that may be publicly available or privately stored. For instance, 

location data can be used to reconstruct individuals’ movements across space and time, and studies 

have proved that the patterns found are predictable enough to identify people who visited the 

location.57 

3. Content data  

Some digital information is solely composed of content data and are not accompanied by and do 

not rely on non-content data. It can easily be regarded that content data does not contain personal 

information or information that may identify individuals. However, content data alone can reveal 

private and sensitive information even when it is de-identified and not connected to a specific 

individual. A prominent example is search queries, terms or keywords that users enter into web 

search engines are one example of content data. Search query data ranges from information about 

a person, sensitive information or any information that users would like to find for navigational, 

information or transactional purposes. In re Google Referrer Header Privacy Litigation, a case where 

Google illegally shared the search terms of its users with third parties, the search query data is 

explained:  

“the user search queries disclosed to third parties can contain, without limitation, users’ 

real names, street addresses, phone numbers, credit card numbers, social security 

numbers, financial account numbers and more, all of which increases the risk of identity 

theft. User search queries can also contain highly-personal and sensitive issues, such as 

confidential medical information, racial or ethnic origins, political or religious beliefs or 

sexuality, which are often tied to the user’s personal information.”58 

De-identified content-data combined with other information can connect to a particular 

individual, potentially revealing the identity or private information of that person. This is rendered 

                                                      

 

56  Ibid paras. 44 and 48. 
57  B. Malin, L. Sweeney and E. Newton, Trail re-identification: learning who you are from where you have been (Carnegie Mellon 

University, 2003). 
58  In re Google Referrer Header Privacy Litigation, No. 15-15858 (9th Cir. 2017). 
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possible by analytic techniques; it is now common practice to aggregate, combine and process data 

of seemingly non-personal or anonymous information, which may reveal the identity associated 

with the information or any other sensitive information. These are analytic techniques such as data 

mining, re-identification algorithms that involve analyzing and processing large dataset - bulk data 

or big data - to determine patterns or correlations. These techniques are applied during the daily 

course of our lives. For instance, each time one purchases products both offline and online, content 

data that are collected at point of sale, which typically includes a cash register comprised of a 

computer, monitor, cash drawer, and debit/credit card reader. In 2012, an incident involving a large 

retail store, Target, illustrated how data collected at point of sale revealed personal information. 

Target sent coupons for baby items to a high school student, who purchased pregnancy test sets to 

confirm her pregnancy. Many retail stores have customer cards with personal information and also 

the history of all products that he or she bought. When analyzed together with the personal and 

demographic information, information about the purchase of certain products allowed Target to 

pinpoint the customer that is pregnant and target the customer with baby item advertisement.  

5.3.2.2. Purpose and scope of collection 

In the age of “big data”, the extent to which data is collected has an implication on what kind of 

information can be revealed and used. The purpose and scope of the collection further clarify the 

nature of the collection. Information about a person or group of persons can be collected for 

various purposes including personal, statistical and research, administrative purposes or intelligent 

systems.  

1. Purpose and actors 

The purpose of collection alters depending on the relationship of the entity that collects and the 

individual whose information is collected. For instance, in cases where individuals collect 

information from other individuals, particularly in a parent and child relationship, a collection of 

information and monitoring the child’s online behavior may amount to the parental right to 

guidance vis-à-vis their child.59 Additionally, an individual can collect information for personal, 
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120 

family or household purposes such as address books and phone lists or while preparing family 

newsletters.60  

When the collector is government or a private third party, the nature of the purpose changes. 

Many governmental agencies operate statistical data systems, which contain population census, or 

contain other personal data that are collected through a questionnaire or other survey methods. 

For administrative systems, information may be processed for internal purposes such as personal 

file or dossiers for an organization. As for the intelligence system, these include information used 

by governmental agencies such as police, law enforcement, and national security. The purpose of 

collecting digital information differs when it is the business entity that collects. In the electronic 

commerce context, the act of collecting is related to the business model which uses the data 

collected as a means to build profit, for instance, using it for advertisement purposes and in turn 

provide free services to users.  

2. Multi-purpose and scope (targeted and bulk interception) 

Data is collected for a purpose and the scope of the collection is targeted towards that primary 

purpose. In addition to the primary purpose of using data, data can also be reused for multiple 

secondary purposes. For instance, dormant data can be unleashed by combining datasets and data 

can be used for primary and several secondary purposes. In the current electronic commerce, the 

notion of consent is used as a solution to obtain authorization from data subjects for collecting 

digital information. However, notice, consent and opt out options do not address the collected data 

set used for a secondary purpose not specified at the time of collection.  

The multiple purposes of using data are related to the scope of the collection. The digital 

collection differs from the analog collection in terms of the scale of data collected. Due to the 

limitations of analog storage, the scope of the collection was limited and dictated by the purpose of 

using the collected information. In contrast, in the digital space, the more data is collected as it will 

create more value, simply known as "big data". As big data is about predictions and applying math 

to huge quantities of data to infer probabilities, the default norm is to collect as much data as 

possible so that the samples will reflect reality more accurately. Following the rise of big data, the 

business models in the digital space are changing as the value migrates from expertise to idea and 
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to data and then to those who control the data. This has led to the emergence of “data 

intermediaries” that can collect data from multiple sources, aggregate and process it for 

commercial benefits. Governments also tend to collect bulk data as opposed to targeted data 

collection so that when someone falls under suspicion, the authorities can immediately investigate 

rather than having to start gathering information from scratch.  

When communications are intercepted during transmission, the scope of interception in terms 

of the contents of the communication cannot be narrowed until the data are intercepted and 

stored. Due to the way digital information is transmitted, that is, split into various packets and 

routed through different channels, it is inevitable that information will be intercepted in bulk and 

bulk interception has become the default norm for intercepting or collecting information in transit. 

However, targeted collection of information in transit is nonetheless possible in theory by pre-

setting the scope based on the non-content information, namely, the destination of the recipient, 

the address of the source and the size and type of communication. The design of the multi-layered 

digital information ecosystem allows devices such as a router to act as a traffic enforcement agent 

who sees where the information is headed and dictates when and how the information can travel. 

The analog definition of targeted interception - which was used when a specific subject and 

location of the interception is identified - can be replaced with the criteria of the header 

information in the packet as that information also identifies the specific location of the information 

and types of information.  

In brief, targeted interception specifically dictates the scope before intercepting. Bulk 

interception, on the other hand, is followed by the scoping exercise after all electronic 

communication has been collected. This definition of bulk interception was addressed in the Big 

Brother Watch case.61 The aspects relating to definition and harm related to bulk interception 

identified in the Big Brother Watch case is introduced in the current section while the details of the 

case and aspects relating to the proportionality test are introduced in depth in Chapter 9. In the 

decision of Big Brother Watch case, the European Court of Human Rights (ECtHR) referred to “bulk 

interception regime” based on the conditions in which warrants can be issued under the Regulation 

of Investigatory Powers Act (RIPA) of the UK, particularly section 8. While as section 8(1) regulates 

interception warrants that are targeted to one person as the subject or the premise upon which the 
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interception is to take place, section 8(4) stipulates that this condition does not apply to 

interception of external communications in their transmission by means of a telecommunication 

system. In Big Brother Watch, the ECtHR concluded that the decision to operate a bulk interception 

regime fell within the margin of appreciation afforded to the State and did not amount to an abuse 

of power under section 8(4) of the Regulation of Investigatory Powers Act 2000 (RIPA). As long as 

the requirement to conduct bulk interceptions are met, intelligence agencies can intercept all 

communications transmitted on a particular route or cable, or carried by a particular service 

provider, and this could, in principle, be lawfully authorized. According to this interpretation, “bulk 

interception” referring to the capability of intelligence agencies and analysts to gather information 

and then search and examine the information, is lawful.  

In interpreting what amounts to “bulk interception” with focus on safeguards to against abuse of 

power, the Court in Big Brother Watch did not consider the specific impact that the scope of 

collected data – what is referred to as “big data” - has on exposing personal and sensitive 

information. Referring to the applicant’s argument that technological development poses larger 

risks when information is collected in bulk, the Court said: 

“[…] while the Court does not doubt the impact of modern technology on the 

intrusiveness of interception, and has indeed emphasised this point in its case-law, it 

would be wrong automatically to assume that bulk interception constitutes a greater 

intrusion into the private life of an individual than targeted interception, which by its 

very nature is more likely to result in the acquisition and examination of a large volume 

of his or her communications [emphasis added].”62  

The Court’s observation, while reasonable, did not explicitly explain why such an automatic 

assumption that bulk interception constitutes greater intrusion is wrong. The risk of intrusion into 

the private life of an individual is part of the criteria for bulk collection as well as for processing 

information. Therefore, it would also be wrong to automatically assume that bulk interception does 

not constitute a greater intrusion.  

The collection of any information in the digital space has the potential to reveal personal or 

sensitive information when taken as a whole. The scale of the information collected renders all 

information produced as a result of an individual’s activity online to be personally identifiable and 

hence, impacting the privacy of individuals. Therefore, bulk collection of digital information 
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produced by any individual should be understood as involving personal and sensitive information 

that affects the right to privacy. To take an example in the analog environment: the late Edgar J. 

Hoover, the former director of the FBI, collected information about political leaders, dissenters, and 

activists and then used that personal information to abuse his power, intimidate and threaten 

others. Hoover collected mass information without a specific purpose, which amounts to what we 

refer to as bulk or blanket collection. As a guardian of that information, he was able to disclose 

personal information about public figures. In addition to this risk, the digital space has the potential 

to disclose personal information from non-personal information and therefore, bulk collection and 

processing of digital information poses another layer of risk to the right to privacy.  

Furthermore, in Big Brother Watch, the ECtHR focused on the aspect of adequate and sufficient 

guarantees related to the bulk interception regime and failed to take into account that in the age of 

big data, the merit of collecting data is in its reuse for additional subsequent purposes. Relying on 

the fact that the bulk interception regime under section 8(4) of the RIPA did not meet the “quality 

of law” requirement, the Court concluded that there was a violation of the right to respect for 

private and family life.63 The Court’s focus was on the safeguards and the selection process of 

intercepted information in bulk when the authorities proceeded with selectors and search criteria 

for filtering and selecting material for examination by an analyst.64 It did not address the possibility 

that the collected information that is not part of the selection can be used for other secondary 

purposes and whether the authorities took actions to destroy those materials not examined by the 

analyst.  

5.3.3. Rethinking outdated concepts: method of collection 

History demonstrates that technologies have created an unprecedented ability to gather and 

spread information about one another around the world, hence creating new and vexing threats to 

privacy. In the 1970s, Westin noted that technological advances “now make it possible for 

government agencies and private persons to penetrate the privacy of homes, offices, and vehicles; 

to survey individuals moving about in public places; and to monitor the basic channels of 

communication by telephone, telegraph, radio and television”.65 In the 21st century, technological 

advancements further continue to create new possibilities with digital technologies that allow 
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cheap storage, easy and remote retrieval and global access without any constraint of physical 

presence. 

All activities performed by using digital information are stored in one way or another and digital 

technologies have further diversified ways to store and share digital information: (1) “voluntary 

direct collection” where individuals consent and the digital information voluntarily disclosed is 

collected; (2) “involuntary direct collection” where an individual is not aware and the digital 

information disclosed is collected; (3) “upstream collection” where information is collected by 

intercepting – either lawfully or unlawfully – the digital information in transmission; and (4) 

“downstream collection” where information is collected by having access to the storage – either 

lawfully or unlawfully – where a third party – either service provider or a foreign government -

stores the collected information. 

5.3.3.1. Voluntary and involuntary collection from the source 

In the offline world, there are numerous mundane ways in which individuals are tracked and 

monitored such as teachers taking attendance and coaches keeping track of athletes’ performance. 

Similarly, in the digital world, there exist the same mundane ways of gathering intelligence by 

means that are equivalent to interpersonal contact, namely, collecting directly from the source. 

What is different in the digital world is that individuals may or may not be aware that they are 

providing information to a third party. 

Voluntary direct collection is a general phenomenon that is predominant on the social network 

platforms, in particular, through using and updating profile pages on social network sites. Profile 

pages are seen as a repository of personal information in which individual users update his or her 

personal information.66 Individuals are consciously or unconsciously gathering their own personal 

data and therefore, becoming the generator of a personal data repository. Another voluntary 

collection method is self-surveillance where data is collected using automatic sensors and other 

technologies to measure for instance, how long one sleeps, what one eats and how one spends 

time. 

Looking through the frame of electronic commerce, individuals often voluntarily provide their 

personal information to the third-party collector. The data can be collected explicitly by asking the 
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consent of consumers when registering to use the services, which asks users to fill out a set of 

questions before they can access those services. In turn, the service providers have access to these 

data and use them to develop targeted advertisements and products or services reflecting 

customers’ preferences. In addition, individuals consent to sharing not only personal information 

but also non-personal information produced when they use online services. Service providers are 

able to collect how and when individuals navigate websites by monitoring browsing behavior with 

clickstream data or by using cookies.67 These methods gather data from individuals browsing the 

websites and use the collected data to tailor the information that those people receive. The 

collected data are used to improve individuals’ experience while using the websites, and in parallel 

leads to increased profit on the part of the service provider.  

In general, owing to the business model developed in the digital space, individuals willingly give 

up their personal information to benefit from the services offered.68 Bernal describes the mutual 

dependency between individuals and commercial entities –enterprises build a business from 

individual data and provide individuals with free services – as “symbiotic web”.69 Individuals and 

commercial enterprises are mutually dependent on the digital sphere: enterprises build business 

models relying on the use of personal data voluntarily disclosed or disclosed with consent, while 

individuals depend on free access to many services. However, while consumers may enjoy and 

benefit from these services, the imbalance of power between consumers and business raises 

questions about the extent to which consumers are aware of how and with whom the data they 

voluntarily surrender are shared and disclosed.70 

5.3.3.2. Collection of information in transit (“interception”) 

In contrast to voluntary collection, information can be collected without the sender or the 

recipient of the information being aware. While as the voluntary collection refers to situations 

where individuals actively disclose information, involuntary collection is where individuals provide 

information without knowing that information is collected, particularly when the information is in 

transmission. This definition corresponds to de facto usage of the word, “interception”, as opposed 
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to its technical and dictionary definition, which refers to the act of preventing the electronic 

transmission from reaching its intended recipient.  

The concept of “interception” that is used in a technical sense and the de facto common usage 

differs. When digital information is in transmission, an authorized or unauthorized third party can 

access the information with or without the knowledge of the sender or the recipient. This refers to 

the technical definition of interception of information. Similar to intercepting passes in a football 

game, by intercepting information, one can block the sender from sending information and equally 

block the recipient from receiving the information. The “interception of digital information” is 

understood as interfering with the flow of information and preventing digital information from its 

dispatch and receipt. The act of intercepting includes a two-stage process: first, to access the 

information and second, to modify its contents or information about its destination so that the 

information does not reach the intended user and in the intended form and contents. Modification 

refers to all possibilities where the integrity of information is compromised, in other words, where 

digital information is deleted, changed, altered or rearranged either in whole or in part.  

This technical definition of interception coincides with the dictionary definition of interception 

and how correspondence was intercepted in the old days, when the only way to conduct 

surveillance and monitoring was to physically stop the postman or horse carrier and open the letter. 

However, that concept of interception has changed in the digital space. In addition to being 

intercepted, information can also be collected following lawful or unlawful access to the 

information by a third party. While both the act of intercepting and collecting information share the 

precondition of accessing information, the two actions are different in terms of the impact on the 

flow of digital information. Whereas interception prevents the sender from sending and the 

recipient from receiving information, collecting information for surveillance or record keeping 

purposes does not interfere with the flow of information and the information is sent and received 

as planned. Collection does not result in any modification, and the sender or recipient of the digital 

information is often unaware that the digital information has been collected and at which point it 

was collected. 

The difference between the technical definition of interception and collection also relates to 

how we access the contents. In the era predating the Internet, correspondence had to be physically 

stopped and intercepted for a third party to be able to read the contents. In the digital era, 

preventing digital information from being sent or received is not a prerequisite for a third party to 

read the contents. It is often the case that digital information continues its path and reaches its 
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intended recipient but during transmission, the information is duplicated and stored. The concept 

of interception in the digital era is known as “upstream collection”, referring to the access and 

storage of Internet traffic by physically accessing the Internet cables and routers through which the 

traffics flows, with the aim of collecting Internet traffic so that it can be processed. Upstream 

collection does not prevent the flow of digital information or modify the information.  

The feature of collecting information without intercepting the flow of information but for the 

purpose of surveillance originates back to telegraph tapping and telephone wiretapping.71 Due to a 

growth in the volume of communication in the digital space and the infrastructure that supports 

communications, the traditional wiretapping method has been replaced with technologies that 

accommodate interception of communication from wires, fiber optic cables, wireless network, and 

other infrastructures. An existing example is an operation, codenamed “TEMPORA” run by the UK 

intelligence services. TEMPORA accesses the physical fiber-optic cables that serve as the backbone 

of the Internet and gain access to electronic communications so that they can be processed and 

searched at a later time. An example of legislation that regulates upstream collection is the US 

Foreign Intelligence Surveillance Act (FISA), which regulates electronic surveillance and physical 

searches conducted to acquire foreign intelligence information. FISA regulates how the US 

government conducts its signal intelligence operation for both its citizens and non-US citizens 

outside the US. FISA provides authority for the US government to conduct electronic surveillance 

targeting persons rather than places.72   

Clarity in understanding the two different acts – interception and collection – in the digital space 

would further help adjudicators to clarify what risks are present for the two actions when they are 

adjudicating the balance of interest and the risk of harm. Interception, as described above, entails 

that electronic communication is not sent or received which has a different consequence compared 

to unlawful collection, which infringes the right to privacy but without impacting the flow of 

information. Furthermore, separation of the two concepts also addresses the situation where 
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obtaining information by collection and by interception is treated differently. This is addressed 

separately in the following section.  

5.3.3.3. Collection of information from third-party storage  

Digital information can be collected from third-party companies that process and store digital 

information (referred to as “downstream collection”).73 Notable example includes “PRISM”, a code 

name for a program used by the US National Security Agency. Government officials can request 

that the ISPs provide information by court order or an administrative subpoena. In 2014, it was 

revealed that companies such as Microsoft, Google, Facebook, and Yahoo provided data of 

accounts associated with customers on government request through National Security Letters, 

which are administrative subpoenas issued by the US government to gather information for 

national security purposes. Different to National Security Letters, which are issued without judicial 

oversight, in the case of Ben Faiza v. France, criminal police officers obtained authorization from 

the public prosecutor to issue a court order to a mobile telephone operator to obtain the records of 

incoming and outgoing calls on four telephone lines and the list of cell towers pinged by the mobile 

telephones.74 This case concerned surveillance measures taken against one particular person 

through the geolocation of his vehicle and a court order for telephone operators’ records in a 

criminal investigation in order to investigate his involvement in drug-trafficking offenses.  

In Big Brother Watch, the ECtHR distinguished electronic communication obtained by the UK 

authorities from third-party service providers and those that were intercepted either by the UK 

intelligence services or foreign intelligence services. The Court rather vaguely explained that when 

governments obtain information that is collected from a third party service provider, this is “not an 

interception regime for the bulk acquisition of communications data but permits certain public 

authorities to acquire communications data from Communications Services Providers”.75 Indeed, 

the authorities do not engage in the act of intercepting, in other words, accessing and storing 

digital information in its original format.  

The Court’s assumption is that as long as the government authority does not actually intercept 

electronic communications, other ways of obtaining the intercepted information does not amount 
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to interception. This assumption misses an important point, which becomes clear when we replace 

electronic communication with goods. The rightful owner of a good can legally lodge it with a third 

party, for instance, in a bank vault. The individual actively lodges a good in the bank vault, with the 

explicit intention to keep the good in the selected bank and identifying a clear time frame and 

condition for the storage. The digital version of this scenario corresponds to the situation where the 

individual has explicitly consented to the interception or the storage of electronic communications. 

In this case, a government authority can legitimately obtain electronic communication, for instance, 

by use of a search and seizure warrant. However, another scenario is one where goods are illegally 

lodged by someone other than the rightful owner, in which case the third party is in possession of a 

stolen good irrespective of the knowledge whether it was stolen. Here, the individual has not 

consented to the storage of electronic communications and a government authority obtaining the 

illegally lodged communication amounts to illegal interception without the knowledge of the 

individual concerned. A stolen good remains a stolen good, even if not actually stolen by the third 

party that happens to be in custody of the good. The individual who has bought, been given or 

acquired the stolen good is also considered liable. Following the same logic, whether the 

government entity has been involved in the actual act of accessing and storing the information or 

not is immaterial. If the entity obtains the unlawfully intercepted information, then the government 

becomes a de facto party to the collection, albeit passively, as one of the beneficiaries of the 

collected communication. This argument is further strengthened when we look from the 

perspective of the data subject or the individual whose electronic communication is collected. For 

the individual, whether the authorities access his or her communication directly by tapping into 

optic-fiber cables (what the Court in Big Brother Watch calls “interception regime”) or whether the 

government obtains the same communication by asking the third-party who stores that 

communication as part of their business activity bears no difference. The result is that the 

communication has been accessed, obtained and shared by the third-party.  

5.3.3.4. Transfer of collected information  

In addition to requesting information to the service providers, government authorities can 

request and receive intelligence from other governments. Digital information accessed by one 

government can be transferred to another government, for instance, under a bilateral agreement 
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concluded by States to share digital information.76 The transfer of information is also relevant to 

non-governmental entities such as international organizations, which can transfer information to 

national law enforcement agencies and courts.77  

Since the revelations made by Edward Snowden relating to US and UK-operated electronic 

surveillance programs, two notable cases have addressed the transfer or sharing of information 

collected by a third party – both private service providers and intelligence agencies – and the 

assessment of those transfers under human rights law. 

In the case of Schrems v. Data Protection Commissioner, Mr. Schrems raised concern that his 

data, along with those of Facebook users residing in the EU, had been accessed by the US National 

Security Agency. Mr. Schrems challenged the transfer of his data (and the data of EU citizens 

generally) to the US by Facebook Ireland, which is incorporated in Ireland. Mr. Schrems complained 

to Facebook Ireland about how some or all of the personal information of Facebook users residing 

in the EU is transferred to servers in Facebook US (incorporated in the US), where it underwent 

processing.  

The focus of the case was on the “US - EU Safe Harbor Framework” - officially known as 

Commission Decision 2000/52078 - developed to govern transatlantic data transfers between the 

US and EU.79 The EU Commission Decision 2000/520 outlined the adequate level of protection for 

the transfer of data from the EU States to the US. Mr. Schrems contested the legal adequacy of the 

“US - EU Safe Harbor Framework” and contended that US law and practice did not ensure an 

adequate level of protection within the meaning and requirement of Article 25 of the EU Data 

Protection Directive. Additionally, it was questioned whether the raw intelligence gathered had 

been obtained lawfully by counterparts or whether it had been ensured that the information they 

shared would not be used in a manner that would lead to human rights violations.80  

                                                      

 

76  For instance, the British-US Communication Intelligence Agreement of 5 March 1946. 
77  The Policy on the Protection of Personal Data of Persons of Concern of UNHCR indicates that UNHCR may transfer personal data 

to third parties on the condition that the third party affords a level of data protection the same or comparable as its data 
protection policy. See Policy on the Protection of Personal Data of Persons of Concern to UNHCR (May 2015). 

78  2000/520/EC: Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and of the 
Council on the adequacy of the protection provided by the safe harbor privacy principles and related frequently asked questions 
issued by the US Department of Commerce (notified under document number C(2000) 2441).  

79  The Safe Harbor program has been replaced by the US-EU Privacy Shield Framework following the judgment of the European 
Court of Justice in 2015 declaring invalid the European Commission’s 26 July 2000 decision on the legal adequacy of the US-EU 
Safe Harbor Framework. This new Framework provides a legal mechanism for companies to transfer personal data from the EU 
to the US. 

80  Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while countering 
terrorism, Martin Scheinin (A/HRC/10/3) (2009), para. 48. 
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The case led the CJEU to invalidate the “US - EU Safe Harbor Framework”, which governed data 

transfers between the EU States and the US.81 The main reason for the invalidation was based on 

inadequate level of protection provided by the US. The Court acknowledged that transfers of 

personal data from the EU to third countries are necessary for the expansion of international trade, 

however, referred to recital 56 and 56 of the EU Data Protection Directive that such transfers may 

take place only if the third country ensures an adequate level of protection and further, that 

transfers of personal data to third countries not ensuring an adequate level of protection must be 

prohibited.82 The US did not ensure the same adequate level of protection for personal data, as 

required for allowing international data transfers under EU law. In the US, the principles stipulated 

in the “US - EU Safe Harbor Framework” were implemented in a self-certification scheme where the 

US companies who store customer data self-certified that they adhered to the Safe Harbor 

Principles. The Principles had no binding effect and US companies could engage in cross-border 

data transfer by voluntarily subscribing to the Principles. In other words, private US companies 

safeguarded the protection of users’ data based on their self-assessment and self-certification. 

There were no legal measures regulating bilateral mechanisms and no meaningful form of oversight 

existed to safeguard human rights. 

Another notable case already mentioned above is Big Brother Watch and Others v. the United 

Kingdom, which suggested that the UK intelligence service had access to data collected by the US 

government from third-party services providers through the program PRISM. The case of Big 

Brother addressed intelligence sharing with foreign governments, referring to it as an “intelligence 

sharing regime”.83 Unlike the Schrems case that addressed transfer of data collected by third party 

service providers, the intelligence sharing regime that was the subject of the Big Brother Watch 

case was different in that a government can specifically request for intelligence agents to intercept 

and collect information. The Court clarified two aspects relevant to the “intelligence sharing 

regime”: one where the UK authorities receive intelligence either at the request for the foreign 

intelligence service to intercept or simply at the conveyance of the product of intercept when the 

communications are already intercepted by a foreign intelligence service.84 Therefore, to reach its 

                                                      

 

81  Case C-62/14, Maximillian Schrems v Data Protection Commissioner, Judgment of 6 October 2015, Judgment of 6 October 2015.  
82  Ibid paras. 48 and 49. 
83 Big Brother Watch and Others v. The United Kingdom (App Nos. 58170/13, 62322/14 and 24960/15) ECHR 13 September 2018,  

paras. 389 – 449. 
84  Ibid paras. 417 and 418. 



 

132 

conclusion that the intelligence sharing regime did not violate the right to privacy under the ECHR, 

the Court relied on the clarity of conditions and procedures related to the UK’s request for 

intercepted material from foreign intelligence agencies or the conveyance of intercept material 

from foreign intelligence agencies.  

These procedures and rules for requesting and handling unanalyzed intercepted 

communications from a foreign government have been incorporated into the UK Interception of 

Communication Code of Practice, pursuant to article 71 of the RIPA. The Code of Practice also 

provides safeguards for handling unanalyzed intercepted communications received by the UK from 

a foreign government, clarifying that “the communication content and communication data must 

be subject to the same internal rules and safeguards that apply to the same categories of content 

or data when they are obtained directly by the intercepting agencies as a result of interception 

under RIPA.”85 Based on the domestic law of the UK and the Code of Practice, which provide 

sufficient clarity for the procedure for requesting either interception or the conveyance of 

intercepted material from foreign intelligence agencies, the Court concluded that the intelligence 

sharing regime in this case did not violate the right to privacy.86 

The judgment focused on the procedures to request intelligence and standards when handling 

the unanalyzed intelligence received including storing, accessing, examining, using and erasing.87 

What was missing was whether safeguards and adequate procedures were in place when the 

interception and collection took place. The Court avoided examining whether the US intelligence 

agencies adhered to a clear procedure when intercepting to gather intelligence by drawing the line 

that the interception itself did not occur within the UK’s jurisdiction. The Court stated that “even 

when the UK authorities request the interception of communications (rather than simply the 

conveyance of the product of intercept), the interception would appear to take place under the full 

control of the foreign intelligence agencies.”88 Applying this argument to the above-mentioned 

Schrems case, one can argue that after data is transferred to the US and when it is processed and 

analyzed under full control of the US and outside the jurisdiction of any EU countries, how data is 

processed and analyzed is not within the jurisdiction of the country which transferred the data. 

                                                      

 

85  Section 12.5 of the Interception of Communications Code of Practice, Pursuant to section 71 of the Regulation of Investigatory 
Powers Act 2000. 

86  Big Brother Watch and Others v. The United Kingdom (App Nos. 58170/13, 62322/14 and 24960/15) ECHR 13 September 2018, 
para. 447.  

87  Ibid para. 431 – 440. 
88  Ibid para. 420.  
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However, this argument would contradict the decision rendered in Schrems because the core of its 

decision was based on the fact that the US did not have the same level of protection as the EU in 

processing data that Facebook collected from EU residents.  

Whereas the Schrems case highlighted the fact that the US did not have the same level of data 

protection as the EU in terms of processing and using those data, the contentious issue of Big 

Brother Watch for the issue of intelligence sharing was whether the procedures to intercept and 

collect information followed the same adequate level. Following the decision of Schrems, the 

transfer or sharing of intelligence is valid if the third-party – whether it is foreign intelligence 

agency or a company - affords the same or comparable level of protection and safeguards. The 

argument that one should transfer confidential and sensitive data to a party that has the same level 

of data protection, standards and procedures for using those data, can apply the other way around. 

One should receive data and intelligence from a party that has the same level of standards and 

procedures for intercepting and gathering data. As argued earlier in this Chapter, the act of 

collecting and processing information goes hand in hand as the scope of collection determines the 

outcome of the information processed. The collection of information, what the courts normally 

refer to as interception, precedes the processing or analysis of the information. Therefore, if the 

information is collected or intercepted in an unlawful way, the argument that processing was lawful 

only satisfies one condition, and as a result, both the interception (collection) and processing as a 

set is unlawful and in violation of the right to privacy. 

5.3.4. Understanding actors in the usage stage 

The collection and processing of digital information is a cross-cutting issue that involves various 

spectrums of fields such as human rights, policy, culture, computer technologies, criminal law, 

commercial law, and public law. These different perspectives can be analyzed by looking into the 

actors involved in the collection, namely, depending on the characterization of the collector and 

“collectee” of information or the subject and object of the information collection.  

It is not only government agencies that could collection information. That capability to collect 

information has now expanded to other actors such as private entities and even to individuals. 

Furthermore, information processing no longer remains the domain of professional statisticians. 

With digital processing methods and technologies easily accessible, non-professionals can process 

digital information using off-the-shelf services such as Google Analytics that provide web analytics 

and process data about individual’s activities on a given website. The collector and the entity that 
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processes information can either be a public entity, usually the State or the agent of the State, a 

private commercial entity or a private individual. These three actors can collect information from 

individuals, business entities or States and the collection can be both unlawful and lawful. The 

combination of these elements reveals situations where a State can lawfully collect information 

from individuals (e.g., census) and unlawfully collect information (e.g., surveillance) and similarly, 

where a business entity can collect information from its clients with consent for client management 

and profile their behavior without consent. The digital environment allows natural persons to also 

collect from business entities and States; unlawful ways of collecting would amount to hacking by 

individuals or sous-surveillance and lawful means would equate to exercise of the right to access 

information. Another emerging scenario is that of “self-surveillance” involving measures of the 

individual self, initiated by the self, using sensors that are in one’s control, for the primary purpose 

of measuring the self. For instance, individuals are measuring themselves (how long we sleep, what 

we eat, how we spend our time) and individuals store these data somewhere in the “cloud” and 

give third parties broad access to these data.  

Digital technologies have enabled everyone – ranging from government, business and 

individuals – to be able to collect information from everyone, process it and take decisions and 

actions based on that information. The collection of information is no longer only surveillance by 

the government or monitoring by business entities but is a cross-cutting issue that needs to be 

understood from the perspective of various spectrums of fields and issues. Further, the collection 

of information can be the usage of computers and automated data in policy-making and 

management processes. Where computer-based decision-making techniques are used, there are 

concerns that new techniques in government administration may lead to a loss of control by the 

people over public affairs and that moral responsibility may be abdicated in the face of computer-

based decisions. In other words, the person or entity responsible for actions related to using digital 

information are not limited to governments or business entities but can be extended to individuals 

in certain situations. Yet, the problem remains that there are no standards which regulate the acts 

of all actors. These scenarios are of concern in international human rights law given that the 

interpretation of articles on privacy designates that the right to protection is to be guaranteed 

against all relevant interference or attacks “whether they emanate from State authorities or from 
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natural or legal persons”.89 Chapter 9 of this Study on the actors of the digital information 

ecosystem dissects this feature of the digital ecosystem. 

Another aspect of actors in the usage stage relates to the virtual boundary in the digital space. 

Digital space does not replicate the physical boundary of the territory of States and digital 

information freely moves on the network. Therefore, the default practice and norm in the current 

digital space is that the actors, the physical system and the act of accessing and collecting cannot 

be pinpointed to a specific territory or jurisdiction of a State. With the cross-border movement of 

people, goods and services at continuous growth, together with the ubiquitous nature of the digital 

space, another layer related to the geographical location is added. Whereas traditional surveillance 

and collection of information focused on specific location or facilities, the target shifted to the 

individual itself irrespective of the location of the person. This means that in a global world where 

movement of individuals from a country to another is frequent, the nationality of the person whose 

information is collected as well as the location of the person bears lesser meaning.  

The feature of virtual boundary in the digital space is reflected in US surveillance laws. Under the 

US Foreign Intelligence Surveillance Act (FISA), electronic surveillance is no longer limited to an 

identified location and if the target of the surveillance left the location, the surveillance would 

follow the targeted individual and not remain in the specific location. Further, the surveillance is 

not limited to the nationality of the State. FISA Section 702 is a critical authority that allows the US 

government to target the communications of non-US persons located outside the US for foreign 

intelligence purposes.90 In accordance with Section 6001 of the Intelligence Reform and Terrorism 

Prevention Act of 2004, FISA allows agencies to obtain permission to wiretap and search non-US 

citizens who are foreign powers or agents of foreign powers operating within the US. This section, 

known as the “lone wolf” amendment, broadens FISA to allow surveillance of a new category of 

individuals. The provision amends FISA’s definition of “agent of a foreign power” to include any 

person, other than a US national, who engages in international terrorism or activities in preparation 

thereof. That definition required a nexus to a foreign power or entity, such as a foreign government 

or an international terrorist organization. Therefore, a US law, negotiated and adopted by the US 

                                                      

 

89  UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1). 

90  The background and origin of section 702 traces back to the 9/11 attack: the US government’s failure to detect and disrupt the 
attack was cited as being due to a lack of communication and coordination between U.S. law enforcement and the intelligence 
community. In 2017, the House Permanent Select Committee on Intelligence introduced the FISA Amendments Reauthorization 
Act of 2017 (S. 139, as amended) to renew Section 702 authorities for six years. 
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government can have ramifications for people around the world where they could be subject to 

electronic surveillance by the US government. It is also interesting to point out that FISA does not 

allow targeting any person located inside the US. However, communication involves two parties 

and if the US citizen is a party to the communication with a non-US citizen outside of the US, US 

citizens can also be subject in certain cases. Such a message may be incidentally collected because 

the target (the foreign terrorist) is being lawfully monitored under Section 702. 

The location and nationality of the individual raise questions on the scope of protection offered 

in relation to the unlawful nature of the collection better known as surveillance. The specific issue is 

whether the protection offered in relation to the unlawful collection of digital information for 

surveillance by a State should be extended to a non-national in the territory of the State or national 

outside the territory of the State. While national legislation may have different interpretations on if 

and how protection of privacy should be extended to non-citizens, international human rights law 

stipulates that all individuals should be protected of their right to privacy irrespective of their 

nationality as all human beings possess inherent dignity deserving protection. Therefore, the fact 

that an individual happens to be non-national or national or located outside or within the territory 

of a State should not bear any difference. As Milanovic pointed out, it would be difficult for a State 

to justify, say, having one surveillance regime for its own citizens living in a country and another for 

foreign nationals who are also in the country.91 Similarly, it would be odd for any State to justify 

having one regime for its citizens living in the country and another for those residing outside the 

country.  

                                                      

 

91  Marko Milanovic, 'Foreign Surveillance and Human Rights, Part 1: Do Foreigners Deserve Privacy?' (EJIK: Talk!, 25 November 
2013). 



Chapter 6. Disposal 

Have you ever “googled” your name to find out what digital records you have left or others have 

left about you? Have you tried to search on the <google.com> website accessed from a country in 

the EU and also tried the same search query accessed from elsewhere in the world? Since the Court 

of Justice of the European Union (CJEU) ruled in 2014 that certain users have the right to ask search 

engines to remove results that include the person’s name, search engines such as Google are now 

required to remove those results so that they do not appear in a results page accessed from an EU 

country.1 The decision had profound consequences for search engines incorporated in countries in 

the EU. It was a significant shift that accompanied changes in how personal information is 

protected and how search engines operate. This paradigm shift is also observed in other parts of 

the world. Since 2016, in the Republic of Korea, service providers are required to either delete the 

content or to temporarily block access to the content in accordance with the Network Act of the 

Republic of Korea.2 Although at a different pace, telecommunication industries around the world 

are now operating in a paradigm where individuals can exercise their right to request deletion of 

information about themselves. This Chapter on the disposal of digital information illustrates how 

this paradigm shift is working in practice and how international human rights law regulates the 

rights of individuals to have information about them disposed.  

6.1. What is disposal stage? 

Disposal is the last stage of the life cycle of information after the information has fulfilled its 

purpose and when its usage is completed. In the analog counterpart, unless there are specific 

reasons to retain and archive the information, the information is disposed of, namely, deleted from 

its storage. The analog version of the disposal stage of information includes both deletion and 

archival of information. In the digital version, the disposal stage requires adaptation to its analog 

counterpart due to the specific features of digital information, namely, that the usage of digital 

information in most situations is never completed. In other words, the life cycle of digital 

information never comes to an end because, in reality, the usage of digital information is rarely 

finished. Digital information is kept even after its first usage has been completed because it can also 

                                                      

 

1  Case C-131/12 Google Spain SL, Google Inc. v. Agencia Española de Protección de Datos (AEPD), Mario Costeja González, 
Judgment of 13 May 2014. 

2  Article 32-4 on deletion and blocking of exposed personal information has been included in the amendment to the Act (Act No. 
14070, 22 March 2016). 
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be used for other secondary purposes. For instance, digital information that is publicly available via 

search engines continues to be in usage without an expiry date. Additionally, due to cheap and 

large capacity storage, the information remains potentially accessible to the public and can be 

retrieved at a later stage, making the information “durable” on the Internet, to borrow the 

terminology from Vajic and Voyatzis.3  

Another feature is the paradigm shift where deletion has become the exception and retention of 

digital information has become the norm. Given the large amount of data, the task of selecting and 

deleting takes more time and effort compared to simply keeping the data. In the words of Mayer-

Schonberger, “forgetting has become the exception and remembering the default.”4 Others have 

noted that the paradigm allows for perfect digital memory: “There is a real sense in which, thanks 

to search engines, memory is now perfect and infinite. Information and how it is shared are crucial 

determinants in how culture is understood and exercised and how identity is constructed and 

perceived.”5 Therefore, the emphasis is now on which information is shared or not shared. 

These two features of digital information allow digital information to be available even after its 

initial use and hence, the main issue narrows down to when and how digital information should be 

disposed of. Due to these features, the concept of disposal cannot apply directly to digital 

information and there are no equivalent sets of concepts or actions that can apply to the final stage 

after digital information is used.  

6.1.1. Understanding ways to dispose (delete) digital information  

In theory, digital information can be erased by physically destroying the medium that stores the 

data; however, when digital information is stored in separate, multiple storages, it makes physical 

destruction nearly impossible. How information is deleted depends on the method of storing digital 

information and the design of a database that stores information varies depending on the size of 

data. A traditional database designed for a small set of data, required data to be structured in a 

way so that they could be broken up in accordance with the predefined indexes of the database. 

Data was stored with one or several identifiers, which were used to retrieve and make changes to 

the data. In the era of big data, where there exist varying types and quality of data, it is not possible 

                                                      

 

3  Nina Vajic and Panayotis Voyatzis, ‘The Internet and freedom of expression: a "brave new world" and the ECtHR's evolving case-
law’ in Josep Casadevall et al. (eds), Freedom of Expression: Essays in Honour of Nicolas Bratza (Oisterwijk : Wolf Legal Publishers 
2012), 4.  

4 Viktor Mayer-Schönberger, Delete: The Virtue of Forgetting in the Digital Age (Princeton University Press, 2009), 2. 
5  Dominic McGoldrick, ‘Developments in the Right to be Forgotten’ 13 Human Rights Law Review 761, 762. 
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to have a predefined criterion according to which data can be stored and hence, retrieved. Further, 

a large dataset is often split up across multiple storage places that are not necessarily at the same 

physical location.  

The more widely used method to delete information is overwriting or formatting the data, which 

is equivalent to modifying the data so that, for instance, the data can no longer be found or the 

content of the data no longer exists. Yet, this method of modifying the data to delete it also poses 

challenges in a decentralized network such as a peer-to-peer network or third party controlled 

storage, such as cloud computing, which differs from a centralized network managed by a service 

provider who can modify the information in the storage under control. 

An alternative and narrower interpretation (in comparison to its total erasure) as well as a more 

familiar way of deleting information, is restricting its retrievability so that access to the content is 

not available. Modifying the status of data, such as the link to the data, ensures that the data is not 

found and hence, the information becomes unsearchable and ultimately forgotten or lost in the 

digital world. For instance, when a Facebook account is deactivated, the contents of that account 

still exist, but the users do not have access to the link that would lead to the contents. Another way 

to restrict irretrievability is by limiting the individual’s access to the information by not granting 

permission to access. The system can be configured so that it would make the information available 

to authorized persons only. The service provider or the individual administrator of a website can 

exercise control for a user to have or not have access to some contents of the website. Strictly, this 

cannot be called “deletion” in the sense that the information still exists in digital space but it just 

became difficult to find the information. 

A similar result of being forgotten is also rendered when a search engine establishes an 

algorithm that would offer services to “bury” information which an Internet user may want to have 

forgotten so that it only turns up in limited search results. For instance, social media posts can be 

subject to “shadowban”, which refers to instances where a post does not appear in the hashtag 

search results. In other words, it refers to the act of blocking or partially blocking a user or their 

content from an online community such that it will not be readily apparent to the user that they 

have been banned. This can directly impact the ability for non-followers to discover your profile 

and content resulting in lower engagement, namely to the existing followers of the social media 

account and not available to the general public. This method makes the user’s contribution and 

content invisible or less prominent to other members of service. 

https://en.wikipedia.org/wiki/Block_(Internet)
https://en.wikipedia.org/wiki/Online_community
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6.1.2. Newly proposed rights related to disposal 

Many have proposed and dissected several concepts that replace the disposal stage and those 

that are similar to the final stage of the information management cycle. All these concepts have 

been discussed in the form of a right, either as a part of the right to privacy or a right of its own. 

The newly emerging concept of the right to delete is often discussed together with the right to be 

forgotten and the right to oblivion ("le droit à l’oubli"). The concept of deletion of personal data is 

used interchangeably with the terms “the right of oblivion”, “the right to forget”, “the right to be 

forgotten” and “the right to erasure”.  

6.1.2.1. Right to forget 

The right to forget is distinguished from the right to be forgotten. The right to forget refers to a 

situation where a historical event should no longer be revitalized due to the length of time elapsed 

since its occurrence. The right to be forgotten reflects the claim of an individual to have certain 

data deleted so that third persons can no longer trace them. Weber takes an approach to 

distinguish the two concepts using the active verb tense for the right to forget and the passive 

tense for the right to be forgotten.6 He also refers to the time component to differentiate the two: 

while the right to forget refers to a past event that has occurred a long time ago, the right to be 

forgotten allows any data subject to claim the deletion of their data regardless of the length of time 

elapsed.7  

As clarified in section 6.1.1, forgetting information and deletion of information is different in the 

technical sense. The deletion of information refers to deleting both the content data and the 

identifier of that data, which in the current digital world is near impossible. The act of forgetting 

can mean both the deletion of the content data and the identifier of the data or the retrieval link to 

the data. In the world of big data, without the retrieval link, the information is lost and hence, 

forgotten. As Mayor-Schonberger pointed out, when we forget, it means that what we have lost is 

not the information itself but the link to it.8 

  

                                                      

 

6  Rolf H. Weber, ‘The Right to Be Forgotten More Than a Pandora’s Box?’ 2 Journal of Intellectual Property, Information 
Technology and E-Commerce Law 120. Also see Aurelia Tamo and Damian George, ‘Oblivion, Erasure, and Forgetting in the 
Digital Age’ 5 Journal of Intellectual Property, Information Technology and E-Commerce Law 71. 

7  Rolf H. Weber above n 6, 121. 
8  Viktor Mayer-Schönberger above n 4, 19. 
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6.1.2.2. Right to be forgotten 

The right to be forgotten is not a new concept but a newly packaged one that resembles the 

right to forget or the right to oblivion. The right to be forgotten in the context of digital space was 

recently proposed in conjunction with deleting digital memory and regulating data retention. 

However, the inherent background behind the concept is not new and has been discussed for many 

years, particularly surrounding the legal doctrine and court practice concerning persons who were 

convicted in court and who wanted to make information about their conviction disappear after a 

certain time period had elapsed. We know this concept as the “right to oblivion” or “the right to 

forget” often related to the publication of criminal history and the right of the individual to prevent 

others from communicating his or her association with a criminal past.9  

While the intended outcomes of the right to oblivion and the right to be forgotten are a shared 

one, the way in which both rights are implemented differs. The right to oblivion is about restricting 

a third-party’s access to information after a certain period has elapsed, which has the impact of 

altering the nature of public information to personal, private information. For instance, the right to 

oblivion in the context of a criminal record refers to limiting or restricting access to that information 

but the records still remain valid and accessible. The outcome of the right to be forgotten is the 

same in that the public will not readily access the digital information but the way it is carried out is 

different: instead of restricting access, the index to the information is deleted. The technical action 

that is associated with the right to be forgotten is de-listing or de-indexing information from a list of 

search results. This means that access is not restricted and the content remains available in the 

digital space but it is no longer convenient to find the correct link to retrieve the information. 

This was the heart of the discussion in the Google Spain Case where the CJEU ruled that the link 

to searchable information about the complainant should be delisted from the search engine.10 In 

other words, the case involved the right of individuals to obtain removal of certain search results 

and recognized the so-called “right to be delisted”. The case concerned two requests from Mr. 

González. The first was for the newspaper publisher, La Vanguardia, to be required to remove or 

alter the pages that mention Mr. González’s name in a real-estate auction connected with 

proceedings for the recovery of social security debts so that the personal data relating to him no 

                                                      

 

9  Jef Ausloos and Meg Leta Jones, ‘The Right to Be Forgotten Across the Pond’ 3 Journal of Information Policy 1, 2. 
10  Case C-131/12, Google Spain SL, Google Inc. v Agencia Española de Protección de Datos (AEPD), Mario Costeja González 

Judgment of 13 May 2014.  
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longer appeared. The second was addressed to Google Spain or Google Inc. with the specific 

request that the search engine be required to remove or conceal the personal data relating to Mr. 

Gonzalez so that they ceased to be included in the search results and no longer appeared in the 

links to newspaper publisher websites.11 The two requests differ in terms of the result of the action 

and the entity that carries out the request: the first request requires action on the part of the 

newspaper to delete the content of the post itself, so that it is not available to anyone, or to delete 

Mr. Gonzalez’s name in the original post. The second request is to the search engine to remove the 

link to the post - de-listing or de-indexing third-party-generated web pages - so that access to that 

information becomes less easy for any Internet users making the search and to limit the 

dissemination of the information. The former corresponds to the definition of the right to delete 

the information and the latter refers to the right to be forgotten.  

As for the first request to the publisher, the CJEU did not explicitly address this question in its 

judgment. However, the Court noted that “the processing by the publisher of a web page consisting 

in the publication of information relating to an individual may, in some circumstances, be carried 

out “solely for journalistic purposes” and thus benefit from derogations from the requirements laid 

down by the directive”.12 Having noted that in certain circumstances individuals are capable of 

exercising the rights against operator but not against the publisher of the web page, the Court 

focused on the second request to the search engine operator as the processing carried out by the 

operator of a search engine operators would not benefit from such derogations (section 4.5.2.2).  

To reach the conclusion that search engine operators have a responsibility to remove the links to 

webpages from the results page, the Court referred to article 14 of the EU Data Protection Directive 

on the right to object:  

“Member States shall grant the data subject the right: (a) […] to object at any time on 

compelling legitimate grounds relating to his particular situation to the processing of 

data relating to him, save where otherwise provided by national legislation […] (b) to 

object, on request and free of charge, to the processing of personal data relating to him 

which the controller anticipates being processed for the purposes of direct marketing, 

or to be informed before personal data are disclosed for the first time to third parties or 

used on their behalf for the purposes of direct marketing, and to be expressly offered 

the right to object free of charge to such disclosures or uses […]” 

                                                      

 

11  Ibid para. 15. 
12  Ibid para. 85. 
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 The Court interpreted article 14 as meaning that “when appraising the conditions for the 

application of those provisions, it should inter alia be examined whether the data subject has a 

right that the information in question relating to him personally should, at this point in time, no 

longer be linked to his name by a list of results displayed following a search made on the basis of his 

name [emphasis added]”.13 As such, the Court did not affirm that individuals have a separate right 

to be forgotten but clarified that the rights to privacy and data protection encompass the “right to 

be forgotten” and that de-indexing of search results is a means to exercise that right.  

6.1.2.3. Right to erasure or right to delete 

Some authors interpret that the right to oblivion and the right to erasure are two interpretations 

of the right to be forgotten, referring to the right to oblivion as an older version and the right to 

erasure as a second version.14 The right to be forgotten is also distinguished from the right to 

erasure based on the aim: 

“While the right of oblivion, as a right derived from the fundamental respect for privacy 

and personality, is based on a lengthy tradition of balancing contradicting interests, the 

right of erasure can be seen as a way of enforcing a substantial claim, i.e. the claim that 

a certain way of processing personal data is a violation of data protection principles.”15  

While the right to be forgotten runs contrary to an individual’s right to remember and to know 

the truth, the right to erasure is more a procedural right where the individual or the data subject 

has the right to demand the removal of personal data that is being processed by third parties. This 

right to erasure is described as “mechanical rights, allowing a data subject to remove the personal 

data he or she has released for automated processing.”16 Hence, it is different from the right to 

oblivion or the right to be forgotten which aims to protect against the harm suffered by an 

individual user. The right to erasure aims to shift the power between individual data users and the 

data controllers as an attempt to address the individual user’s right to revoke consent related to 

processing their personal data at any time.17 

Another aspect that differentiates the right to be forgotten and the right to erasure is the 

method of disposing of the content, which is closely related to the availability and accessibility of 

                                                      

 

13  Ibid para. 99.  
14  Jef Ausloos and Meg Leta Jones above n 9 and Aurelia Tamo and Damian George above n 6. 
15  Aurelia Tamo and Damian George above n 6, para. 13. 
16  Jef Ausloos and Meg Leta Jones above n 9, 14. 
17  Ibid 15. 
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the content. The right to be forgotten introduced in Google Spain, which specifically referred to the 

right to de-link from the search engine results, is narrower in scope compared to the right to 

erasure stipulated in article 17 of the EU General Data Protection Regulation (GDPR): “The data 

subject shall have the right to obtain from the controller the erasure of personal data concerning 

him or her without undue delay and the controller shall have the obligation to erase personal data 

without undue delay […].”18 The GDPR introduces the right to erasure as part of the right to be 

forgotten and introduces erasing links (or de-listing as introduced in Google Spain) as well as 

erasing copies or replications, which indicate removal of content from the initial publisher as well 

as those who replicated and uploaded the same content. The GDPR, in its recital, refers to the right 

to erasure and the right to be forgotten separately, referring to the right to erasure as a way to 

strengthen the right to be forgotten: “To strengthen the right to be forgotten in the online 

environment, the right to erasure should also be extended in such a way that a controller who has 

made the personal data public should be obliged to inform the controllers which are processing 

such personal data to erase any links to, or copies or replications of those personal data [emphasis 

added]”.19  

6.1.2.4. Right to anonymize data 

Although less discussed, the right to anonymize can be considered as a subsidiary right to the 

right to delete data.20 In certain cases, anonymizing personal or personally identifying information 

from the contents could offer a similar result as the right to oblivion and the right to erasure when 

it comes to protecting personal information. This is done by removing the link between the 

information and the person and therewith alter the character of the data from personal to non-

personal or otherwise anonymize the data. 

6.2. Human rights associated with disposal stage 

6.2.1. Right to privacy  

The disposal of digital information relating to a person or personally identifying information 

after its usage has been completed is related to aspects of privacy protection, in particular, deleting 

                                                      

 

18  In 2016, the EU adopted the GDPR, replacing the1995 EU Data Protection Directive, which was adopted at a time when the 
Internet was in its infancy. The GDPR is a binding piece of regulation, which become legally enforceable with the entry into force 
on 25 May 2018 and it applies to all EU countries and every company holding data on EU citizens irrespective of its location. 

19  The GDPR, recital 66.  
20  Paul Bernal, Internet Privacy Rights: Rights to Protect Autonomy (Cambridge University Press, 2014), 204-205. 
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or making changes to those information or otherwise having control over how the digital 

information is deleted. 

6.2.1.1. Rectify or eliminate digital information 

As introduced in the section above, the specific ways to dispose digital information includes 

changing information to delete the link or to delete a part of the information (section 6.1.1). Both 

elements of rectifying information about oneself and deleting information about oneself are found 

within the realm of the right to privacy. Rectifying or deleting digital information constitutes 

corrective measures to address infringement of various aspects of the right to privacy, including 

personality rights and informational autonomy. These corrective measures have been categorized 

as a privacy claim, founded upon protection against harm to dignity, personality, reputation and 

identity. The UN Human Rights Committee clarified that as the derivative right to the right to 

privacy, individuals enjoy the right to rectify information about themselves: 

“Every individual should also be able to ascertain which public authorities or private 

individuals or bodies control or may control their files. If such files contain incorrect 

personal data or have been collected or processed contrary to the provisions of the law, 

every individual should have the right to request rectification or elimination.”21  

Data protection laws should not be equated with the right to privacy (section 5.3.1.1). However, 

certain principles of data protection law overlaps with certain aspects of the right to privacy and its 

justified limitations (section 5.3.1.2). In the context of disposal of digital information, similar to the 

right to privacy, data protection laws establish rights to correct information and to delete data. 

Individuals should be informed of, and given access to, data on them held by others, and be able to 

rectify these data if they are inaccurate or misleading as explained in the Organization for Economic 

Cooperation and Development (OECD) “Guidelines governing the protection of privacy and 

transborder flows of personal data”: 

 “individuals’ right to a) to obtain from a data controller, or otherwise, confirmation of 

whether or not the data controller has data relating to him; b) to have communicated 

to him, data relating to him within a reasonable time; c) to be given reasons if a request 

made […] is denied, and to be able to challenge such denial; and d) to challenge data 

relating to him and, if the challenge is successful to have the data erased, rectified, 

completed or amended.”  

                                                      

 

21  UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 
correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 10. 
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Further, the principles of protection laid down by the EU Data Protection Directive reflect “the 

rights conferred on individuals whose data are the subject of processing to be informed that 

processing is taking place, to consult the data, to request corrections and even to object to 

processing in certain circumstances.”22 The GDPR, which replaced the EU Data Protection Directive, 

also notes the same principle in its article 15 on the right of access by the data subject: 

“1. The data subject shall have the right to obtain from the controller confirmation as to 

whether or not personal data concerning him or her are being processed, and, where 

that is the case, access to the personal data and the following information: 

(a) the purposes of the processing; 

(b) the categories of personal data concerned; 

(c) the recipients or categories of recipient to whom the personal data have been or 

will be disclosed, in particular recipients in third countries or international 

organisations; 

(d) where possible, the envisaged period for which the personal data will be stored, 

or, if not possible, the criteria used to determine that period; […] 

2. Where personal data are transferred to a third country or to an international 

organisation, the data subject shall have the right to be informed of the appropriate 

safeguards pursuant to Article 46 relating to the transfer.” 

6.2.1.2. Informational autonomy 

What the proposed concepts relating to the disposal of digital information do not consider is 

that in order to be able to request deletion of either the content itself or the link to it, individuals 

must be aware of that information. In other words, individuals should first be informed of and have 

control over information about them and second, should be given the opportunity to rectify the 

situation in case of inaccuracy of that information. These aspects are reiterated to “individual 

participation principles” in data protection laws and constitute components of the protection of 

private life. The UN Human Rights Committee clarified that for protection of private life, individuals 

should have the right to ascertain what personal data is stored for, the purposes of such storage 

and the right to request rectification or elimination.23 

The right to be forgotten ultimately relates to the degree of control that an individual has on the 

public availability of information about themselves which ultimately impacts the use of this 

                                                      

 

22  Preamble to EU Data Protection Directive, para. 25. 
23  UN Human Rights Committee, General Comment No. 16 Article 17 (The right to respect of privacy, family, home and 

correspondence, and protection of honour and reputation) (HRI/GEN/1/Rev.1), para. 10. 
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information. Ausloo suggests: “the right to be forgotten represents informational self-

determination as well as the control based definition of privacy and attempts to migrate personal 

information from a public sphere to a private sphere”.24 Therefore, the right to be forgotten is 

commonly discussed as being located within the ambit of the right to privacy.25 The control that an 

individual is entitled to exercise at the disposal stage is focused on the availability and accessibility 

of digital information and whether the information is accessible to the general public. Hence, an 

aspect of right to be forgotten is the degree of control that an individual has on the public 

availability of and use of personal data information about themselves.  

6.2.2. Rights associated with transmission and usage stages 

The focus of the newly proposed rights is on the disposal of personal information. However, the 

digital information for disposal is not only limited to personal information but involves all kinds of 

digital information, including information of public interest, commercial expression and expression 

and opinion of individuals. When the scope expands from personal information to information of a 

public nature, other rights come into the picture and implicate a different set of human rights. 

Predominantly, as the exercise of the disposal of digital information results in the information 

becoming either not available or not accessible, the rights that rely on the availability of digital 

information are affected as they cannot be exercised. As emphasized earlier in this Study, all 

activities in the digital space are based on digital information and when information is not available 

or not accessible, all passive activities online that evolve around this information are limited or 

cannot be carried out. In turn, the deletion of the content of information or the link to the 

information in certain situations amounts to a limitation to exercise rights online, particularly those 

related to receiving digital information and usage stage. As illustrated in Chapter 4, seeking and 

receiving digital information equates to exercise of rights particularly the right to access 

information and those interlinked with access to information. Furthermore, Chapter 5 described 

the usage of digital information, namely, the collection and processing of information, which are 

actions performed based on existing and available information.  

While the request to rectify data is an act to address the infringement of the right to privacy, the 

act itself, in a technical sense, is the same as the censorship or blocking of information in certain 

                                                      

 

24  Jef Ausloos and Meg Leta Jones above n 9, 14. 
25  Dominic McGoldrick above n 5, 764 – 765. 
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situations. Therefore, the technical act of deleting or making the information difficult to find may 

amount to having control over data to filter, censor and block the information. It follows that a 

misguided, misused interpretation or abuse of the right to be forgotten or the right to erasure may 

lead to clashes between rights and interests and impact the balance between privacy and free 

speech, which at times may lead to a far less open Internet.  

A prominent example of such clashes is where the right to dispose of personal information may 

infringe upon another’s right to freedom of expression or the public’s right to access information. 

The right to privacy can be in conflict with other rights, such as free speech, and other privileges 

related to the free use of the web. The freedom of expression includes both the right to impart 

information and also the right to receive information, particularly the public’s right to access 

information. Freedom of expression protects the legitimate interest of the public to access the 

public Internet archives of the press. In particular, the Internet archives constitute an important 

source for education and historical research, particularly as they are readily accessible to the public 

and are generally free. The right to be forgotten is also in conflict with the importance of 

publication of historical information on gross and systematic human rights violation. This is 

particularly observed as the Internet archives made a substantial contribution to preserving and 

making available news and information. 

The availability of and free flow of digital information is understood as freedom in the digital 

space. When digital information is disposed of so that it is no longer available and accessible, this 

translates to limiting certain freedoms online. The technical action of disposing of digital 

information brings forth the same result as blocking access to digital information in order to seek 

and receive the content. Therefore, the acts associated with disposal inevitably lead to the right to 

privacy, which encompasses the notion of deleting or forgetting digital information and freedom of 

expression, which includes the right to access information. The aspect of focus boils down to 

looking at the exercise of rights associated with the disposal of digital information as a permissible 

limitation to the exercise of freedom of expression and freedom of information. This is the subject 

of Chapter 8, which addresses justifications for interference with rights and interests and aims to 

assess these justifications. 

6.3. Are existing measures sufficient? 

Deletion and associated requests are addressed from both public and private law, ranging from 

civil code, defamation laws, torts, media law, and intellectual property laws. As such, it is argued 
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that the right to be forgotten can be understood as a generic term based on domestic legislation on 

data protection, privacy, tort law, criminal law, and defamation law.26 As introduced earlier in this 

Chapter, countries in the EU and the Republic of Korea where personal data laws are more 

advanced due to technological developments and the level of users, regional and domestic data 

protection laws provide for legal mechanisms to dispose of personal information. These domestic 

legal and regulatory frameworks constitute measures to claim the right to privacy and implement 

the duties to respect, protect and fulfill the right to privacy (section 9.2.2.2). Therefore, the legal 

recognition of the right to be forgotten is not needed as individuals can exercise their right to be 

forgotten as part of the right to privacy through implementing mechanisms such as personal 

information protection law, media law and Internet complaint mechanisms.  

The rights associated with the disposal stage, namely, the right to erasure or right to be 

forgotten, are new concepts that are enshrined notably in the GDPR and can be derived from the 

right to privacy. International human rights law has yet to uncover whether the right to erasure 

exists as a right on its own; however, the two elements – the right to be informed of what happens 

to personal information and the right to rectify it – can be derived from the right to privacy. 

Therefore, the preliminary conclusion is that the existing international human rights treaties 

provide a legal framework in which individuals have ways to rectify the infringement of their right 

to privacy, which encompasses the rights to informational privacy and to rectify information in 

certain circumstances. It is submitted that no new rights need to be stipulated; however, what 

remains to be clarified is the way in which the right to privacy is to be protected in balance with 

other rights and interests when it comes to the disposal of digital information.  

6.3.1. Balancing exercise  

The concepts related to the stage of the digital information life cycle that follows the usage stage 

are centered on the concept of forgetting and the action of burying the information in the world of 

big data, similar to a needle in a haystack. These concepts have developed instead of the right to 

delete because digital information can rarely be completely deleted. Rather, the technical act of 

disposing of digital information can lead to the inaccessibility or unavailability of digital information, 

irrespective of its type and nature and consequently, affects all rights that are based on accessible 

and available information. Hence, the disposal of information as part of rectifying the infringement 
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of the right to privacy cannot be assessed in a silo but several elements must be considered 

together in the balancing exercise. This section outlines some factors that should be taken into 

account when examining the balance between several interests and rights involved in the disposal 

stage. As for the elements that apply throughout the life cycle of digital information, Chapter 8 

(section 8.4) addresses how those elements should be considered when applying the principle of 

proportionality in a strict sense. 

6.3.1.1. Type and nature of information 

The ways to dispose of digital information depend largely on the type and nature of the 

information in question. The information can be personal information that was intentionally or 

unintentionally created by the individual user or it can be information that amounts to information 

of public interest such as news or political issues, expression, opinion or creative work. The type of 

information subject to disposal was considered in the Google Spain case. The scope of the decision 

in the Google Spain case was limited to the results that turned up when searching the name of a 

person and did not include other information that may easily infer the identity of the individual or 

that may deduce the identity in conjunction with other information at hand. Following the decision 

of the CJEU, Google has implemented a process whereby individuals can request the de-listing of 

search results that have his or her name reflected. The process to request delisting involves filling in 

an online form attaching the specific URL of the result. Given that information other than personal 

information – personally identifiable information and sensitive information as introduced in section 

5.2.3.1 – can be of a private nature, the question still remains whether other types of information 

that may harm the protection of the right to privacy should be within the scope.  

In addition to the type and nature of the information, other criterion distinguishes the types of 

digital information subject to disposal. One criteria is related to its spatial element, namely, where 

it is found. Several situations can be envisaged when a request to dispose of digital information is 

made. For instance, for information found in a search engine result or on online websites, the 

objective of deleting information is fulfilled when the content of the information does not appear in 

the result or the website. Information can be indirectly related to the search result, for instance, 

the autocomplete function of search engines as well as related keywords. Additionally, the 

temporal element of digital information should be considered. Weber suggests that the right to be 

forgotten is based on the autonomy of an individual becoming a right holder in respect of personal 

information on a time scale; the longer the origin of the information goes back, the more likely 
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personal interests prevail over public interests.27 Finally, the way in which information has been 

disclosed and made available is of relevance. The right to privacy is related to personal information 

that should remain in the privacy of the individual and therefore, in situations where individuals 

voluntarily give up or make information public, it is questionable whether an infringement of 

privacy has occurred. In this regard, Ambrose and Ausloos refer to the right to erasure as one 

offering deletion or erasure of information that a data subject has disclosed passively.28 

6.3.1.2. Actor requesting and implementing disposal 

The balancing exercise should also take into account the actor requesting the disposal and the 

relationship between the type of information and the requestor. Peter Fleicher, chief privacy 

counsel of Google, noted that the right to be forgotten covers three categories: a request by an 

individual who posted the content; a request by an individual who posted the content when the 

content is re-posted and shared by a third-party and a request by an individual about a post posted 

by a third-party.29 Based on this equation, the following questions are raised: Can the individual 

request disposal of information about the individual posted by a third-party or re-posted content? 

And can a third-party who is not the creator of the information request disposal, for instance, a 

government regulatory body?  

When the information made public, is defamatory in nature or intrudes upon a person’s privacy, 

the alleged victim can request for deletion of information. Article 19 of the GDPR stipulates that it is 

the individual who can make the request: “any natural person may demand that the data controller 

rectify, complete, update, block or erase, as the case may be, the personal data concerning him/her 

where such data are inaccurate, incomplete, equivocal or out of date, or whose collection, use, 

disclosure or storage are prohibited.” However, article 19 of the GDPR does not provide a clear 

guideline on which natural person can demand the request and with the GDPR being in force less 

than one year, the implementation remains still to be seen.  

The requestor can be the individual who created the information, but also a government 

regulator or third-party entity that is mandated to examine any content that needs to be monitored. 

When it comes to personal information such as resident registration numbers, account numbers 

                                                      

 

27  Rolf H. Weber above n 6, para. 3. 
28  Jef Ausloos and Meg Leta Jones above n 9, 2. 
29  Peter Fleischer, Foggy Thinking About the Right to Oblivion (Blogspot.com, 9 March 2011), available from: 

http://peterfleischer.blogspot.com/2011/03/foggy-thinking-about-right-to-oblivion.html Also see Jeffrey Rosen, ‘The Right to be 
Forgotten’ 64 Stanford Law Review Online 88. 
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and credit card information, the third party government regulator may be the one taking actions to 

delete or block the exposed personal information. For instance, Article 32-4 of the Network Act of 

the Republic of Korea clarifies that “upon the request of the Korea Communications Commission or 

the Korea Internet and Security Agency, the information and communications service provider, etc. 

shall take necessary measures including deletion, blocking, etc. of personal information [such as 

resident registration numbers, account numbers and credit cards information] exposed under 

paragraph (1)”.  

Another related issue is who implements the request to dispose the information and who carries 

out the balancing test examining interests and rights. Internet intermediaries, such as search 

engines and social media network operators, perform key gatekeeping functions in the digital space. 

They determine the availability, accessibility and prominence of content and thus wield enormous 

power over the flow of digital information. The right to be forgotten requires these third-party 

intermediaries to compare the subjects’ rights to the public interest in the availability of the 

information when considering the request to delete information. Although search engines now 

perform a public role of providing search engines, it is nevertheless a private legal entity. The right 

to be forgotten requires that search engine operators make the determination for whether an 

individual’s right to privacy outweighs the right of the public to access lawful information when 

delisting URLs.  

Yet, another issue is who implements the disposal of digital information. Depending on the way 

to eliminate data – deleting content or restricting its retrievability – the implementing actors differ 

and the interest of actors at hand also differs. The Court in Google Spain case separates the 

processing and disposal of digital information by the publisher of a webpage such as online 

newspaper and the same act by the operator of a search engine.30 The Court notes that the 

publication of information by the publisher in some circumstances can be carried out solely for 

journalistic purposes and thus benefit from derogation from the requirements laid down by the 

directives. Unlike the publishers, the Court notes that the derogations may not apply in the case of 

processing carried out by the operator of the search engine. For the information to be deleted 

completely, the original distributor of the digital information and the entity that host information 

should make the information unavailable and at the same time, the entity that provides links to the 
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information should make those links in accessible. Therefore, search engines that catalogue the 

publicly accessible information and assist in finding the information as well as the publisher of the 

information should both deal with privacy concerns of the persons whose personal information is 

implicated. 

6.3.2. A need for an international legal instrument on data protection? 

When we revisit the research question of this Study on the need for a new legal standard or a 

separate legal instrument to protect the rights of individuals in relation to their activities online, 

proposals for a new global instrument on data protection requires further examination (section 1.3). 

In the disposal and usage stages of the digital information life cycle, the question is focused on the 

need for a new harmonized standard and guidelines on the disposal, collection and processing of 

digital information. The call for a new harmonized data protection law or guideline mainly comes 

from the difficulties that have arisen for the business sectors and because a lack of guidelines may 

impede on the cross-border flow of digital information and hinder international trade (see section 

1.2.2 on the objective of data protection to facilitate trade). For instance, Kuner suggests that 

resolving conflicts with regard to online data protection will require international agreement on 

data protection standards.31  

The need for a possible global instrument on data protection or more broadly, the right to 

informational privacy can be scrutinized against the two legal gaps that are often identified. The 

first is the gap in regulating multinational companies that provides services on the Internet without 

any territorial limitations or limitation on the ambit of individual users. The second relates to the 

ubiquitous nature of the Internet, particularly the impact that can be observed online, irrespective 

of the geographical location of the users. 

The two legislation introduced above – the GDPR and the Network Act of the Republic of Korea – 

rectify the gap where the obligation of service providers to dispose of information remain only with 

those incorporated or registered in the country. Both legislation now affects all companies, 

individuals, corporations, public authorities or other entities that offer goods or services to 

individuals in the country and that provides services to the nationals of the country. With the GDPR 

having entered into force in May 2018, the scope of the removal request has expanded to all 

service providers who collect data from EU citizens. The GDPR requires organizations with any ties 
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to the personal data of individuals in the EU to examine how they collect, store and process the 

information for business operations. The territorial scope of the right to be forgotten under the 

GDPR applies “to the processing of personal data in the context of the activities of an establishment 

of a controller or a processor in the Union, regardless of whether the processing takes place in the 

Union or not.” Similarly, the Network Act of the Republic of Korea affected only those search 

engine providers that were incorporated in the Republic of Korea and did not impact Google and 

other non-Korean companies that do not have a place of business or are not registered in the 

Republic of Korea. However, in 2018, the Act was amended to require those companies not 

incorporated in the country to designate a delegated legal agent to be responsible for carrying out 

the requirements under the Act.32 This meant that if a national of the Republic of Korea uses the 

services of a company, no matter its place of business or place of registration, the individual should 

be provided with the option to request for deletion of information that has infringed upon his or 

her right to privacy.  

Another challenge related to data protection is the lack of consistency across the world in terms 

of enforcement. Current measures to enforce the right related to the disposal of digital information, 

as part of the right to privacy are not harmonized across the globe. Following the Google Spain 

decision, search results was removed in the European version of the Google search engine but it 

remains unaltered when European users switch and use <google.com>, the US or international 

version. Therefore, this raised several issues related to the territorial ambit of the right to be 

delisted.33 More specifically, the question was whether removal should only affect local searches or 

if it should be implemented on a wider and global scale since search engines such as Google Inc. 

offer their services on a global scale. A technically savvy user may change the setting of his browser 

connection to pretend to connect from an IP based in another country that is not affected by the 

Google Spain decision or the GDPR. In other words, existing international human rights treaties 

accompanied by regional and national data protection laws do not address the technical gap, 

namely, that digital information is often never deleted and with some expert knowledge, the 

information can be found one way or another.  

                                                      

 

32  Article 32-5 on the designation of domestic legal agent has been included in the amendment to the Act (Act No. 15628, 18 
September 2018). 
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With respect to a possible new global instrument on data protection, two observations are made. 

First, a sectorial approach in creating the legal instrument is not suitable. Collection and processing 

involve various disciplines depending on the actors involved, the method of collection, the purpose 

of processing and actions taken to use the digital information. Yet, the technical act of collection 

and processing remains the same for all disciplines and involves digital information produced by 

individual users by their activities online or information about them. Similarly, disposal of 

information involves a range of rights and implicates several scenarios, which calls for a review of 

several factors in the balancing exercise. The second observation relates to the scope of data 

protection and the right to privacy as suggested in section 5.3.1. The scope of the right to privacy is 

broader and data protection legislation alone cannot be said to sufficiently address all aspects of 

the right to privacy, particularly the protection of information that is sensitive in nature but not 

strictly personal information.  

 



PART III. HUMAN RIGHTS IN THE DIGITAL INFORMATION ECOSYSTEM  

All activities online are carried out and presented in the form of bytes, which is the smallest 

constituent unit of digital information. As such, the digital information was the starting point of Part 

II of this Study which illustrated that the digital information is not limited to a piece of knowledge 

but also constitutes activities in digital form and hence, implicating a range of rights not only 

limited the right to impart and receive information freely. By addressing how actions within the 

stages of the life cycle of digital information amount to the exercise of rights, Part II clarified the 

widely accepted rule that online rights are equally protected as their offline counterparts and 

particularly which rights are equally protected and whether rights stipulated in existing human 

rights treaties sufficiently address the online version of these rights. The next question, addressed 

in Part III of this Study, is how those rights are equally protected in the digital space and what new 

aspects should be considered to provide that equal protection.  

The digital information life cycle alone is not sufficient to address how digital rights can be 

protected and safeguarded. It needs to be complemented by a holistic overview of the 

environment that facilities the life cycle and the flow of digital information. Such a need for a 

complementary framework is required because digital information and its life cycle rely on a 

massive system composed of interconnected elements, all of which interact to enable the flow of 

digital information – “digital information ecosystem” (section 2.3.2). Part III unfolds human rights 

concerns based on the proposed framework of the digital information ecosystem.  

The first two chapters of Part III examine interferences with freedom online and assess them by 

reflecting on the two-tier analysis of the principle of proportionality. Chapter 7 illustrates the first 

stage of inquiry, in which a prima facie infringement of a right is demonstrated. It identifies the 

prima facie interference with rights and limitations to freedom online by juxtaposing the 

components of the digital environment needed to facilitate digital information from its creation to 

disposal. Subsequently, Chapter 8 addresses the second tier of the proportionality test after the 

interference is identified and focuses on the question of whether such interference can be justified. 

The final chapter of Part III examines who has control to facilitate freedom and rights online and 

makes decisions on how and when to limit them. Chapter 9 examines the specific features of actors 

in the digital information ecosystem and whether the existing international human rights law 

provides a sufficient means to identify human rights actors in the digital space.  



Chapter 7. Freedom and interference with rights online  

There is widespread agreement and support for the rule that online rights are equally protected 

as their offline counterparts.1 However, the online environment that facilities and enables rights 

online is different from the offline environment. This establishes a need to understand the specific 

features of the digital environment as well as what freedom online means and what constitute 

interferences with rights in the digital environment. As introduced in Chapter 2 (section 2.3.2), this 

Study proposes the “digital information ecosystem” as a framework to address the digital 

environment that facilities individuals to utilize digital information for our online activities related 

to the enjoyment and exercise of human rights. 

The analysis of the enabling environment for freedom online follows the three-tier questions on 

how to evaluate new areas in need of further protection in the digital space, as introduced in 

Chapter 1. The first-tier question addresses the features of the digital environment that facilitate 

freedom, particularly, the accurate definition and function of the Internet and other ICTs that 

impact human rights (section 7.1). The second-tier question of whether the changes fall outside 

existing legal protection measures is addressed by looking at the counterpart concepts of a digital 

information ecosystem, access and accessibility found in international human rights law and 

existing regulatory framework of ICTs (section 7.2). Finally, the third question on whether there is a 

need for new legal measures is addressed by applying existing human rights norms and principles to 

each component of the digital information ecosystem and dissecting the notion of the essence of 

rights online (section 7.3). 

7.1. Enabling environment for freedom online  

Digital information cannot be transmitted, processed or stored on its own. By itself, digital 

information cannot function nor carry out its objective. It relies on several other components of the 

digital information ecosystem to achieve its purpose and ultimately, for individuals to enjoy 

freedom in the digital space. Digital information and its life cycle rely on a more extensive system 

composed of interconnected elements, all of which interact to enable transmission and other 

actions related to digital information: “the digital information ecosystem”. To understand how 

human rights are manifested and realized online, this section first studies the proposed concept of 

                                                      

 

1  The first resolution of the UN Human Rights Council that stipulated this rule is the resolution on the promotion, protection and 
enjoyment of human rights on the Internet (A/HRC/RES/20/8) (2012), para. 1. Subsequently, the UN Human Rights Council 
resolutions in 2014 (A/HRC/RES/26/14), 2016 (A/HRC/RES/32/14) and 2018 (A/HRC/RES/38/7) have reiterated the same rule. 
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“the digital information ecosystem” and clarifies how layers and technologies involved in the digital 

information ecosystem can enable individuals to freely exercise rights online or conversely restrict 

those rights.  

7.1.1. Digital information ecosystem 

Prior to introducing the concept of the digital information ecosystem, it is worth examining the 

widely discussed question – is access to the Internet a human right? Access to the Internet has 

become a trendy topic but a topic that is often misrepresented due to a lack of understanding of 

the technical aspects. To have a clear understanding, the commonly misunderstood concept of the 

Internet and access to the Internet are addressed first for clarification and subsequently, the 

proposed concept of the digital information ecosystem and its components are addressed. 

7.1.1.1. Access to the Internet  

The importance of access to the Internet has been highlighted at the international policy level 

with several instruments emphasizing the need for ensuring universal and affordable access. The 

2000 Millennium Declaration highlighted access as a way of enabling full enjoyment of human 

rights and called for measures to “ensure that the benefits of new technologies, especially 

information and communication technologies […] are available to all.” Subsequently, at the World 

Summit on the Information Society (WSIS) and the Internet Governance Forum in 2005, access to 

information and communication infrastructure was one of the key policy goals in developing the 

Information Society.2 Most recently, the Sustainable Development Goals include several targets 

related to access to the Internet: target 9.2 focuses on increased access to ICTs where it aims to 

raise the percentage of the population covered by a mobile network and target 18.8 on enhancing 

the use of enabling technologies (measured by the proportion of individuals using the Internet).  

At the national level, the right to access the Internet is recognized as a fundamental right in 

several national jurisdictions. States such as Finland have already enacted legislation that requires a 

minimum broadband service to its citizens.3 Additionally, Greece proclaimed the right to the 

Internet as a constitutional right: 

“Article 5(A)(2) All persons have the right to participate in the Information Society. 

Facilitation of access to electronically transmitted information, as well as of the 

                                                      

 

2 WSIS Outcome Document, December 2005. 
3  Decree of the Ministry Transport and Communications on the minimum rate of a functional internet access as a universal service 

(Finland). 
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production, exchange and diffusion thereof, constitutes an obligation of the State, 

always in observance of the guarantees of articles 9, 9A and 19. […] 

Article 9A: All persons have the right to be protected from the collection, processing 

and use, especially by electronic means, of their personal data, as specified by law. The 

protection of personal data is ensured by an independent authority, which is 

constituted and operates as specified by law.”4  

Other States, through judicial bodies, declared Internet access as a basic human right. The issue 

of access to the Internet was considered when the Constitutional Court of Costa Rica was asked to 

examine the delay in implementing the obligation arising from the Central American Free Trade 

Agreement, under which Costa Rica was under obligation to break its telecommunications 

monopoly and open up the mobile phone services to third parties. The Constitutional Court of 

Costa Rica noted advancements made in the last twenty years in the field of ICTs and how ICTs have 

impacted how human beings communicate, how they facilitate connection between people and 

institutions worldwide, eliminating the barriers of space and time. The Court furthermore noted 

that ICTs have become a basic instrument for facilitating the exercise of fundamental rights and 

democratic participation and social control, education, freedom of expression and thought, access 

to information and public services online and the right to interact with government electronically, 

among others.5 Given the role of ICTs in the daily lives of individuals, the Court noted that the delay 

in opening the telecommunications market has affected the exercise and enjoyment of other 

fundamental rights including the right of access to new information technologies, the right to 

equality and the eradication of the digital divide based on article 33 of the Constitution which 

stipulates the principle of non-discrimination.6 

Another case that addressed access to the computer network was when the Constitutional 

Council of France was asked to evaluate the constitutionality of the “Act furthering the diffusion 

and protection of creation on the Internet” (better known for its acronym of the French title, 

“HADOPI 1 Law”). The Constitutional Council examined whether the Act, particularly, sections 

establishing the “High Authority for the diffusion of works and protection of copyright on the 

Internet” (section 5 of the Act) and its duty to monitor access to the Internet and determine the 

                                                      

 

4  The Constitution of Greece (27 May 2008). 
5  The Constitutional Court of Costa Rica, No 2010012790 (Costa Rican constitutional court (Sala IV)) 2010. See full text 

https://nexuspj.poder-judicial.go.cr/document/sen-1-0007-483874 
6  Ibid. 
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cases of copyright infringement (section 11 of the Act), are unconstitutional. In its judgment, the 

Constitutional Council highlighted the importance of having access to the Internet: 

“Article 11 of the Declaration of the Rights of Man and the Citizen of 1789 proclaims: 

“The free communication of ideas and opinions is one of the most precious rights of 

man. Every citizen may thus speak, write and publish freely, except when such freedom 

is misused in cases determined by Law”. In the current state of the means of 

communication and given the generalized development of public online communication 

services and the importance of the latter for the participation in democracy and the 

expression of ideas and opinions, this right implies freedom to access such services 

[emphasis added].”7 

In academia, discussions have focused on whether access to the Internet is a separate right or 

within the scope of existing rights. When it comes to the Internet, some argued that “the internet 

constitutes a value in itself and should, therefore, receive legal protection. The next step in this 

development is the plea to give the Internet (or its use) the status of a fundamental right”.8 Others 

argue that access to the Internet can be covered within the scope of pre-existing rights, particularly 

the right to freedom of expression and that formal recognition is not necessary for protection.9 

Adding to the argument, it is suggested that the right to freedom of expression is not the only 

existing right that covers access to the Internet. When the Internet is seen as more than just a 

communicative tool for dissemination of information and seen as a public service and a platform 

where individuals carry out various activities, access to the Internet can be covered within other 

existing rights, as introduced in Chapter 4 on the transmission stage of digital information life cycle. 

The human rights obligations regarding access to the Internet under international human rights 

law are difficult to ascertain, as there is no set definition and understanding about what constitutes 

access to the Internet. Over the course of the twenty years of its usage, the Internet went through 

a cycle: from a platform to distribute or publish information to a platform for user-generated 

content and an online community (section 2.2.1). The lack of agreement on the definition is a 

reason for the diverging views; people understand the Internet differently. When Vincent Cerf, the 

father of the Internet, refers to the Internet, it is the network of a network composed of various 

hardware and software and the network connected to other networks. Based on this, he argues 

                                                      

 

7  The Constitutional Court of France, Case No. 2009-580 DC of 10 June 2009, para. 12 (English translation of the decision is 
available from: https://www.conseil-constitutionnel.fr/sites/default/files/as/root/bank_mm/anglais/2009_580dc.pdf)  

8  Paul de Hert and Dariusz Kloza, ‘Internet (access) as a new fundamental right. Inflating the current rights framework?’ 3 
European Journal of Law and Technology.  

9  See Stephen Tully, ‘A Human Right to Access the Internet? Problems and Prospects’, 14 Human Rights Law Review 175. 
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that the Internet is an enabler of rights, not a right itself.10 It is like a human network in which 

people know one another and communicate with one another to retrieve information. For other 

ordinary users, the Internet is becoming more than a network but a source of empowerment, 

development, and communication to build one’s identity and have relationships with others.  

Without a commonly understood definition, it cannot be concluded that States have human 

rights obligations towards access to the Internet or whether it is recognized as a standalone right or 

a derived right from existing human rights. In other words, the formulation of the right to access 

the Internet and its implication cannot be ascertained without understanding the clear scope of 

what the Internet is, the larger concept of the ICT system and what access to the Internet means in 

practice. For this reason, this Study suggests and dissects the concept of “digital information 

ecosystem”, which refers to the environment that facilitates individuals to carry out online 

activities, which are the basis for exercising rights online. 

7.1.1.2. What is digital information ecosystem? 

When first encountering this new and unfamiliar concept of the digital information ecosystem, 

the question that comes to mind is: how is the digital information ecosystem different from the 

Internet? Many of us use the Internet daily without knowing what exactly it refers to. While it is the 

most well-known network, the Internet is not the only type of network. Before the Internet, 

Advanced Research Projects Agency Network (ARPANET) existed as the very first network of its 

kind.11 A network refers not only to the Internet but also includes Intranet, which is a closed-off 

system that is limited to a single geographical space, such as local area network or the network of 

the Democratic People’s Republic of Korea called “Kyangmyong”. While not excluding the 

possibilities of communicating outside the Internet such as using Darknet12 and other private 

networks, this Study proceeds with the Internet as the default network.  

A narrow interpretation of the Internet limits its definition to a channel that is used to transmit 

digital information, mainly as a channel of communication and distribution of information. From 

this perspective, the Internet is a type of network that is publicly accessible, composed of different 

channels that digital information travels through. The different channels are linked from one point 

                                                      

 

10  ‘Internet Access Is Not a Human Right’ The New York Times (4 January 2012).  
11  For detailed history of the Internet, see Andrew Murray, Information Technology Law: The Law and Society (Oxford University 

Press, 2013), 17-22. 
12  Darknet is an example of a private network where connections are only made among trusted users. Also known as the peer-to-

peer network, many of these networks use different protocols from those used by the Internet.  
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to another, and the various points make up a network, also called “nodes”. These connected 

networks are what we know as the Internet. When relying on this narrow interpretation, access to 

the Internet means access to the network of networks that are interconnected by a common 

protocol that dictates how digital information can travel. 

However, often forgotten is the fact that access to the network of networks requires additional 

elements. Telecommunication providers alone cannot provide access to the Internet. The Internet 

that we know, namely, the websites that we visit and the services that we use on the sites, all 

requires other services. These include services that provide servers to run websites, to maintain the 

address of websites and to present the contents of the services. The two concepts - the World Wide 

Web (the web) and websites - are often confused with the Internet. The Internet is the network of 

computer networks, which uses technical communication protocols and the web is a part of this 

network, which uses the Internet as its carrier medium. Websites are like stores, galleries, coffee 

shops that are using the general infrastructure of the city. The Internet is not just a website but a 

network involving various elements and actors. 

Looking more broadly at how the Internet functions, the Internet can be understood to include 

the infrastructure and services that facilitates the networks. The infrastructure of the Internet is 

composed of several layers, which can be compared to the physical infrastructure of a house.13 

Similar to the foundation of a house, which dictates the future size and shape of a building, the 

physical infrastructure dictates the design of the network. Like a house, the Internet needs several 

layers of infrastructure for it to function. Another analogy focuses on the Internet as a medium of 

expression that was designed to move bits and compares it to highways, sidewalks, sewers, power 

lines and general infrastructure of a city, which are all based on a centralized network with one 

node or point of the network acting as the central gateway. Unlike these centralized networks, the 

digital information ecosystem is based on the Internet, which has a star-shaped network where 

each node in the network can act as a central gateway. This Study refers to such infrastructure as 

the “digital information ecosystem”, which is organized in layers that interact with one another to 

facilitate digital information.  

To facilitate the reader’s understanding, it is worth providing further explanation of the 

telephone network. When we refer to the telephone, we do not mean the telephone in the box but 

                                                      

 

13 The analogy is borrowed from Andrew Murray, The Regulation of Cyberspace: Control in the Online Environment (Routledge-
Routledge, 2007), 76.  
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the telephone connected to a telecommunications system, regulated by a host of technical 

standards and public policies. The technical device, namely, the telephone handset, needs several 

other requirements for it to function. Its capacity to operate as a phone, enabling communication 

at a distance, requires that it be connected to a telecommunications system including all necessary 

hardware and software. Beyond these, a proper functioning telecommunications system depends 

on a host of social, political and economic arrangements. Similarly, the computer, mobile phone or 

any other device that can be connected to the Internet, is part of the digital information ecosystem 

together with the technical, social and economic arrangements that influence or dictate how the 

Internet system is regulated.  

7.1.1.3. Components of digital information ecosystem 

Having looked at the definition of the digital information ecosystem (or the broader definition of 

the Internet), we re-visit one of the questions introduced in Chapter 2 of this Study: what is the 

accurate definition and function of technology that impacts human rights? To address this question, 

understanding the digital information ecosystem should not end at merely defining the concept. 

Instead, to be able to understand impact of ICTs on the exercise of rights online, an overall picture 

of what the technologies that constitute the layers of the ecosystem are composed of and how they 

have evolved need to be clarified.  

1. Layers of digital information ecosystem 

The digital information ecosystem is like a draft in progress, subject to evolution and changes. It 

is mainly dependent on the evolution of the technological elements of the layers that comprise the 

ecosystem. In general, the layers of the ecosystem provide a sequential overview of how digital 

information is transmitted and when and where it can be intercepted.14 

The first point of contact is physical device that transforms information into bytes and then 

retransformed bytes into forms readable by human beings. In the 1990s, dial-up connections using 

desktop computers were the dominant technology, and telephone companies were the significant 

player in the communications industry. In the 21st century, connections are made through a 

                                                      

 

14  Within the technical circle, there are several models to explain the different layers of the digital information ecosystem. 
According to the "TCP/IP model" that has been developed de facto by the industry, there are four layers within the architecture 
of the Internet: transmission layer, computer layer, software layer and content layer. Another model is "the Open System 
Interconnection (OSI) model" formally developed by the Institute of Electrical and Electronics Engineers (IEEE). OSI model is more 
disaggregated and includes seven layers: physical network layer; "at-the-door" layer; digital address/route layer; quality control 
(transport) layer; "at-the-door" layer; encryption layer; and end-user layer.  
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wireless network and we use hand-held mobile devices to connect. With the increased trend of 

digitization of contents and different ways to access the Internet, it is now possible to view the 

same digital content from different types of devices – a phenomenon referred to as “digital 

convergence”. It refers to situations where we can read emails on a TV via a connected smartphone 

or watch a streaming movie on a TV connected to the Internet.  

Digital information in the form of bytes is communicated by means of transmitted signals or 

electronic transmission that has been encoded digitally. The bits which form digital information are 

transmitted through a given channel or broadband.15 Different type of channels also determine the 

bandwidth, namely, channel capacity, which determines how many users can communicate and 

what kind of content can be used for this purpose.16 In the 1990s, individuals used dial-up access or 

broadband access, either over cable or telephone lines to access the Internet. Since then, in the 

early 2000s, other innovative ways to provide Internet access have emerged. For instance, one 

method uses a large solar-powered drone to provide wireless beaming Internet signals to base 

stations in areas where network infrastructure is not set up or is difficult to set up.17 

Digital information is transmitted through different channels on the Internet which are linked 

from one point to another. These various points make up a network, which is composed of 

software and hardware such as servers, routers, cables, switches, and LAN cards. Through software 

such as the operating system, firewall, and network security application, the hardware of the 

network serves as a security and information gatekeeper. For instance, a router performs traffic 

directing functions on the Internet and can be reprogrammed so that the information does not 

reach the intended recipient. On the networks, there are numerous routes that the digital 

information can take but the paths are decided depending on the location of the servers and the 

combination of the quickest and cheapest path.18  

When digital information is transmitted through a network, it is transmitted using dedicated 

language of the network called protocols, standards or codes. It is a language used between 

computers and one used also by humans to interact with computers. Finally, a programme at the 

                                                      

 

15  Broadband is generally defined as the range of technologies making high-speed and high-capacity data communication through 
fixed or mobile connections. The channels include copper wire, coaxial cables, optical fiber, satellite, or airwaves. 

16  Bandwidth is the number of bits, or information, that are transmitted per second through the channel. In other words, 
bandwidth is the capacity to move information up and down in a channel, similar to a diameter of a water pipe or the number of 
lanes on a highway. 

17 For instance, Facebook test launched its solar-powered drone, "Aquila drone", in June 2016. 
18  Routing on the Internet relies on Border Gateway Protocol, a bilateral agreement among ISPs. Some or all of the parts of any 

particular communication may be routed through one or more countries if that is the optimized path for the providers involved. 
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end layer of the ecosystem reverts the digitized information to a human-readable format in a useful 

and secure manner. This end layer can be rendered in the form of a website, application, or any 

other online platform services that are provided by a third-party service provider. The machinery 

behind the digital information ecosystem is well hidden from users in the form of an online 

platform, which functions as an interface between individual users and the network infrastructure. 

In sum, the following constitute the layers of the digital information ecosystem: (1) a physical 

device that changes human-readable information into digital information and provides access to 

the Internet; (2) the Internet or other types of networks that constitute the channel and route in 

which the digitized information moves in; (3) the device (both hardware and software) needed to 

operate the network; (4) the services that are materialized on or through the Internet; (5) 

instructions in the form of standards and protocols that help users have a consistent way of 

interacting with the ecosystem; and (6) the programme and services that change digitized 

information into human readable format in a way that is useful. All components of the digital 

information ecosystem are required for digital information to perform its role and for individuals to 

carry out our activities online. Another important element of the digital information ecosystem is 

the actors of the system - users or those who provide the products and services that form the 

ecosystem. The human rights actors of the ecosystem are examined in Chapter 9 of this Study.  

2. Dual purpose of ecosystem layers 

Each segment of the digital information ecosystem introduced constitutes an enabling 

environment in which individuals can perform activities online. These layers are like a coin with two 

sides: on the one hand, they are necessary enablers of online rights, and on the other hand, by 

restricting or blocking access to those layers, they lead to interference with or limitation of human 

rights. As Murray pointed out “the very digital technology which sets us free also allows for perfect 

control and observation”.19 For instance, filters are specialized software programs that can restrict 

access to entire websites, types of online services, specific pages or content within websites or 

webpages containing specific keywords. Filtering techniques that is developed initially to shield 

children from inappropriate content or help businesses block their employees from disclosing 

confidential business information can also be used to block social, religious and political content. 

                                                      

 

19  Andrew Murray above n 11, 621. 
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The government can equally use software that is used in libraries and schools to restrict access to 

pornography or restrict access to a certain type of information. 

7.1.2. Freedom within the digital information ecosystem 

For an individual to enjoy freedom in the digital space, the constraints that need to be removed 

are different from those of the offline environment. The online constraints largely involve removing 

restrictions on access to various components of the digital information ecosystem. This section 

identifies how layers and technologies involved can enable individuals to freely exercise rights and 

at the same time, function as tools through which States and private actors can restrict individuals’ 

communication and activities on the Internet. 

7.1.2.1. Access for freedom and access as limitation 

Having safe and secure access to the layers of the digital information ecosystem (device, 

network, online platform and online information) is prerequisite element to realizing rights online 

as all activities in the digital space are contingent upon the digital information ecosystem. 

Therefore, interference with the different access required to create and transmit digital 

information is equivalent to interference with the exercise of rights associated with the creation 

and transmission stages. To take a closer look at how technologies that constitutes the layers of the 

ecosystem serve dual purpose of both as an enabling factor and the limitation to freedom online, 

we revisit the stages of the digital information life cycle particularly the creation and transmission 

stages. 

The creation of digital information involves and relies on various possibilities created from 

combinations of three criteria: types and location of devices; nature and the place where the 

individual user accesses the network; and the nature of the online services used to create digital 

information (section 3.3.2). Individuals should be free to access and use the device of his or her 

choice, choose the location of the device and enjoy freedom of movement if the device is mobile. 

The device that individuals use to create digital information should be free from any unjustified 

interception arising from unlawful or unauthorized censorship software.  

In the transmission stage, digital information goes through several layers of machinery – both 

physical and virtual – and afterward, becomes available to the designated recipient or 

undesignated public. These layers are introduced in the form of three forms of access: access to the 

physical device that allows individuals to create information in digital form and to connect to the 

digital world; access to the Internet through telecommunication infrastructures; and access to the 
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online platforms where individuals can upload or send digital information. The three accesses form 

preconditions for ordinary individual users to send and receive digital information and for 

conducting any activity online. In addition to these accesses, individuals need to be guaranteed 

with an additional layer of access, that is, access to online contents to receive information in digital 

format and authorization to read the content. Taken together, these four accesses constitute the 

digital information ecosystem that enables individual users to create and transmit digital 

information, which translates into exercising several rights. In other words, these four pre-requisite 

accesses are needed for performing human rights related activities online and can amount to both 

enablers and limitations for rights online.20 By prohibiting or restricting accesses to the layers of the 

digital information ecosystem, individuals cannot fully exercise our rights.  

Specific restrictions at the layers of access to the digital information ecosystem are further 

illustrated. The importance of accessing the Internet is well known but what is less known is what 

precedes access to the Internet, that is, physical access to the device. A technical device, be it a 

satellite dish or a mobile phone, is the first point of contact for any individual to exercise rights 

online. It goes without saying that not having physical access to devices already precludes the 

opportunity for individuals to have access to the Internet and the websites and applications that 

are operated on the Internet. If we have no physical access to a device that would allow us to type 

or record information in the digital format, then we have no way of exercising any rights online. 

After accessing the device that would transform information into bytes, we need to obtain 

access to the network. Network infrastructure refers to the network services that provide wired or 

wireless network usually provided by mobile telecommunication carriers. When the Internet is 

shutdown, or a satellite dish cannot be installed, we may be able to transform our actions and 

thoughts into the digital format but without the connection to the network, we are restricted from 

sending and receiving digital information and essentially, interacting with others in the digital space. 

Once a user has both the device and access to the network infrastructure, be it the Internet or 

other telecommunication networks, the user further needs access to a specific online platform such 

as websites or applications in order to take any action. These online platforms are another layer at 

                                                      

 

20  The prerequisite access may differ from ordinary individuals to professionals or technical hobbyist (a non-professional who has a 
similar level of expertise as professionals). Ordinary individuals without an expert level of knowledge need to rely on products 
and services provided by a third-party provider. For professionals, instead of relying on a commercial provider that provide blogs, 
individuals may own a computer server in his or her apartment and operate the server to host websites and have full control 
over who can access the website.  
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which point individuals’ freedom can be restricted. In practice, restrictions to accessing websites 

can be rendered in several formats including filtering by address of the website and the address of 

the device that supports the website.21 After filtering, sites are blocked by configuring servers and 

routers to deny access to specific URL or IP addresses, and as a result, users are unable to access 

the online platform that is associated with those addresses.22 Another way to deny access to a 

platform is by taking down the website itself making the website unavailable.23 

Even when websites are accessible, websites and other virtual spaces that are controlled by 

third-party service providers are compartmentalized into specific areas that can only be accessed 

by certain users such as the administrator of the site. At the platform, there is another layer of 

access to online content, which grants a user the permission to write (write access) and to read 

(read access) a specific content. To fully exercise the right to access and receive digital information, 

the information should be in the first place available and individual users need to have access and 

permission to read the contents hosted on the platform. For instance, after having access to the 

Yahoo! Group, if the individual does not have access to a specific post itself, then the individual is 

unable to open and read the information.  

Limiting access to content information hosted on an online platform restrict all rights that are 

premised upon the availability and accessibility online information. The widely used method is by 

filtering the content that contains certain keywords, hashtags, graphics or other specified criteria. 

Other filtering methods incorporate an intelligent analysis of content in the form of text or images. 

For text-based content, the filtering is done by making a semantic analysis of the keyword taking 

into consideration the context in which the keyword is used and for image-based content – usually 

used to block pornographic sites - the filtering is done by analyzing images and by blocking access 

to the site if it contains a large percentage of flesh-colored images. 

  

                                                      

 

21  In general, filtering methods can be “inclusion filtering” where users are allowed to access a short list of approved sites (“white 
list”) and all other contents are blocked or it can be “exclusion filtering” where users are restricted access by blocking sites listed 
on a “black list” while all other websites are allowed. 

22  Uniform resource locator (URL) refers to domain names. Internet Protocol (IP) address refers to a numerical address that is 
assigned to a server that supports the website. 

23  A way to achieve this goal is by resorting to technologies that undermine or compromise the function of a computer-based 
system such as distributed denial of service (DDoS) attacks. DDoS attacks render the targeted website inaccessible for a certain 
period of time. As a result, targeted websites are overwhelmed by so many external queries and thus, the server that supports 
the website crashes. 
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7.1.2.2. Digital identification and access control 

Digital identification is an important measure to grant, limit and control access to all aspects of 

the digital information ecosystem and it also functions as the means to protect the confidentiality 

and integrity of digital information. As the Organization for Economic Cooperation and 

Development (OECD) rightly pointed out, having a digital identity is a critical requirement for 

individuals to carry out any activities and transaction on the Internet and bears a great influence on 

the development of the Internet economy.24 Access to the digital environment is related to the 

permission to access different spatial and physical components of the digital space. Such access is 

granted based on information that ascertains the identity of the user. In other words, the pre-

requisite accesses needed for performing human rights related activities online (section 7.1.2.1) are 

granted based on information that asserts the identity of the individual user (section 7.1.2.2).  

In the digital space, the permission needed to access different parts of the digital information 

ecosystem is authorized and given based on digital identification. Digital identifications are 

identities created with personal information or information only known to the user. For individual 

users, digital identities are required to access devices (e.g., login ID and password to a computer), 

access to a network (e.g., Wi-Fi ID and password), and access to an online platform and contents on 

that platform (e.g., login ID and password to a website). In addition to the identification of 

individual users, all components of the digital ecosystem have digital identifications attached to 

them. For instance, every device on the network is assigned a unique Internet Protocol (IP) address, 

which allows for regulating access to a certain online platform and a Media Access Control address 

(MAC address), which can be used to grant access to a network. Based on the digital identification 

of the user and the devices, the digital space grants access permission to certain spaces and 

contents.  

Identification based on information about one’s identity requires a process to authenticate the 

identity. The steps related to identification and authentication resemble the way in which we 

process a request to access information in the traditional paper-based environment. When 

individuals wish to obtain a copy of an official document such as school transcripts or birth 

certificates, they need to present a document showing proper identification. The identification 

                                                      

 

24  See Trust in the Internet Economy — Guidance for Government Policy Makers”, OECD Digital Economy Papers, No. 196, OECD 
Publishing, 3. 
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document is certified by the entity that issues the identification document and therefore, holding 

an identification card issued by an official authority authenticates that the identity on the 

identification card is true and valid. Only after the identification that is properly authenticated is 

submitted, the requestor is granted with the access to the information. Similarly, identification with 

proper authentication is required in the digital space. Identification can be self-authenticated with 

the information that would ascertain one’s identity (e.g., user ID or email address) and information 

that would prove that identity such as a password that is only know to the user. Alternatively, 

identification can be authenticated by a trusted third party certification provider.  

After the requestor is properly authenticated, the next step is to ascertain whether the 

requestor has proper permission or the authorization to access the information. In the digital 

sphere, authorization is managed by access control, namely, security features that control how 

users and systems communicate and interact with each other and determine the level of 

authorization given to a user. Depending on the authority that the individual has, one can have the 

permission to view, modify, delete, move or copy the information. 

The management of access rights is closely related to security as it dictates who can access what, 

who cannot access which kind of information (confidentiality of information) and who has a right to 

modify information in certain circumstances (integrity of information). Authentication and 

authorization compose a two-step process that determines whether an individual can access 

specified information. If access to the information is unauthorized it means that either the 

information that ascertains the identity is compromised (identification and authentication) or the 

permission to access has been altered (authorization).25 These processes guarantee that individuals 

can verify that the intended recipients receive the communication without interference or 

alteration. They also function to prevent an unauthorized third-party from interfering with the 

transmission of digital information. In turn, these two steps function as security measures to 

protect human rights.  

Our freedom online is restricted when digital identity schemes dictate and make it mandatory to 

reveal the real name of individuals behind the online identity or otherwise restricting the usage of 

                                                      

 

25  The identification process is the process of verifying a person’s identity to a level sufficient for the intended purpose and issuing 
an identity credential to reflect that identity. The second process, authentication, is the process of later verifying that a particular 
person presenting that credential and claiming to be that previously identification is, in fact, such person. Once a user was 
successfully authenticated, an authorization process determined what the user was allowed to access and use. See Note by the 
UNCITRAL Secretart 'Present and possible future work on electronic commerce' (A/CN.9/692), paras. 95-96. 
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technology to prohibit anonymity online. The mandatory use of real identity on the Internet for 

certain services has been raised as a barrier to exercising freedom of expression online. National 

laws that force individuals to use their real name and identity infringe the freedom to create an 

online identity as an enabler of freedom of expression. A prominent example is the Network Act of 

the Republic of Korea which enforced mandatory authentication measures to use real-name for 

online activities. The Act was enacted after the effect of the Internet usage in the 2002 Presidential 

election, as well as libel, defamation, the intrusion of privacy, cyber bullying and rumors of 

celebrities.26 In accordance with the Act, governmental regulations forced all Internet users to 

authenticate their identity and reveal their real name in the process of authenticating. The law was 

criticized as being inefficient and over-restrictive as well as infringing freedom of anonymous 

speech, protection of the right to informational self-determination and infringement of the 

freedom of Internet business companies.27  

Eventually, the Constitutional Court of the Republic of Korea rendered article 44(5)(1) and (2) of 

the Act unconstitutional and the mandatory authentication process was abolished.28 In the 

Constitutional Court case, the complainants attempted to upload an anonymous comment to posts 

on <kr.youtube.com>, <ohmynews.com>29 and <ytn.co.kr>30; however, the three websites required 

all users to authenticate and confirm the identity of the users and limited them post anonymously. 

The complainants argued their freedom of expression was limited by the Act particularly article 44-

5 on the verification of the identity of users.31 The Court noted that the article of the Act that 

enforces mandatory disclosure of the real-names of individual users violated the freedom to 

                                                      

 

26  The Act requires all websites with over 100,000 users per day to implement real-name registration system. The origin of this Act 
traces back to 2005 when the government of the Republic of Korea passed a law (Public Officials Election Act) requiring all 
Internet users to verify their identities when commenting on election related websites. Since then, the scope of the law 
expanded to require real-name verification for contents not related to election (Article 44(5) of the Network Act enacted in 2007, 
amended by a Presidential Decree in 2009). See Report of the Special Rapporteur on the promotion and protection of the right 
to freedom of opinion and expression, Frank La Rue: Mission to the Republic of Korea (A/HRC/17/27/add.1) (21 March 2011), 
paras. 49 – 52. 

27  Anna Vamialis, ‘Online defamation: confronting anonymity’ 21 International Journal of Law and Information Technology 31, 56-
58 and Sung Gi Hwang, ‘A Constitutional Study on the Mandatory Personal Identification on the Internet’ 25 Hangyang Law 
Review. 

28  The Constitutional Court of the Republic of Korea (2010 Hun-ma 47) 23 August 2012.  
29  The webpage <ohmynews.com> is the first news website in the Republic of Korea, with the motto “every citizen is a reporter”, to 

allow its readers to edit and publish articles. 
30  YTN is the first news channel in the Republic of Korea that broadcasts news 24 hours a day.  
31  Article 44-5 states: (1) A person falling under any of the following subparagraphs shall, if it intends to install and operate an open 

message board, take necessary measures as prescribed by Presidential Decree (hereinafter referred to as "measures for verifying 
identity of users"), including preparation of a method and procedure for verifying identity of users of the open message board; 
(2) The Korea Communications Commission may, if a provider of information and communications services falling under the 
criteria under paragraph (1) 2 does not take any measure for verification of identity, order it to take a measure for verification of 
identity. 



 

172 

express anonymously and in turn, such a limitation on anonymous freedom of expression violated 

the freedom of the media which often uses and bases those expressions to diffuse and form public 

opinion. Furthermore, the Court concluded that the duty on the part of the service provider to 

record and store personal information related to the identity of the user violated the user’s right of 

informational self-determination. 

7.2. Digital information ecosystem in existing legal framework  

Having described the broader digital environment that facilitates and enables freedom and 

rights online, the next issue to address is whether the digital information ecosystem and its 

functions are sufficiently addressed in the existing international human rights law. For this 

assessment, the counterpart concepts of a digital information ecosystem, access and accessibility 

found in international human rights treaties and existing regulatory framework of ICTs are 

introduced respectively. 

7.2.1. Corresponding concepts in international human rights treaties 

It is not surprising that the term “digital information ecosystem” or the more commonly used 

term, “Internet”, is not explicitly mentioned in most provisions of existing international human 

rights treaties given that many were concluded before the age of the Internet. International human 

rights treaties concluded prior to digital technologies refer to communicational tools before the age 

of digital technologies – “the media”. International human rights treaties concluded after the 

advent of the Internet and ICTs include concepts such as “information and communication 

technologies” and “Internet and related services” but with lack of clarity on their definition. 

7.2.1.1. Media 

Similar to the dynamic interpretation applied to the concept of digital information, the phrase 

“through all kinds of media” in article 19 of the International Covenant on Civil and Political Rights 

(ICCPR) and its counterpart provisions can be interpreted to include digital communication tools 

that are used by the media and the digital form of media that exist today. During the drafting of the 

ICCPR, there was a proposal to include “in the form by legally operated visual or auditory devices” 

in the provision.32 This proposal by the US and the UK attempted to limit the scope of the right 

through a stipulation that electronically broadcast expression would only be protected to the 

                                                      

 

32  Marc J. Bossuyt, Guide to the "Travaux Préparatoires" of the International Covenant on Civil and Political Rights (Martinus Nijhoff 
Publishers, 1987), 383. 
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extent that it was by means of legally operated visual and auditory devices. However, the inclusion 

was objected on the grounds that they were susceptible to arbitrary interpretation and application, 

which might restrict channels of communication. Therefore, we can deduce that the ICCPR was 

drafted with the foresight to include and accommodate future technological developments through 

which individuals can exercise our right to freedom of expression electronically that may not be 

legally operated by the State.  

Relying on the dynamic interpretation of human rights treaties concluded before the time of the 

Internet, we look at what “all kinds of media” refers to in light of present-day conditions. National, 

regional and international courts have acknowledged the evolution in the variety of forms and 

means in which information is transmitted and received and have interpreted the means of 

transmission widely. These include broadcasting programs over the air and cable retransmission, 

television, the Internet and communication through mail or telephone system with a pre-recorded 

message, theatres, movies, among others.33  

The Internet is an important information tool and has become a widely used means of 

distributing and receiving information as both an alternative and replacement of the traditional 

media. In Times Newspaper Ltd v. the United Kingdom, - a case involving two news articles 

published both in print and on the newspaper website about a Russian mafia boss allegedly 

involved in money-laundering – the European Court of Human Rights (ECtHR) recognized the 

potential of the online news archive for enhancing the public’s access to news and dissemination 

information. Referring to the secondary yet valuable role of the press in maintaining and making 

archives containing news available to the public, the ECtHR highlighted “the substantial 

contribution made by Internet archives to preserving and making available news and information. 

Such archives constitute an important source for education and historical research, particularly as 

they are readily accessible to the public and are generally free.” 34 Hence, the Court accorded broad 

scope of protection to the press publication on the Internet, analogous to that according to the 

traditional print press. 

The term “media” as a tool or venue to disseminate information and share information 

extended to mobile phone applications in the case of Magyar Kétfarkú Kutya Párt v. Hungary.35 This 

                                                      

 

33  For instance, see In Groppera Radio AG v. Switzerland, the European Court (1990) 12 EHRR 321). 
34 Times Newspaper Ltd v. the United Kingdom (App nos. 3002/03 and 23676/03) ECHR 10 March 2009, para. 45. 
35  Magyar Kétfarkú Kutya Párt v. Hungary (App No. 201/17) ECHR 23 January 2018.  
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case concerned a mobile telephone application (“the cast-an-invalid-vote app”) developed to allow 

voters to show and comment on invalid ballots cast during a 2016 referendum on EU migrant 

relocation plans. Voters could use the app to post anonymous photographs of invalid ballot papers 

and comments on reasons for how they cast their ballots. The ECtHR found that the application had 

a communicative value since it was developed precisely to allow voters to use ICTs to share 

opinions through anonymous photographs of invalid ballot papers.36 

The Internet is increasingly emerging as an alternative option to other traditional broadcasting 

or transmission technologies. Many watch television and listen to radio through the Internet, and at 

times, television and radio services are provided through the same cable network as that of the 

Internet. Technological developments have created a convergence of communication tools, in 

other words, it has created a blurred distinction between the function, the manner, and the users: 

there is hardly any difference to the media outlet (e.g., newspapers) and the individual 

communicators (e.g., Twitter or other micro-blogging services) which leads to the blurring 

distinction between mass and public communication and private interpersonal communication and 

professional, as opposed to amateur journalists.  

Further, the means to disseminate and receive information is not exhaustive particularly given 

the speed of innovation in the digital era, and individuals can use any technical means without 

discriminating the type of device. Herr rightly argues that as soon as a new process of 

communication exists, it is automatically protected under the freedom to receive information.37 

The dynamic interpretation of “all kind of media” found in article 19 of the ICCPR on the freedom of 

expression becomes meaningful if the scope of “media” is broad enough to encompass innovative 

developments. Therefore, in the context of the current technological status quo and usage, the 

term “through any media” should be interpreted to refer to a variety of channels and means of 

communication. 

7.2.1.2. Internet, ICTs, and services 

The most recent human rights treaty, adopted in 2006, the Convention on the Rights of Persons 

with Disabilities (CRPD) is the only international human rights treaty that explicitly stipulates 

provisions related to digital technologies. Articles 4 and 9 of the CRPD refer to concepts such as 

                                                      

 

36  Ibid para. 37. 
37  Robin Elizabeth Herr, ‘Can human rights law support access to communication technology? A case study under Article 10 of the 

right to receive information’ 22 Information & Communications Technology Law, 647.  
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“new technologies, including information and communication technologies,” “information and 

communication technologies and system including the Internet” and “other services including e-

services”. 

The Convention does not define or provide guidelines on what the scope of ICTs and system 

refers to. This is inevitable because the concept of ICTs, their method of application and scope are 

constantly evolving and hence, it is difficult to pin down a scope that would remain relevant with 

the passage of time. Another reason is that specific mention of one technology (i.e., Internet) in the 

phrase “ICT and the Internet” risks the Convention being outdated in the future. The Internet is the 

most widely used means to transmit and receive information, yet, there are newly emerging 

methods such as using satellites, which constitute an independent network separate from the 

Internet. Previously, the usage of the satellite has been limited to military sectors; however, with 

the expansion of technology and reduced costs, private entities and individuals can also use their 

own communication satellite equipment to receive TV broadcasts.38 Similar to the commercialized 

use of satellite, we can foresee that other technologies that are costly and inaccessible to the public 

can become a popular and widespread means to seek and receive digital information in the future.  

The CRDP further specifies access to ICTs and other services including electronic services (article 

9(1)(b)). The Convention does not go into detail on identifying what services refer to. In practice, 

services can be those that provide infrastructure and other environments that are needed in the 

digital information ecosystem.39 Together with the evolution of technology, the type of services 

also evolves and new modes such as web-based services or services based on cloud computing 

technologies.40 These differ from conventional applications which are downloaded and installed on 

the local system of each user and remain under the user’s control. Cloud-based services are hosted 

and saved on the “cloud”, and service providers control the handling of data. The nature of cloud 

computing can be made clear by comparing it to the management of service apartments.41 In 

                                                      

 

38  Autronic AG v. Switzerland (App No. 12726/87) EComHR 22 May 1990  and Khurshid Mustafa and Tarzibachi v. Sweden (App No. 
23883/06) ECHR 16 December 2008 . 

39  Services can be classified more specifically into basic computing in structures that deliver processing power or storage 
("Infrastructure as a Service"); platform and tools such as operating systems, database management, web servers ("Platform as a 
Service"); and application software such as email management ("Software as a Service"). 

40 In general, cloud computing technology refers to the delivery of information technology resources as a service to multiple 
customers through the Internet: a process whereby software, shared resources and information are held on remote servers 
designed and established by the respective network or infrastructure operator. See Xiaoxi Fan and K.P. Chow Joe Kong, 
‘Introduction to cloud computing and security issues’ in Anne S.Y. Cheung and Rolf H. Weber (eds), Privacy and Legal Issues in 
Cloud Computing (Edward Egar Publishing, 2015), 8.  

41  This analogy is borrowed from ibid 13. 
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serviced apartments, the occupant focuses on managing his or her living space and all other 

services such as maintaining the building are handled by a service provider. Similarly, users of the 

cloud enjoy access to electronic communications while relying on their provider to manage data 

storage and maintain the shared servers, data storage and other elements of the system that they 

share.  

7.2.1.3. Access and accessibility 

Linked to the confusion about the Internet, websites and online services, many are also 

confused with what is “access” to the Internet. A clear understanding of the access needed to carry 

out online activities is an important starting point to illustrate freedom and limitation online and to 

examine whether access to the Internet should be a human right. Until now, discussion within the 

human rights circle has been largely limited to two accesses - access to a network (Internet 

connectivity) and access to contents on the Internet – and variations of the two accesses.42 

Benedek and Kettemann note that:  

“access – often understood primarily in the physical, or infrastructure, dimension – is 

only one of two dimensions of access. Distinct from access to the Internet is the right to 

access online content […] Using the Internet as a facilitator for other human rights 

presupposes access to the Internet in the first place (connectivity) and then unfiltered 

access to content.”43  

At the outset, the distinction between concepts related to access needs clarification. The terms 

“access to the Internet”, “access to online contents”, and “access to information” have been used 

interchangeably. To clarify the terms, we look at an example of updating a post on a web forum 

such as <yahoo.com> group site. To post in digital format, the individual needs to have access to a 

device – computers, laptops, smartphones, tables, and others - that digitizes information and 

facilitates the access to the Internet. As the next step, one would need to have access to the 

Internet that would allow access to the Yahoo site. Even when one has access to the device and the 

Internet, the user may also require the authorization to access certain fora such as a specific group 

site on <yahoo.com> that is accessible to specified users only. Access to the Internet alone does not 

suffice if users do not have access to content (access to information) and services: namely, the two 

accesses go hand in hand. Furthermore, it is suggested to supplement by subdividing the access to 

                                                      

 

42  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La 
Rue (A/HRC/17/27) (2011). 

43  Wolfgang Benedek and Matthias C. Kettemann, Freedom of expression and the Internet (Council of Europe, 2013), 75. 
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online content even further: access to read the content and access to write the content on the 

platform. As such, access to the Internet cannot be discussed as one access or two as several layers 

of access are involved.  

In plain text, access is defined as control over deciding who gets access to what, when, where, 

how and on what conditions. Access to the digital information ecosystem is related to the 

permission to access or virtually enter different spatial and physical components of the digital space 

and to retrieve data or a file. This definition of access is found in provisions of international human 

rights treaties related to access to goods, services, facilities, access to information and access to 

remedy. Access to a public place or service is illustrated in article 5 of the International Convention 

on the Elimination of all Forms of Racial Discrimination (ICERD) and article 25 of the ICCPR includes 

the right to have access to public services. ICERD refers to the equal access to public services 

(article 5(c)) and the right of access to any place or services intended for use by general public such 

as transport, hotels, restaurants, cafes theatres and parks (article 5(e)(f)). In this context, 

accessibility refers to the right to use and obtain an equal benefit from the provisions of goods, 

services, facilities and others that are available to the public without discrimination. Specific 

elements or the normative contents related to access to basic services and facilities such as access 

to education, health services, and water and sanitation services are outlined in the General 

Comments of the Committee on the Economic, Social and Cultural Rights (CESCR).  

7.2.2. Regulation of freedom and limitation of rights online  

Understanding the broader environment of the digital space and ascertaining that the layers 

access to parts of the digital information ecosystem constitute enabling and prerequisite elements 

of freedom and rights are one step towards guaranteeing the freedom and rights online. In addition 

to this recognition, the components of the broader environment – the digital information 

ecosystem – needs to be accompanied by a regulatory framework based on international human 

rights law. How does the existing regulatory framework regulate the layers of access to the 

different components of the digital ecosystem and by proxy, how does it regulate freedom and 

limitations to freedoms? This issue traces back to the fundamental question of whether the 
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Internet should be regulated and if so, how and who should regulate and control the activities on 

the Internet, which has been debated particularly in the Internet governance.44  

This section briefly introduces the debates and challenges in existing regulatory frameworks and 

subsequently points to two observations related to the insufficiency of the existing regulatory 

measures. First, with the increased usage of technologies and its convergence, regulation for one 

technology is not sufficient when that technology performs a role of another. Second, following the 

widespread perception that technical aspects are not related to substantive contents, there is a 

longstanding tension between regulation of contents and regulation of technology.  

7.2.2.1. Should the Internet be regulated? 

There are diverging views on the issue of regulating the Internet, ranging from the opponents 

and proponents of regulation to those who argue for an international legal regime that regulates 

activities on the Internet. Following the logic of libertarian philosophers, cyberlibertarians argue 

that the Internet is free from regulation and individuals should be at liberty to pursue their actions 

and interests online. Among this school of thought, the founders of the Internet argued that the 

Internet could not be regulated as there is no functional implementation used in a traditional legal 

system such as imprisonment, fines, and orders for specific performance, which would prove to be 

ineffective against persons who do not have physicality identity or fiscal funds.45 Many proponents 

of non-regulation are also supporters of the initial vision of the Internet, which embraced a design 

that distrusted centralized control. While not the sole reason, the origin of this distrust stemmed 

from a lack of expert knowledge on the part of legislators and the “real world” law that they 

legislate which is not effective, inappropriate and not suitable for the online world. 

On the other side, the cyber legal positivists (or cyberpaternalists), those who follow a more 

traditional approach, suggested that cyberspace should be subject to the standard rules of 

jurisdiction and the national law of the competent State. This view follows the argument that the 

Internet is a type of technology, which is socio-legal in nature, as it creates new social challenges 

requiring a legal and regulatory response. One of the first proponent for regulation of the Internet 

                                                      

 

44  Internet Governance can be defined as “the development and application by Governments, the private sector and civil society, in 
their respective roles, of shared principles, norms, rules, decision-making procedures, and programs that shape the evolution 
and use of the Internet” and “includes more than Internet names and addresses, issues dealt by ICANN; it also includes other 
significant public policy issues, such as critical Internet resources the security and safety of Internet and developmental aspects 
and issues pertaining to the use of the Internet”, see Report of the WSIS Working Group on Internet Governance, 2005, paras. 10 
and 12. 

45  Ibid. 
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traces back to Reidenberg who coined the term “lex informatica”. Reidenberg suggested that there 

are two types of private regulatory systems – one based upon a contractual agreement between 

ISPs and customers and another built upon the network architecture such as the technical 

standards promulgated by bodies like the Internet Engineering Task Force.46 Other proponents of 

Internet regulation such as Lessig believe that adequately executed regulation on the Internet is 

essential to preserving and defending certain fundamental liberties.47  

Unlike the cyberlibertarians and cyberpaternalists, another view is coined as “network 

communitarianism” which “sees the relationship between the digital environment and the real 

worlds as a rather more fluid affairs” and complements the cyberpaternalism model which fails to 

account for the complexities of information flows in the Internet.48 According to the network 

communitarianism, the regulation of the Internet involves a networked community which includes 

a wide community of individuals and non-human actors. Another group of thinkers is coined as 

internationalists, those who believe that territorial rule needs to be supplemented and replaced by 

global governmental institutions.49 The latter line of thinking is linked to proposals for establishing a 

single global law on which the nations of the world agree.  

Shifting the perspective to human rights, regulation is an important element to set standards, 

monitor human rights violations and abuses and implement human rights obligations and 

responsibilities. Under both International Covenants, States have an obligation to take deliberate, 

concrete and targeted steps to establish regulatory frameworks - as part of its legislative 

framework - in accordance with the standards and principles that underpin human rights.50 In the 

context of service regulation, the obligations under article 2 of the International Covenant on 

Economic, Social and Cultural Rights (ICESCR) also include the obligation to ensure that the rules 

and regulations are set and the activities of those exercising regulatory functions contribute to the 

enjoyment of human rights without discrimination of any kind. The incorporation of human rights 

into national legal frameworks can be done at different levels and by using different instruments, 

including the constitution, legislation, policies, and regulations. At times, with or without specific 

legal stipulations of a right, with relevant regulations that are enforceable in a domestic system, a 

                                                      

 

46  Joel Reidenberg, ‘Lex Informatica: The Formulation of Information Policy Rules through Technology’ 76 Texas Law Review 553. 
47  Lawrence Lessig, Code: And Other Laws of Cyberspace, Version 2.0 (Basic Books, 2006). 
48  See Andrew Murray, The Regulation of Cyberspace: Control in the Online Environment (Routledge-Routledge, 2007). 
49  See Frances Cairncross, The Death of Distance: How the Communications Revolution Is Changing our Lives (Harvard Business 

School Press, 1997), 158-159. 
50  Article 2 of the ICESCR and article 2 the ICCPR. 
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right can be protected and the human rights violators can be held accountable for their human 

rights obligations under the domestic legal system.  

From the perspective of international human rights law, the notion that online rights are equally 

protected as offline rights implies that duty-bearers and accountable actors equally have human 

rights obligations at the international and domestic level to protect and promote online rights. This, 

in turn, means that States should regulate the digital space to protect and to ensure that those 

regulatory actors comply with human rights obligations. Therefore, it is argued, in line with the 

cyber legal positivists, that cyberspace requires regulatory measures aimed at protecting and 

promoting human rights online. However, the valid point raised by cyber-libertarians on the lack of 

expert knowledge of legislators on cyberspace remains, which is also an aspect that this Study aims 

to address by illustrating when the technical aspects interplay with both the infringement and 

protection of human rights. Furthermore, as stressed by proponents of network communitarianism, 

the fact that digital space is an interconnected system and that the Internet is the largest person-

to-person communication network calls for a broader scope of regulation.  

Irrespective of the different views on whether the Internet should be regulated, the reality is 

that wide-ranging actors regulate the Internet in practice. The more up to date question to address 

is: how is the Internet regulated? Three existing approaches to Internet regulation have been 

identified: market-led self-regulation, state-led regulation, and multi-stakeholder co-regulation.51 

Self-regulation can be further classified as company self-regulation usually through enforcement of 

terms of services and collective self-regulation, namely, a group of private entities that jointly 

create industry codes of conduct or set common technical standards by which all participants agree 

to abide.52 The US, for instance, left privacy and other concerns that arise about business behavior 

to be met through self-regulation with limited policing by the Federal Trade Commission.53 In 

contrast, the EU is a typical example where State-regulation, in particular, for privacy, the primary 

regulatory mechanism is notice and takedown under EU Electronic Commerce Directive, articles 12 

and 14. Finally, co-regulation is a legal model in which norm-drafting, implementation, and 

enforcement are not under the sole authority of the sovereign State but rather are spread among a 

                                                      

 

51  Ian Brown and Christopher T. Marsden, Regulating Code: Good Governance and Better Regulation in the Information Age (MIT 
Press, 2013), 2 – 3.  

52 Rebecca MacKinnon and others, Fostering Freedom Online: The Role of Internet Intermediaries (UNESCO Publishing, 2014), 54-56.  
53  An example of self-regulation is the Internet Watch Foundation (IWF) in the UK formed as part of tripartite agreement between 
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number of players, both public and private.54 Another form of regulation is the collective self-

regulation scheme where a group of individuals collectively create industry codes of conduct or set 

common technical standards which becomes the laws.55  

More concrete discussion on how to regulate digital space is found among the post-

cyberpaternalism discussions and the proponents of the platform-based ecosystem. As law applies 

to the traditional non-digital world, the law in the form of code can well regulate the digital space. 

The platform-based ecosystem relies on the architecture and technical design within the modeling 

of the platform as a basis for regulation. In other words, the platform-based ecosystem includes the 

collection of web platforms and software systems that provides core functionality (i.e., Internet 

browsers) and also includes the add-on subsystem that connects to the platform which provides an 

add-on functionality (i.e., applications). The platform-based ecosystem is one approach to 

identifying those who should be regulated, particularly those referred to as “gatekeepers” or those 

who control the “master switch” of the Internet.  

The proposed framework of the digital information ecosystem indeed departs from the 

platform-based ecosystem. However, the scope of the digital information ecosystem is broader 

than the platform-based ecosystem, which is limited to actors that provide the platform and 

services. The scope is rightly broader as the current Study focuses on the protection and promotion 

of human rights in the digital space, which cannot be limited to the actors involved in platforms and 

modules (system and subsystem used for a web activity). It is argued that without reviewing all 

functions of the digital space (which is not only limited to web platforms and services), identifying 

the functional role of actors in the digital information ecosystem will be fragmented and hence, 

identifying human rights actors whose acts interfere with rights online will also be fragmented.  

7.2.2.2. Existing regulatory framework 

Regulation of the digital information ecosystem is complex because the ecosystem itself is 

composed of various layers and actors and the regulation of those layers are different. Benkler 

introduces three key regulatory access points within the network: first, the physical infrastructure 
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layer (made up of wires, cables spectrum and hardware such as computers and routers) which is 

subject to the environmental regulations of the physical world; second, the logical infrastructure 

layer (software components to carry, store and deliver content); and third, the content layer where 

materials are stored, transmitted and accessed.56 In a similar sense, Lessig introduces the physical 

layer, the code layer and the content layer and emphasizes the particular effectiveness in using the 

code layer to regulate the content layer.57  

The different parts of the digital ecosystem and its usages are interconnected with each other, 

and we cannot have a complete overview without examining the whole set of issues in its entirety. 

This observation is especially evident with the recent trend of converging technology and services. 

Particularly, the notion, “Internet of Things”, means that computing devices are now embedded in 

everyday objects such as watches and refrigerators and enables them to interconnect with one 

another and to the Internet. The convergence of technologies calls for convergence of regulations 

of those technologies. 

However, despite the theoretical identification of layers and observations on the convergence of 

technologies, the existing regulation schemes have been elaborated following the development of 

each technology and focusing on regulating the usage of that technology. Therefore, the current 

regulation scheme is decentralized according to the telecommunication regulation, content 

regulation and service regulation. Studies have focused on content regulation on the Internet with 

a focus on the standards to block content. 58  Another focus has been on the liability of 

intermediaries for regulating third party content, primarily on harmful speech and reputational 

harms.59 For instance, the network infrastructure, based on the telecommunication network like 

cable, is within the scope of telecommunications law in many jurisdictions. Online platforms and 
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services, on the other hand, are regulated under services (information service provisions). Online 

platforms are Internet services and often are within the purview of customer protection laws.  

Thus far, technical regulation of telecommunication networks and content regulation on online 

platforms have been separately discussed. Many split the regulation of technicality of the digital 

environment and the regulation of contents that are on the digital ecosystem. In the Internet 

governance field, tension existed as to whether regulation of the Internet should be limited to the 

technological components or can be extended to content regulation. This tension first surfaced in 

the early days when World Summit on the Internet Society (WSIS) was at its infancy. There were 

confusions about what WSIS was about – whether it was about telecommunication and 

infrastructure or about content, media and culture or about development. Hence, the delegation of 

WSIS also had very different orientation with different experiences. With such varying expectations 

and a myriad of confusion, discussions were polarized between resource management and content 

regulation. When WSIS included the topic of email spam on its agenda, it was accused of expanding 

its mandate and moving away from technical regulation into content regulation.  

Similarly, in 2012, when the International Telecommunications Union (ITU) amended the 

International Telecommunication Regulations, Article 19 (an NGO that promotes freedom of 

expression) recommended that content regulation should not be part of the WSIS agenda because 

this would give the ITU more control over content-related aspects of Internet policy.60 The 

organization Article 19 recommended that references to spam, cyber-crime, cyber-security, data 

preservation, retention, protection, protection of personal information, privacy and data, 

information and network security, fraud and associated issues should be rejected. This advocacy 

resulted in an artificial demarcation between content and technical regulation and ignited 

technical-versus-policy discussions in the Internet governance field. Such artificial demarcation led 

to the arbitrary designation of roles and responsibilities of government, the private sector and civil 

society in Internet governance.61 The WSIS Declaration of Principles states that “policy authority for 
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Internet-related public policy issues is the sovereign right of States”, limiting the role of the private 

sector and civil society to technical matters.62 As the digital space has organically evolved, such an 

arbitrary designation of roles has ceased to reflect the reality. Indeed, it highlights a general failure 

to perceive the Internet and ICTs as part of an interlinked ecosystem.  

The artificial demarcation of content regulation versus technical regulation has led to the 

evolution of regulatory frameworks for both without taking into consideration their relationship. 

Online content regulation has a framework of its own. Traditionally, regulation of content has 

followed the development of publication and media tools and the fear of potential detrimental 

effects on society for instance through transmission and publication of sexually explicit contents. 

From the printing technology to the wide distribution of telegraph, telephone, post, radio, 

television, satellite, video and now to the Internet, the regulation of content has been the focus.  

The regulation of the Internet also involves the longstanding discussion of pluralism and 

freedom of expression in balance with the regulation of content deemed illegal or harmful contents. 

That issue is not considered as it applies to all means of media and no specific changes in the 

substantive nature of that problem arises in the context of ICTs. When the focus is on prohibiting 

the distribution of contents, the Internet and ICTs require attention due to the changes to the 

nature of the distribution – ubiquity and speed of diffusion. However, when it is the positive act of 

distribution for protection of pluralism, the same nature of mechanism to block contents offline 

applies to the Internet and other broadcasting means: to block access to that specific content. The 

same issues have arisen when the blockage of content have been too excessive, for instance, 

blocking the entire Internet access or the entire TV frequency. 

7.3. Are existing measures sufficient? 

Guarantees to access several components of the digital information ecosystem are inextricably 

linked to the enjoyment of human rights because the digital information ecosystem is a necessary 

environment and some of the layers of its access are prerequisite steps needed to exercise and 

realize rights online. The interference with the exercise of rights in the digital space can be 

explained by illustrating the access to the different parts of the digital information ecosystem. 
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Identification required to access the digital space and the four layers of access constitutes a pre-

requisite for individuals to exercise the freedom online. By prohibiting or restricting these types of 

access required to create, send and receive digital information, individuals are unable to carry out 

any activities online. Therefore, interferences at the four levels of access translate into the means 

and methods to block, hinder, censor or otherwise restrict the life cycle of digital information and 

thus, exerts limitations on the exercise of associated rights.  

Similar to the digital information, the functions of the digital information ecosystem are 

addressed in the concepts of “media” and “Internet, ICTs and services” found in existing 

international human rights treaties. Additionally, the aspects of access and accessibility are also 

addressed in international human rights law. Therefore, it is submitted that explicit recognition of a 

right is unnecessary for the application of human right norms in the digital space similar to the 

argument that the right to a healthy environment need not be recognized as environmental harm 

interferes with the enjoyment of existing human rights.63 However, what is required is to interpret 

and apply existing human rights norms in regulating the digital information ecosystem, which is 

illustrated in the first part of this section (section 7.3.1). Furthermore, what remains to be resolved 

in international human rights law is whether access to the different components of the digital 

information ecosystem entails a positive obligation on the part of the State, namely, to provide 

those accesses and if so, whether there exist minimum levels of access (section 7.3.2). 

7.3.1. Applying human rights norms to the digital information ecosystem  

The Internet and digital technologies are used for various purposes and as such, their role 

cannot be set as one. Concepts such as media, the Internet, ICTs and access to goods and basic 

services all relate to the multi-purpose that the digital information ecosystem serves. When we 

look at the Internet and the online platform as a type of service provided, the manner in which 

access is provided dictates how individuals can freely connect to the Internet and virtually enter the 

platform. Therefore, the framework that governs those concepts can be borrowed and applied to 

the digital information ecosystem to ascertain the contents and entitlement related to freedom and 

rights online. In addition, any limitation to accessing the digital information ecosystem interferes 

with the enjoyment of existing human rights illustrated in Chapters 3 to 6 and therefore, even 
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without recognizing the right to access the Internet, human rights norms can be applied to the 

digital information ecosystem. In other words, the central point of the discussion moves away from 

whether access to the Internet is a right but towards identifying any gaps when the existing norms 

are applied.  

When we look at the attributes of the digital space (sections 7.1.1 and 7.1.2), it becomes clear 

that access and accessibility is the key feature of how digital space functions. As it is with many 

aspects of digital technologies, the technical and business sector was the first to come forward with 

principles applying to access. The ITU has recommended the following principles for ICT 

accessibility: equal access, functional equivalency, accessibility, affordability and design for all in the 

context of accessibility for persons with disabilities. 64  While developed in an international 

organization mandated to develop international standards, these principles bear great similarity to 

the normative contents of some economic social and cultural rights such as the right to health, food, 

water and sanitation which include: availability, accessibility, affordability, safety, and acceptability. 

These existing concepts found in the General Comments of the CESCR require clarity on how they 

apply to the layers of the digital information ecosystem. Adapting these normative contents of 

economic, social and cultural rights to the digital information ecosystem, this section addresses 

each layer of the digital information in order to identify what elements are required for individuals 

to enjoy freedom online and how those elements, if not fulfilled, can amount to interferences with 

rights online. 

7.3.1.1. Availability of infrastructure and services  

As a start, physical infrastructure and online services must exist and be available. When we look 

at other rights that have the same requirement, the aspects of availability become clearer. For 

water and sanitation services, water has to be available continuously and in sufficient quantity for 

drinking, personal hygiene and domestic uses.65 When it comes to public health, health-care, and 

sanitation facilities, goods, and services, availability refers to a sufficient quantity of those facilities, 

goods, and services. In the context of digital space, availability can be understood as sufficient and 

continuous services related to the physical structure of the network infrastructure. It also includes 

the facilities and system fundamental to the operation and online services required for the digital 
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information ecosystem to function and ultimately for individuals to freely exercise their rights 

online.  

1. Availability of network 

A clear interference with rights online is when the country network that connects to the global 

network (the Internet) is not available. There still exist parts of countries, particularly rural and 

remote areas, where the inhabitants do not have any access to the Internet because the network is 

not set-up. The failure to provide network infrastructure for individuals to communicate and 

disseminate information through online networks needs to be assessed in contexts. Similar to 

broadcasting services, the State is not obliged to provide individual Internet connection in every 

home. Depending on the country’s level of telecommunication infrastructure, inhabitants enjoy 

different levels of network technologies, which allow a varying degree of speed at which we can 

upload and download digital information.  

Human rights law does not dictate specific technology options but instead calls for context-

specific solutions. In the context of the telecommunication network, which constitutes the 

backbone of the Internet, the geographical features of a country, ranging from the size of its 

territory, a proportion of high range mountains or the way a city has been built, all dictate criteria 

for selecting different technologies for connecting people. For instance, optic-fiber cables 

connected to a domestic residence can be a better solution for a highly populated and flat area 

with no physical obstacle such as mountains. On the other hand, a WiMax tower, similar to a cell 

tower, placed in a high position can provide coverage to a large area.  

Additionally, there are different levels of network infrastructure services that provide access to 

the Internet from basic to improved services. A basic service would be public Wi-Fi that is offered 

by the government through venues such as a library or other public spaces. Similar to telephone 

lines, States do not have an obligation to provide individual telephone connection but instead, 

public telephones are installed. To assess the level of freedom online, Freedom House asked 

whether a country has widespread public access to the Internet through Internet cafes, libraries, 

schools, and other venues.66 In Denmark, local public libraries as part of their public service are 
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obliged to provide Internet access. The duty to provide free Internet access in public libraries was 

appended to the Danish Library Act in 2000. Another type of basic service is Internet connection 

provided by private entities through kiosks or through “pay per data”. The improved service is 

through optic cable or WiMax that is accessible through personal laptops and phones.  

2. Availability of content 

When the content, the digital information itself is not available, the unavailability amounts to 

infringement of certain rights that are premised on the availability of information such as those 

rights associated with receiving information (Chapter 4, section 4.3) and using digital information 

(Chapter 5). Furthermore, rendering the digital content unavailable is a way to dispose of the digital 

information addressed in Chapter 6, which translates into the rectifying the infringement of the 

right to privacy. 

7.3.1.2. Physical and virtual accessibility 

Physical accessibility refers to persons not being prevented from using and attaining an equal 

benefit from services because of a physical obstacle. If products and services are supplied to the 

public, they must be available to all, regardless of whether they are provided by a private 

enterprise or public authority. Physical accessibility also means that facilities, goods, and services 

must be within safe physical reach for all sections of the population. The digital information 

ecosystem is composed of tangible hardware and intangible software and for the latter, which are 

remotely connected, individual users access them through a virtual connection. Therefore, the 

concept of physical accessibility needs to be expanded to include virtual accessibility.  

Virtual accessibility is conditioned on having authorized permission to access, which is 

determined by the online identity of individual users (section 7.1.2.2). Identification based on 

information about one’s identity, together with authentication methods, create and control the 

matrix of authorization to access the digital information ecosystem including the digital information. 

Identity in the digital space not only reflects one’s right to have an identity but is intertwined with 

other issues such as access to digital information and parts of its ecosystem.  

1. Physical access to device 

Technical devices transform the individual’s instruction into programming languages and 

therefore, individuals should be in physical reach of the devices to type or record instructions. 

Communication devices range from satellite dishes to hand-held devices and prohibiting installation 

and use of technical devices such as satellite antennas and personal computers also prevents 
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transmission of digital information. By restricting the sale of personal computers to individuals and 

at the same time, prohibiting public Internet cafes, individuals’ access to physical devices is 

prohibited. Although rarely practiced, there have been certain authoritarian regimes that ban 

ownership of personal computers such as Castro’s government banning the sale of computers to 

the general public in 2002.  

In addition to a countrywide ban, the banning of installation of devices at household level also 

limits transmission. In the case of Khurshid Mustafa and Tarzibachi v. Sweden, the ECtHR ruled that 

satellite dishes were essential to immigrant communities, particularly in this case, immigrants 

family with three children, for receiving television programmes in the language of their native 

country. The applicants refused to dismantle the satellite dish and based on this, the tenancy 

agreement was terminated. The Court concluded that the decision to terminate the tenancy 

agreement because of the refusal to dismantle the satellite dish amounted to “interference by a 

public authority” in the exercise of rights guaranteed by article 10 of the ECHR.67 

Having access to those devices does not mean that users must be in possession of or must have 

property rights to physical devices. It follows that the freedom to access and use devices does not 

translate into State obligation to provide mobile devices to each individual but rather that it should 

not prohibit access to technological devices by banning usage and ownership of personal devices, 

monitoring the ownership or usage of the devices or restricting access to certain places where one 

would be able to have access to the devices either for free or at a cost. Physical access related to 

the device also includes physical access to a space where the device is located. In addition to 

preventing any restrictions on ownership or usage of devices, individuals should not be barred from 

entering public or quasi-public spaces that provide technical devices, such as Internet cafes. Access 

to physical spaces where individuals will be able to use a technological device should not be 

prohibited based on discrimination. For instance, in societies where women are not allowed to be 

visible in public, they are denied entrance to Internet cafés.  

2. Virtual access to device 

Even after having physical access to the devices, individuals can be restricted in sending and 

receiving information at the point when one uses a physical device. In addition to banning devices, 

another way to restrict dispatch of information is by certain restrictive functions embedded in the 
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technological equipment itself. Built-in restriction mechanisms can be included at the 

manufacturing stage even before the device is sold and make the device incompatible with specific 

software or applications. For instance, a mobile company may sell devices to an authoritarian 

regime-based country with built-in software or applications containing certain prohibitive functions. 

In 2009, there was an attempt in the People’s Republic of China to have the content-control 

software called “Green Dam Youth Escort” pre-installed or supplied on a mandatory basis within all 

new personal computers sold in China. With built-in software, the user of these devices may own 

and use a device that performs regular functions but their communications might be barred 

without their knowledge. Similarly, software installed on a laptop or a smartphone prior to the 

purchase may restrict users from sending and receiving certain text messages by blocking certain 

country codes or phone numbers and by filtering certain words. Software in a device may be 

programmed or upgraded to prohibit downloading and installing certain programs, applications or 

plugins that would allow users to send and receive digital information. For instance, a mobile device 

may not allow certain e-mail applications to be downloaded and used on the device. 

3. Access to network 

Technological network infrastructure mainly refers to routers, servers, firewalls, and other 

hardware and software devices that have the common aim of providing access to a network and 

that accommodate the flow of information. While technological devices, which support the 

infrastructure of a network, are physical and tangible items and therefore subject to physical access, 

the network that is operated on top of these devices is of an intangible nature. Therefore, to 

address intangible elements, the focus is on their virtual accessibility. From the perspective of 

individual users, the virtual access to the network (access to the Internet) is relevant to exercising 

rights online.   

Specifically related to Internet access, the Special Rapporteur considered that cutting off users 

from Internet access is a violation of article 19(3) of the ICCPR. 68 Even in countries that have regular 

access to the Internet, the Internet can be blocked as a whole for a limited period by shutting down 

the server and other technological devices which support the network. This was the case for Egypt 

when it shut down the Internet during the demonstrations on Tahrir Square in 2011. In other 
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circumstances, the Internet can be blocked partially and specifically to certain individuals or to 

certain IP addresses by identifying and filtering IP addresses of a device.  

4. Virtual access to online platform 

It should be clarified that Internet disconnection or shutdown is different from shutting off 

access to certain service such as social media and online messaging systems. The Internet 

disconnection refers to disconnecting specific Internet connection of a person or a household while 

as Internet shutdown describes where a region or a part of a region is offline because the Internet 

connectivity is no longer available. The disconnection to the Internet and Internet shutdown is 

different from rendering the online platform inaccessible. For instance, in 2019, following the 

attack on the three churches in Colombo, Sri Lanka, one of the first responses of the authorities 

was to temporarily shut down social media. In the wake of terrorism to prevent rumors and social 

unrest, the justification was that Internet could be shutdown in time of crisis during which 

misinformation prevails on social media and when conspiracy and outrage is amplified. 

The concerns related to restrictions on websites and other Internet-based services have been 

highlighted, notably in the UN Human Rights Committee’s General Comment no. 34 on Article 19: 

“Any restrictions on the operation of websites, blogs or any other Internet based, 

electronic or other such information-dissemination system, including systems to 

support such communication, such as Internet service providers or search engines, are 

only permissible to the extent that they are compatible with paragraph 3. Permissible 

restrictions generally should be content-specific; generic bans on the operation of 

certain sites and systems are not compatible with paragraph 3. It is also inconsistent 

with paragraph 3 to prohibit a site or an information-dissemination system from 

publishing material solely on the basis that it may be critical of the government or the 

political social system espoused by the government.”69 

Similarly, in several cases, the ECtHR has considered restrictions to accessing websites, taking 

into account the function of those websites and how that relates primarily to the exercise of 

freedom of expression. The following examples show that the decision of whether limits to access 

are an infringement of human rights depends on the nature of the online platform, which changes 

not only based on the intention and design of the creator and operator, but also according to how 

individuals use those platforms. 
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The first case concerned the blocking of access to YouTube, a website enabling users to send, 

view and share videos. In the case of Cengiz and others v. Turkey, the ECtHR considered the 

question whether the blocking of the popular video-sharing website, YouTube, constituted a 

violation of users’ right to freedom of expression.70 The applicants were teaching law at universities 

in Turkey when in May 2008 the Turkish Government blocked all access to the YouTube site. The 

ban was justified under a law that prohibited insulting the memory of Atatürk. Pursuant to a Law 

regulating Internet publications and combating Internet offenses, the Ankara Criminal Court of First 

Instance ordered the blocking of access to YouTube on the grounds that the website contained 

some ten videos, which were deemed an insult to Atatürk by the domestic court that issued the 

blocking order. The ban remained in effect from May 2008 to October 2010, when the order was 

lifted by the public prosecutor’s office. 

The ECtHR found in particular that the applicants, all academics in different universities, had 

been prevented from accessing YouTube for a lengthy period and that, as active users, they could 

legitimately claim that the blocking order in question had affected their right to receive and impart 

information and ideas.71 The Court also observed that YouTube was a single platform, which 

enabled information of specific interest, particularly on political and social matters and citizen 

journalism to emerge.72 Hence, the Court accepted that in the present case, YouTube had been an 

important means by which the applicants could exercise their right to receive and impart 

information or ideas and that they could legitimately claim to have been affected by the blocking 

order even though they had not been directly targeted by it.73 

Second, the ECtHR distinguished the case of Cengiz and others v. Turkey involving the YouTube 

site from the case of Akdeniz v. Turkey, concerning access to music websites <myspace.com> and 

<last.fm> on the ground that these sites were disseminating musical works in breach of copyright.74 

The Court treated the two cases differently because of the nature of the sites in question. The ban 

on YouTube site rendered a platform for political discourse inaccessible. YouTube displayed specific 

contents that could not easily be accessed by other means, whereas in the Akdeniz case, the Court 
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pointed to alternative means available for accessing music in the face of the relevant ban.75 It 

should also be added that the YouTube site is a two-way interactive platform where users upload 

user-generated content, which includes expression of political or other views. In contrast, music 

streaming sites such as <last.fm> is a one-way streaming site, which plays copyrighted music and is 

not a platform for individual users to create or upload contents.  

Third, in contrast to Cengiz and Others v. Turkey where applicants were indirectly affected by the 

YouTube ban, the case of Ahmet Yıldırım v. Turkey concerned the blanket blocking order of Google 

Sites which directly affected Mr. Yildirim’s access to his own website. In this case, the applicant, as 

owner and user of a website, had complained that he was unable to access his own site on account 

of a blocking measure affecting a Google module.76 Under section 8(1)(b) of Law no. 5651 on 

regulating Internet publications and combating Internet offences, the Denizli Criminal Court of First 

Instance ordered the blocking of the website. The order was issued as a preventive measure in the 

context of criminal proceedings against the site’s owner, who was accused of insulting the memory 

of Atatürk. The ECtHR clarified that Google Sites is a Google service designed to facilitate the 

creation and sharing of websites within a group and thus constitutes a means of exercising freedom 

of expression.77  

In addition to blocking the entire website or platform as illustrated in the three cases above, 

individuals can be restricted from accessing certain parts of the platform, which are 

compartmentalized and made accessible with specific permission given by the operator of the site. 

The block to an online platform can also be time bound. For instance, in the Republic of Korea, 

the Youth Protection Revision Act of 2011, commonly known as the Cinderella Law, forbids children 

under the age of sixteen to play online video games between midnight and 6 a.m.  

5. Accessibility of content  

In addition to making digital information not available by deleting it, the content can be 

rendered inaccessible by deleting the link to the information so that others will not readily have 

access to the information. This was discussed in the disposal stage in Chapter 6, where such 

limitation is translated into deleting or otherwise making the information not accessible to the 

public. 
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7.3.1.3. Secure and safe access 

Existing economic, social and cultural rights focus on the safety of individuals when accessing 

basic services. For instance, the normative content of quality and safety for the right to water 

means that “the water required for each personal or domestic use must be safe, therefore free 

from micro-organisms, chemical substances and radiological hazards that constitute a threat to a 

person’s health.”78 Safety and security in the context of the digital ecosystem is focused on safety 

of information and involves confidentiality and integrity of digital information, which is closely 

related to access.  

From a technical point of view, information is not secure if it is modified so that it does not reach 

its intended recipient in the intended format. One way of modifying digital information is to make 

alterations and changes to the content of information and to compromise the integrity of the 

information.79  Changing can also mean corrupting the content data so that once received, 

information would be rendered in non-readable format or individuals are prevented from receiving 

the proper contents of the communication. Alterations and changes can equally be made to non-

content information and by altering the address of the recipient in the form of domain names, IP 

addresses, and other non-content data. Making changes to non-content data which provides the 

direction and destination information of the digital information, can result in blocking information 

reaching its intended recipient or successfully reaching the recipient with altered information.80 

Another way of modifying information is to add contents to the information. For instance, one can 

add a virus or embed spam software in an email or add an advertisement banner on the website. In 

contrast, another form of modification of digital information is deleting partial or full content.  

These aspects of safety and security are implicitly addressed in article 17 of the ICCPR, which 

refers to the secrecy of correspondence and they are addressed in criminal law particularly 

                                                      

 

78  UN CESCR, General Comment No. 15: The right to water (Articles 11 and 12), para. 12. 
79  Integrity of information means that information is protected from deletion, modification or corruption in an unauthorized or 

undetected manner and violation of integrity refers to situations where data is modified without proper authorization. Integrity 
of information also refers to maintaining and assuring the accuracy and consistency of information over its entire life cycle, 
namely, both when it resides within the database and while it is transmitted over a network.  

80  An example of making changes to non-content data is Deep Packet Inspection. Within digital information, there is a packet that 
includes information that indicates the number of hops or stops that it has made prior to reaching the intended recipient. When 
information is examined at an unscheduled inspection stops, the deep packet inspection changes the number of hops that 
information has made as if the information has not been examined at the unscheduled stop. Another example of modifying non-
content information is IP spoofing, in other words, forging someone else’s IP address and impersonating another computer 
system. This will result as if a different computer sent the information. It is commonly used to conceal the identity of the sender 
identified with the IP address embedded in the information. 
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legislations focused on cybercrimes. An example at the European region is the 2001 Convention on 

Cybercrime, which stipulates illegal access “access to the whole or any part of a computer system 

without right” (article 2) and illegal interception as “interception without right, made by technical 

means, of non-public transmissions of computer data to, from or within a computer system, 

including electromagnetic emissions from a computer system carrying such computer data” (article 

3). Furthermore, the Convention addresses data interference describing it as “the damaging, 

deletion, deterioration, alteration or suppression of computer data without right” (article 4). 

1. Secure and safe access to device 

Both personally owned and devices offered by public libraries and the employers are vulnerable 

to the embedding of filtering and monitoring software. These pre-installed filtering or monitoring 

software can also be designed to collect personal communications without the user being aware. 

The software can be designed to enable location-based services providing the opportunity for a 

third-party to collect location data or can be designed to enable access by third parties. Additionally, 

hardware devices and chips that are embedded can be configured to allow for certain third parties 

to access data (known as a backdoor).  

The concerns related to compromising safety and secure access to technological device was 

raised in September 2018 when the US, UK, Canada, Australia, and New Zealand, the so-called “Five 

Eyes” intelligence-sharing coalition based on a series of multilateral data-sharing agreements, 

called on ICT providers to establish access solutions in its “Statement of Principles on Access to 

Evidence and Encryption”: 

“The Governments of the Five Eyes encourage information and communications 

technology service providers to voluntarily establish lawful access solutions to their 

products and services that they create or operate in our countries […] Should 

governments continue to encounter impediments to lawful access to information 

necessary to aid the protection of the citizens of our countries, we may pursue 

technological, enforcement, legislative or other measures to achieve lawful access 

solutions.” 81 

The Statement raised several possibilities of interpreting what should be the action that the 

providers must take. The access solution could refer to delivering decrypted content in the event 
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that providers have the relevant encryption keys or if they are capable of breaking the existing 

security. Alternatively, the access solution could refer to situations where providers do not have the 

capacity to undo the security measures in which case, providers must actively develop ways to 

undo its security system ex-post or design products and services so that governments can bypass 

security, unlock the system and have access to the information. Although the issue remains how 

the establishment of lawful access solutions are implemented, the Statement nonetheless raised 

concerns that it is a request to service providers to create backdoors to encrypted products, which 

includes pre-installation of software in their services and products.  

Another example concerned, the US Federal Bureau of Investigation (FBI), which repeated 

attempted to compel Apple to create a backdoor or provide case-by-case access to suspects’ 

devices. The FBI wanted Apple to create and electronically sign new software that would enable the 

FBI to unlock a work-issued iPhone 5C it recovered from one of the shooters who, in a December 

2015 terrorist attack in San Bernardino, California, killed 14 people and injured 22. The iPhone 5C is 

embedded with an operating system, which provides protection by a four-digit PIN code and after 

ten incorrect attempts, the contents of the phone will be rendered inaccessible by erasing the 

mechanism that protects the stored data. The FBI was not able to unlock the security system and 

eventually asked Apple to develop a new system to enable the disabling of the security system it 

had built into the iPhone 5C. Apple declined based on their policy not to compromise their security 

and the so-called FBI-Apple battle died down when the FBI declared that Apple’s technical 

assistance was no longer necessary. While this case never went to court and the balance and 

priority between national security and privacy was never clarified, the case highlights that any 

technical device can also have mechanisms, which may infringe our right to privacy. 

2. Secure and safe access to network 

At the level of the networks and infrastructure, equipment or computer networking devices such 

as routers, proxy servers, firewalls, and wireless access points may contain functions to track user 

activity and store personal information and communication. Security methods, such as network 

packet filtering, which control what information can flow into and out of the network are some of 

the examples that provide this functionality.  

In a case concerning Mr. Zakharov, the editor-in-chief of a publishing company and the 

chairperson of a non-governmental organization monitoring the state of media freedom, Mr. 

Zakharov claimed that there was an interference with his right to privacy of his telephone 
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communications. He furthermore claimed that the mobile-network operators had installed 

equipment which permitted the Federal Security Service to intercept all telephone communications, 

pursuant to order no. 70 of the State Committee for Communications and Information 

Technologies.82 The order no. 70, together with other orders and regulations issued by the Ministry 

of Communication, describe the system of technical facilities enabling operational-search activities 

to be carried out which is referred to as “the SORM”. The technical requirements for the SORM on 

mobile-telephone networks allow law-enforcement agencies to intercept communication from a 

remote terminal connected to the interception equipment installed by the mobile network 

operators.83  

“More precisely, the equipment must ensure (a) interception of all the incoming and 

outgoing calls of the interception subject; (b) access to information about his 

whereabouts; (c) maintenance of interception capability where an ongoing connection 

is transferred between the networks of different mobile-network operators; (d) 

maintenance of interception capability in cases involving supplementary services, such 

as call forwarding, call transfer or conference calls, with the possibility of registering the 

number or numbers to which the call is routed; (e) collection of communications data 

concerning all types of connections, including fax, SMS or other; (f) access to 

information about the services provided to the interception subject.”84  

Due to the equipment installed, the security services and the police had the technical means to 

intercept mobile telephone communications without obtaining judicial authorization. The 

equipment allowed them to have direct and unrestricted access to all communications and their 

ability to intercept the communications was not based on presenting an interception authorization 

to the communications service provider.  

3. Secure and safe access to online platform and online content 

At the level of an online platform, the behaviors and activities of individual users are manifested 

in the form of digital information (data) and therefore individual behaviors on websites can be 

monitored by collecting those data. Further, data can be collected at the online platform level by 

service providers who collect information from individual users either voluntarily or involuntarily, 

(section 5.3.3.1). All ways of collecting information that reconstructs the individual user’s behavior 

online poses risks to the security and safety of digital information. As clarified in section 5.3.3.2, the 
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secure and safe access includes both modifying the information from the traditional definition of 

interception and also the concept of interception used in digital space, i.e., digital information can 

also be collected following lawful or unlawful access to the information by a third party. Both act of 

intercepting and collecting information share the precondition of accessing information which is a 

compromise to the secure and safe access to the information hosted by the online platform.  

7.3.1.4. Non-discrimination and net neutrality 

The principle of equality and non-discrimination is a fundamental element of international 

human rights law, which guarantees that those in equal circumstances are dealt with equally both 

in law and practice. When applied in the context of digital space, the principle focuses on equal 

treatment of individuals using various technologies and contents. On the Internet, individuals are 

identifiable and distinguishable by their online identities, the identities of the devices that they use 

and the traits associated with activities online. Therefore, any discrimination based on the content 

and technical devices used by the individual equates to indiscriminate treatment against the person 

behind the device and the content. 

The roots of non-discrimination of devices and contents and hence, the person behind, are 

found in existing telecommunication and e-commerce laws. Article 33 of the Constitution of the ITU  

stipulates: “Member States recognize the right of the public to correspond by means of the 

international service of public correspondence. The services, the charges and the safeguards shall 

be the same for all users in each category of correspondence without any priority or preference 

[emphasis added].” In international electronic commerce law, a similar notion of non-

discrimination of technology is introduced as the principle of technology neutrality. “Technological 

neutrality” means that the same principles should apply irrespective of the technology used and 

not dictate or favor one technology over another. This also means that technology or the person 

using the technology should not be discriminated. Individuals should be free to use whatever 

technology they choose to secure their communications, and should not be compelled to use 

specific technologies nor should States interfere with the use of those technologies. 

This principle of non-discrimination based on content, also referred to as network neutrality, is 

closely connected to and is considered as a prerequisite or an enabling factor of all rights 

exercisable online, particularly freedom of expression on the Internet. Wu first coined the term 

“network neutrality” as a principle that ISPs and governments should treat all data on the Internet 

equally, not discriminating or charging differentially according to users, content, site, platform, 
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application, type of attached equipment, and modes of communication.85 In other words, net 

neutrality is a principle according to which telecommunications network companies should not play 

favorites with the content on the network, regardless of the data types, provider and the type of 

mobile devices used. This principle ensures equality since all services that are provided through the 

network would have the same rights and thus, the same opportunities when sharing bandwidth, 

whether the service is electronic mail, a video, a scientific journal, or a voice conversation.  

“Network neutrality” started out first as a principle debated among computer science experts, 

ISPs, broadband and telecommunication companies, human rights organizations and individual 

users. Recently, the fundamental basis of network neutrality has been enshrined in several pieces 

of domestic legislation. For instance, Chile adopted legislation in 2010 which mandated network 

neutrality in law.86 Pursuant to this law, ISPs must ensure access to all types of content, services, or 

applications available on the network and offer a service that does not distinguish content, 

applications or services, based on the source of it or their property. In 2011, the Netherlands also 

enshrined the concept of network neutrality into its national law by banning its mobile telephone 

operators from blocking or charging consumers extra for using Internet-based communications 

services.  

7.3.1.5. Acceptability 

Looking at the digital information ecosystem as being functionally equivalent to goods and 

services offline, acceptability can be understood as an element covering cultural acceptability; 

cultural values must be taken into account regarding design, positioning, and conditions for use of 

goods and facilities. For the right to food, acceptability includes both cultural and consumer 

acceptability which “implies the need also to take into account, as far as possible, perceived non-

nutrient-based values attached to food and food consumption and informed consumer concerns 

regarding the nature of accessible food supplies.” 87  The right to health requires medical 

acceptability, namely, that the facilities, goods, and services should also respect medical ethics, and 

be gender-sensitive and culturally appropriate, for instance, taking into account religious beliefs 

such as Jehovah’s Witnesses.88  
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An additional aspect of acceptability is found in the CRPD, which stipulates a new concept of 

accessibility: “web accessibility” or accessibility based on electronic accessibility in relation to the 

rights of persons with disabilities. The CRPD requires State parties to ensure to persons with 

disabilities “access on equal basis with others to information and communication, including ICTs 

and system” (article 9(1)) and further specifies “access to information communications and other 

services including electronic services” (article 9(1)(b)). This article describes the need to design 

devices and other technological products so that persons with disabilities have access in order to be 

able to use them.  

The notion of acceptability for online contents encompasses pluralism and diversity in terms of 

languages. In the context of digital space, the digital information ecosystem provides an efficient 

structure for accessible pluralistic information and for dialogue and interchange of information. 

States should support initiatives to ensure that online information can be accessed in a meaningful 

way by all sectors of the population, including persons with disabilities and persons belonging to 

linguistic minorities.89 

7.3.1.6. Affordability 

The affordability of access in the context of digital space is related to connectivity prices and 

costs. Affordability is also closely related to the term “digital divide”, which refers to the gap 

between people with effective access to digital and information technologies. For existing human 

rights stipulated under the ICESCR, affordability does not mean that services must be provided free 

of charge, but that people must be able to afford to pay for basic services such as water and 

sanitation, and those services must be affordable for all.90 At this moment in the digital era, it is 

difficult to ascertain whether or not access to digital information – device, infrastructure, and 

platform – are considered as basic needs which must be affordable for all. A separate study would 

be needed to examine whether the Internet and other components of the digital information 

ecosystem constitutes basic needs which warrant a status of minimum level of connectivity and 

therefore, this Study does not consider the content relating to affordability. 
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7.3.2. Essence of human rights online  

When it comes to the digital information ecosystem, the implementation of human rights 

obligations involves both the positive obligation to fulfill and provide access to the digital 

information ecosystem and the negative obligation not to interfere and to protect from third party 

interference. The specific obligations related to the digital information ecosystem boil down to the 

negative act of non-interference with access to the ecosystem and the positive act of protecting 

third parties from non-interference, providing elements to support access to the ecosystem and 

constructing the environment for ordinary users to have access. 

The contentious obligation that is yet to be clarified is whether States have the obligation to 

guarantee a minimum level of services for individuals to freely exercise online rights. Do States 

have an obligation to fulfill, namely the obligation to facilitate by taking measures to create an 

enabling environment, an obligation to provide provision of goods and services necessary for right 

to be enjoyed by those who are not able to obtain such goods and services themselves and finally, 

to promote activities for the realization of rights? As identified throughout the current Chapter, 

several aspects of States’ human rights obligations, particularly positive obligations, need to be 

clarified based on the acknowledgment that access to the digital information ecosystem, 

particularly device and network connectivity, constitutes basic needs that are essential to livelihood 

and needed for subsistence. That discussion is not timely since at this moment in time, usage of the 

Internet has not reached the level of basic need or basic commodity around the world. As 

mentioned in section 7.3.1.6 on the affordability dimension, it is difficult to judge whether access to 

digital information – device, infrastructure, and platform – are considered as basic needs that must 

be affordable for all. As pointed out, this discussion calls for a separate study to examine whether 

access to the digital information ecosystem constitutes basic needs and warrant a status of 

minimum level of access. Elements of what essence of a right means and what constitutes essence 

of a right in digital space is introduced as a way of starting the discussion on this topic. 

7.3.2.1. Essence of rights 

The value of essence, particularly whether essence should be recognized as an independent 

concept, which cannot be subject to proportionality balancing, can trace back to the divergent 
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views of the relative and absolute theory, found in German legal scholarship.91 Pursuant to the 

relative theory, the notion of essence, or the core of fundamental rights, has a declaratory nature 

as all interferences with fundamental rights can be assessed and potentially justified by applying 

the principle of proportionality. In contrast, the proponents of absolute theory sees that the core of 

a right cannot be limited and therefore the principle of proportionality does not apply to the core 

of a right. Instead, the absolute theory separates the fundamental right into two – an essence of 

right that cannot be limited under no circumstances and a peripheral part of a fundamental right 

that is subject to proportionality assessment. For the purpose of starting the discussion on whether 

there exist minimum levels of access to the digital information ecosystem, this Study follows the 

absolute theory and sees that rights have an essential element that cannot be interfered with or 

violated on any account. 

All human rights are fundamental and each right gives rise to inviolable entitlement, in the 

absence of which a State party is to be considered to be in violation of its human rights obligations. 

The inviolable element of a right is the intangible baseline or a basic minimum for the action of all 

governments that must be guaranteed for all persons in all contexts. It indicates a minimum below 

which no government should perform, even in unfavorable conditions or against any compelling 

interests. The essential core should not be confused with rights that cannot be limited or 

suspended under any circumstance, namely, non-derogable rights. Some human rights documents, 

notably the ICCPR, proclaim a limited set of the protected rights as non-derogable, namely, as rights 

from which no exception is allowed, even during a state of emergency.92  

Several variant concepts address the concept of an essential core of a right: “basic rights to 

subsistence”, “essence of a human right”,93 “minimum subsistence right”,94 “minimum essential 

levels”,95 “international minimum threshold”, “core content”,96 “minimum core obligations”,97 

                                                      

 

91  For a summary of divergent views, see Maja Brkan, ‘The Concept of Essence of Fundamental Rights in the EU Legal Order: Peeling 
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“core obligations”, 98  “minimum legal content/threshold/standard”, 99  “absolute minimum 

entitlement”,100 “substance of fundamental rights”,101 among others.102  

Additionally, the role that the essential core plays has been illustrated using several metaphors. 

It is suggested that “there is a minimum core content of each right which constitutes a “floor” 

below which the conditions should not be permitted to fall”103 or to “house” the various 

entitlements within rights in a feasible structure. Metaphors of floors and ceilings are evocative of 

at least some of the intent behind the core: for instance to “house” the various entitlements within 

rights in feasible structure. Other intentions behind the core include: core as the essence 

(importance), the floor (the beginning point or the foundation) and the minimum (the very least). 

The core plays a functional or foundational role in the broader structure (as do core reactors of a 

nuclear plant or core computer memory). Relying on the meanings of the core as its location (as the 

core of an apple or earth) and function, we can define the essential components with different 

properties from the periphery. In this regard, Brkan introduces the essence as part of several layers 

of fundamental rights and compares it to peeling of an onion:  

“the outer layer is the fundamental right as a whole, without its value being diminished 

in any way; the next layer comprises a justified impairment of this right, followed by an 

unjustified breach. Even closer to the inside of the onion is a particularly serious breach 

of a fundamental right and the heart of the onion constitutes the core – or the essence 

– of a fundamental right.”104  

The aspect common to various concepts and metaphor provides a means to identify what is the 

essence of human rights. All relevant concepts that describes the minimum core content of a right 

refer to the nature or essence of a right, that is, the essential element or elements without which it 
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loses its substantive significance as a human right. They all represent the untouchable element or 

inner circle of a fundamental right that cannot be diminished, restricted or interfered with under no 

circumstances. Brkan describes that in case of restriction or breach of the essence of a right, the 

right loses its value for either the right holder or for society as a whole.105 Scheinin suggests that a 

methodology to operate the essential core of a right is to “identify whether some of the state’s 

human rights obligations are more burning, more immediate, or more compelling than some 

others”.106  

7.3.2.2. Minimum levels of access  

When using the analogy of the core as the foundation and the minimum functional role in a 

broader structure, the components of the enabling environment, the digital information ecosystem, 

organized in layers provides a guideline to ascertain the roles. The layers have a dependency 

relationship and are arranged in a linear hierarchy structure where one layer is dependent on the 

former layer. These layers of access include access to a technological device (e.g., a computer in a 

public library); access to network infrastructure (e.g., WiFi); and access to the online platform which 

provides services and contents (e.g., <dictionary.com>). As presented earlier in this Chapter, there 

are essential elements of the digital ecosystem that are prerequisite for individuals to perform 

activities online and for the digital information ecosystem as a whole to function so that individuals 

can exercise their rights online. Therefore, the guarantee to access the layers of digital ecosystem 

constitute essential elements to exercise rights online, particularly those rights that rely on 

transmission of digital information. The lack of these prerequisite elements or restriction posed can 

lead to limitation of rights, to the extent that some limitations will lead to the non-exercise of rights 

online. 

1. Availability of network infrastructure 

As a start, any exercise of rights online requires having access to the device that connects the 

individual to the network and network infrastructure must exist and be available to be able to 

facilitate online activities. Without the availability of network infrastructure, or simply known to 

many as the Internet, online rights do not exist. In order for individuals to have access to 
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connectivity whether by broadband services or other wireless services, the network infrastructure 

as part of the ecosystem must be established.  

The UN Broadband Commission set for broadband development that “all countries should have 

a national broadband plan or strategy or include broadband in their Universal Access/Service 

Definitions”.107 The plan or strategy for broadband resonates with the strategic obligation, which is 

immediately binding on the State party to the ICESCR (article 2(1)) and not conditioned by the 

possible lack of resources.108 The immediate obligation to ensure minimum essential levels of rights 

stipulated in the ICESCR includes actions to devise and implement a national plan of action to 

realize those rights in full, utilizing indicators and benchmarks to monitor and report on their 

progress.109 A critical component of States’ immediate obligation to take “deliberate, concrete and 

targeted” steps to fulfil Covenant rights is the adoption of “a detailed plan of action” that 

elaborates “carefully targeted policies” and priorities.110 Provided that the access to network 

(Internet network), at one point in the future, would amount to basic needs that are under the 

scope of adequate living standards, this translates into the State’s obligation to devise plans and to 

outline policies, programmes, legislation and appropriate budgetary provisions with the aim of 

making telecommunication networks available and to identify the resources available to attain the 

aim. 

2. Minimum accessibility as basic needs? 

Access to the Internet plays a vital role in the full realization of human development, and 

facilitates the exercise and enjoyment of a number of human rights and freedoms. However, it is 

not yet ascertained whether access to the Internet and the digital information ecosystem 

constitute basic service that should be guaranteed as a human right. The discussion on minimum 

access to the digital information ecosystem as basic needs resonates with the access of basic 

services stipulated in the ICESCR. The CESCR has affirmed that State parties have a core obligation 

to ensure the satisfaction of at least minimum essential levels of each of the Covenant’s rights and 

this is considered as a common element of all Covenant rights and the raison d'être of the ICESCR: 

“Committee is of the view that a minimum core obligation to ensure the satisfaction of, 

at the very least, minimum essential levels of each of the rights is incumbent upon 
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every State party. Thus, for example, a State party in which any significant number of 

individuals is deprived of essential foodstuffs, of essential primary health care, of basic 

shelter and housing, or of the most basic forms of education is, prima facie, failing to 

discharge its obligations under the Covenant. If the Covenant were to be read in such a 

way as not to establish such a minimum core obligation, it would be largely deprived of 

its raison d’être.”111  

General Comment no. 3 of the CESCR does not define the content of the minimum essential 

level for the rights to which it pertains but the General Comments dedicated for each individual 

right confirm that the core obligation related to those rights are non-derogable. For instance, in 

relation to the right to safe drinking water, the CESCR viewed that “at least a number of core 

obligations in relation to the right to water can be identified, which are of immediate effect: […] To 

ensure access to the minimum essential amount of water, that is sufficient and safe for personal 

and domestic uses to prevent disease [emphasis added].”112 Another example is in relation to the 

right to the highest attainable standard of health, which the CESCR confirmed that “States parties 

have a core obligation to ensure the satisfaction of, at the very least, minimum essential levels of 

each of the rights enunciated in the Covenant, including essential primary health care”.113 These 

obligations include “to ensure access to the minimum essential food which is nutritionally adequate 

and safe, to ensure freedom from hunger to everyone”.114 Thus, if any significant number of 

individuals is deprived of essential foodstuffs, of essential primary healthcare, of basic shelter and 

housing or of the most basic forms of education, the State is, prima facie, failing to discharge its 

obligations under the ICESCR. In the absence of minimum core, a State party should be considered 

to be in violation of its international obligation.115 

Although minimum access to the Internet has yet to be identified as a basic service essential for 

the livelihood of individuals in the 21st century, several countries that enacted national legislation 

on the minimum speed indicate that the importance of network connectivity is acknowledged in 

those countries. Finland became the first country to enact a law that makes broadband access a 

guaranteed right. In the amendment to the Communications Market Act, which defined universal 

                                                      

 

111  UN CESCR, General Comment No. 3: The nature of State Parties' Obligation (Article 2, Para 1), para. 2. 
112  UN CESCR, General Comment No. 15: The right to water (Articles 11 and 12), para. 37. 
113  UN CESCR, General Comment No. 14: The right to the highest attainable standard of health (Article 12), para. 43. 
114  Ibid para. 43. 
115  UN CESCR, General Comment No. 3: The nature of State Parties' Obligation (Article 2, Para 1), para. 10; The Maastricht 

Guidelines on Violations of Economic, Social and Cultural Rights (E/C.12/2000/13), para. 9. 
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service as including a functional Internet connection under article 60(c) on the “universal service 

obligation concerning the provision of universal telephone services”: 

“2. […] The subscriber connection shall also allow an appropriate Internet connection 

for all users, taking into account prevailing rates available to the majority of subscribers, 

technological feasibility and costs. […]  

3. Provisions on the minimum rate of a functional Internet access referred to in 

subsection 2 above are laid down by decree of the Ministry of Transport and 

Communications. Further provisions on different user groups as referred to in 

subsection 2 above and their special needs within the scope of the universal service 

obligation are laid down by Government decree […] [emphasis added].”116 

A similar provision is included in Spain’s Law 2/11 of 4 March 2011 on the sustainable economy, 

which obliges the government to ensure broadband connection to the public communications 

network at a minimum speed of 1 Mbps for everyone: 

“Article 52. Inclusion, as part of the universal service, a connection that allows data 

communications broadband at a speed of 1 Mbit per second: 1. The connection to the 

public communications network capable of functional internet access, guaranteed by 

the universal telecommunications service should allow data communications 

broadband downstream speeds of 1Mbit per second.”117  

3. Disconnections and shutdown as violation 

In a joint declaration in 2011, several international experts noted that “cutting off access to the 

Internet, or parts of the Internet, for whole populations or segments of the public (shutting down 

the Internet) can never be justified, including on public order or national security grounds.”118 

Furthermore, in the 2015 the same experts issued a “Joint Declaration on Freedom of Expression 

and responses to conflict situations” stating that: “Filtering of content on the Internet, using 

communications “kill switches” (i.e. shutting down entire parts of communications systems) and 

the physical takeover of broadcasting stations are measures which can never be justified under 

human rights law [emphasis added].”  

                                                      

 

116  Communications Market Act (393/2003; amendments up to 363/2011 included) Full text is available from: 
http://www.finlex.fi/en/laki/kaannokset/2003/en20030393.pdf 

117  Ley Nº 2/2011 de 4 de marzo de 2011 sobre Economía Sostenible (modificada por la Ley Nº 2/2012 de 29 de junio de 2012). 
118  Joint Declaration signed by the UN Special Rapporteur on Freedom of Opinion and Expression, the Organization for Security and 

Co-operation in Europe (OSCE) Representative on Freedom of the Media, the Organization of American States (OAS) Special 
Rapporteur on Freedom of Expression and the African Commission on Human and Peoples’ Rights (ACHPR) Special Rapporteur 
on Freedom of Expression and Access to Information on 1 June 2011, para. 6(b). 
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While supportive of the experts’ statement that shutting down the Internet should not be 

subject to justifications, it can be argued that the statement goes beyond the principle of functional 

equivalence where modes of expression identified in article 19 of the ICCPR is subject to limitations 

(article 19(3)), which lays down specific conditions that restrictions may be imposed: the 

restrictions must be “provided by law”; they may only be imposed for one of the grounds set out in 

subparagraphs (a) and (b) of paragraph 3; and they must conform to the strict tests of necessity and 

proportionality.119 As a mode of expression protected under article 19, the restriction to the 

Internet is subject to the permissible limitation test.  

However, in addition to the function as a means of disseminating digital information, Internet 

access is a precondition to enjoyment of freedom and rights online. As explained in earlier in this 

Chapter, the access to Internet network is a gateway to access online platforms and online services 

and a precondition for individuals to benefit from access to information or services provided. The 

linear arrangement of the layers of access constituting digital information ecosystem means that 

Internet shutoff or disconnection results in non-exercise of other rights online. Internet shutdowns 

not only affect the exercise of freedom of expression but harm communities, slow and obstruct 

economic development, and violate a range of human rights, including by restricting access to 

information, inhibiting access to education and health, and restricting people from being able to 

work. Therefore, Internet shutdowns cannot be equated to shutdown of newspapers or other 

broadcasting media as the Internet fulfills other roles that dissemination of information. In other 

words, we need to acknowledge that the minimum access to network, in some situations and 

increasingly more, constitutes access to essential services and basic resources.  

If the minimum accessibility to the network infrastructure were widely acknowledged as basic 

needs at one point in the future, then disconnections or shutdown of the Internet would amount to 

violation. In the future world where digital information ecosystem becomes indispensible for 

everyday lives of all and when the Internet becomes more than a network that performs a 

communications means, a blanket general network shutdown for a particular territory could not be 

justified by any means.  

                                                      

 

119  UN Human Rights Committee, General Comment No. 34 Article 19: Freedoms of opinion and expression, para. 22 
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4. Online platform shutdown 

In modern societies, the Internet acquired significant importance in terms of the exercise of 

fundamental rights and freedoms, particularly the right to freely express. As clarified earlier, 

Internet disconnection or shutdown is different from shutting off access to certain service such as 

social media and online messaging systems. Social media, among other online platforms, constitute 

a platform, which affords individuals the opportunity to participate in creating, disseminating and 

expression their views on a range of issues. Online platforms are indispensable tools for the 

exercise of the right to freedom of express, share and impart information and ideas. These 

platforms have become one of the most effective and widespread means of both imparting ideas 

and receiving information. However, as much as the importance of these tools are acknowledged, it 

is nonetheless one of several means in the current society where both analog and digital tools co-

exist. Therefore, online platforms are excluded from the discussion on minimum levels of access 

provided that there are several alternative options that exist. 

7.3.2.3. Blanket collection  

Referring back to description of essence of a right - namely, that in case of restriction or breach, 

the right loses its value for either the right holder or for society as a whole - the aspect of essence 

of the right to privacy focuses on blanket collection which constitutes breach of the right where the 

right to privacy loses its value if it is not accompanied by safeguards and effective judicial 

protection. 

The CJEU has considered the issue of “general and indiscriminate retention of all traffic and 

location data”, simply known as blanket collection or retention of non-content (or communication) 

data in two cases. The Digital Rights Ireland case concerned the legality of the EU Data Retention 

Directive and the CJEU invalidated the Directive basis on the conclusion that retention of non-

content data interfered with the rights guaranteed by the right to privacy noting that the retention 

of non-content data affects private life because non-content data also reveals the identity and 

private lives of individuals (section 5.3.2.1 “2. Personally identifiable information”). Following the 

Digital Rights Ireland case, the Tele2 Sverige case addressed the question of whether article 15 of 

the EU e-Privacy Directive - which referred to the EU Data Protection Directive regarding the 

restriction of the scope of obligation ensure confidentiality of traffic data - should be interpreted as 
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precluding national legislation that provided, for the purpose of fighting crime, for general and 

indiscriminate retention of all traffic and location data of all.120 While the Tele2 Sverige case is 

introduced in detail in section 8.2.1 below, we look at the CJEU’s acknowledgement that retention 

of non-content data can reveal other information that can identify the person related to the non-

content data: 

“[the] data, taken as a whole, is liable to allow very precise conclusions to be drawn 

concerning the private lives of the persons whose data has been retained, such as 

everyday habits, permanent or temporary places of residence, daily or other 

movements, the activities carried out, the social relationships of those persons and the 

social environments frequented by them […] That data makes it possible, in particular, 

to identify the person with whom a subscriber or registered user has communicated and 

by what means, and to identify the time of the communication as well as the place from 

which that communication took place. Further, that data makes it possible to know how 

often the subscriber or registered user communicated with certain persons in a given 

period [emphasis added].”121 

However, in relation to whether non-content data collected under the EU Data Retention 

Directive adversely affects the essence of the right to privacy, the CJEU noted that there is no 

content data involved and hence, the collection of non-content data did not amount to adversely 

affecting the essence of rights: 

“So far as concerns the essence of the fundamental right to privacy and the other rights 

laid down in Article 7 of the Charter, it must be held that, even though the retention of 

data required by Directive 2006/24 constitutes a particularly serious interference with 

those rights, it is not such as to adversely affect the essence of those rights given that, as 

follows from Article 1(2) of the directive, the directive does not permit the acquisition of 

knowledge of the content of the electronic communications as such.”122 

The judgment, when juxtaposed, can be understood that legislation permitting the public 

authorities to have access on a generalized basis to the content of electronic communications can 

be regarded as compromising the essence of the fundamental right to respect for private life. 

The decision of two cases - Digital Rights Ireland and Tele2 Sverige - indicates that the CJEU has a 

different standard when it comes to information that reveals the identify of individual and 

information about private life and when it relates to the content of the communication. For CJEU, 
                                                      

 

120  Joined Cases C-203/15 and C-698/15, Tele2 Sverige v Post- och Telestyrelsen, Judgment of 21 December 2016, para. 134. 
121  Ibid para. 98. 
122  Joined Cases C-293/12, Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and C-594/12, 

Kärntner Landesregierung, Judgment of 8 April 2014, para. 39.  

https://eulaworebro.wordpress.com/2017/05/12/joined-cases-c-20315-and-c-69815-tele2-sverige-v-post-och-telestyrelsen-21-december-2016/
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only blanket collection of content of communication affects the essence of the right to respect for 

private life while, as retention of non-content does not amount to adversely affecting the essence 

of rights. This stance was clarified in the Schrems case, where the CJEU discussed whether the act 

of accessing content data by the competent law enforcement authorities constitutes a violation of 

the essence of the right. The case dealt with the question of the adequacy of the “US - EU Safe 

Harbor Framework” under US intelligence services were able to access data that were transferred 

from the EU. In this case, the CJEU clarified that the legislation permitting public authorities to have 

“blanket” access on a general basis to collect content of electronic communications is regarded as 

compromising the essence of fundamental right to respect for private life.123  

In the context of blanket data collection, the right to an effective remedy before a tribunal in the 

event of infringement is highlighted as essence of the right to privacy. In relation to the collection 

of non-content data and collection of content data, the Court considered that the blanket collection 

amounted to infringement of the essence of right in conjunction with the fact that there was no 

effective judicial protection available. In Digital Rights Ireland, the Court elaborated that the 

collection of content (communication) data did not affect the essence of the fundamental right to 

data protection referring to the safeguards and data protection principles in place. As justification 

of the retention of non-content data, the CJEU pointed to sufficient guarantees of the effective 

protection of personal data against the risk of misuse: 

“Nor is that retention of data such as to adversely affect the essence of the fundamental 

right to the protection of personal data enshrined in Article 8 of the Charter, because 

Article 7 of Directive 2006/24 provides, in relation to data protection and data security, 

that, without prejudice to the provisions adopted pursuant to Directives 95/46 and 

2002/58, certain principles of data protection and data security must be respected by 

providers of publicly available electronic communications services or of public 

communications networks [emphasis added].”124 

Furthermore, in the case of Schrems, involving data transfer to a third-party State, the CJEU 

affirmed and clarified that the essence of the fundamental rights also includes access to effective 

judicial protection referring to article 47 of the EU Charter of Fundamental Rights which requires 

                                                      

 

123  Case C-62/14, Maximillian Schrems v Data Protection Commissioner, Judgment of 6 October 2015, para. 94. 
124  Joined Cases C-293/12, Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and C-594/12, 

Kärntner Landesregierung, Judgment of 8 April 2014, para. 40. 
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everyone whose rights and freedoms guaranteed by the law of the EU are violated to have the right 

to an effective remedy before a tribunal in compliance with the conditions laid down in that article: 

 “Likewise, legislation not providing for any possibility for an individual to pursue legal 

remedies in order to have access to personal data relating to him, or to obtain the 

rectification or erasure of such data, does not respect the essence of the fundamental 

right to effective judicial protection, as enshrined in Article 47 of the Charter.”125 

The CJEU has considered blanket collection of digital information an essential aspect of 

fundamental rights if the individual is deprived of the right to pursue legal remedies. Therefore, it 

can be understood that the “essence of the right” is focused on the right and freedom to legal 

remedies and the safeguards that judicial mechanisms provide when rights are violated due to 

blanket collection or surveillance mechanisms. The freedom to resort to a court or the essence of 

the right to effective judicial protection is not a feature that is only unique to the EU law but it is 

underscored in several human rights bodies. The UN Human Rights Committee also identified an 

essential core in the article 14 of the ICCPR by outlawing restrictions to the right to access to a 

court that would undermine the very essence of the right.126  

 

                                                      

 

125  Case C-362/14, Maximillian Schrems v. Data Protection Commissioner, Judgment of 6 October 2015, para. 95.  
126  UN Human Rights Committee, General Comment No. 32 Article 14: Right to Equality before Courts and Tribunals and to Fair Trial 

(2011), para. 18. 



Chapter 8. Justified and unjustified interference with rights online 

Online rights are guaranteed the same protection as offline rights and therefore, the exercise of 

online rights should only be limited in situations where the restrictions to their counterpart offline 

rights are justified. For instance, freedom of expression is also guaranteed online and therefore, the 

permissible restrictions extended to freedom of expression offline equally apply to online. Hence, 

this Study does not address the debates on what constitutes those permissible limitations, namely, 

that limitation should be provided by law, that restrictions must be necessary for ensuring respect 

for the rights and reputations of others. The discussion on the criteria of having a legal basis for the 

permissible restrictions and necessary for a purpose do not change its nature when it is shifted to 

the digital context. The fact that there exists a range of rights may present possible justifications for 

limitation on freedom of expression remains the same in online and offline.1 However, the unclear 

aspect of the existing international human rights framework is how the principle of proportionality 

is applied and how it is balanced given the various ways to restrict freedom online. 

The current Chapter builds on Chapter 7 of this Study which separately examined interceptions 

and restrictions at the levels of the physical technological device, technological infrastructure that 

facilities network connectivity, online platforms and online contents. Based on the norms of 

availability, physical and virtual accessibility, secure and safe access and non-discriminatory access, 

Chapter 7 addressed interference with rights that had been affirmed by courts or quasi-judicial 

bodies and also introduced interferences that have yet been addressed. In this Chapter, the focus is 

on how courts have assessed the permissible limitations to rights online and how the standards of 

review have been adjudicated. Chapter 8 also pinpoints to specific features of the digital 

information and its ecosystem to be considered in assessing the permissible interferences with 

rights online.   

8.1. Test for balancing limitation of rights 

There is no one proportionality test to balance the limitation of rights. The general observation is 

that one doctrine of proportionality offers a range of tests directed towards the same end, with 

                                                      

 

1  These include freedom from discrimination (article 2 of the ICCPR), freedom from cruel, inhuman or degrading treatment (article 
7 of the ICCPR), the right of children to special protection (article 7 of the ICCPR and article 3 of the CRC) and freedom from 
arbitrary interference with home, family, correspondence or reputation privacy (article 17 of the ICCPR). 
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minor variations in formulation. Several tests – ranging from two-part to four-part – exist and the 

language used to identify the various stages is very similar and interchangeable.2  

One formulation of the proportionality analysis proceeds with two preliminary inquiries: 

whether the interference has basis in national law ("the legality test"); and whether the impugned 

measure is pursuant to a particular legitimate aim or purpose ("legitimate aim test"). The three-

part test is understood as composing: the test for suitability, or rationality, which examines 

whether a disputed measure that interferes with an individual’s right is suitable for achieving the 

legitimate aim; the test of necessity or less restrictive alternative, or minimal impairment, which 

obliges the State to choose the measure that is least restrictive of the person’s right; and the test 

for proportionality in the strict sense, which requires that any detriment to the person not be 

excessive as compared with the benefits to be obtained. Some explain the test as having four 

elements and introduce the principle of proportionality as concretized into four sub-tests.3 The 

four-part test splits the first element of suitability into two: first, a limitation of a right should serve 

a legitimate aim and second, it should meet the requirement of suitability for achieving the desired 

objective.  

The UN Human Rights Committee injected the structure of the proportionality reasoning in 

relation to the limitation clause on freedom of movement: 

“Article 12, paragraph 3, clearly indicates that it is not sufficient that the restrictions 

serve the permissible purposes; they must also be necessary to protect them. 

Restrictive measures must conform to the principle of proportionality; they must be 

appropriate to achieve their protective function; they must be the least intrusive 

instruments amongst those, which might achieve the desired result; and they must be 

proportionate to the interest to be protected.”4  

The UN Human Rights Committee also noted that article 19(3) of the International Covenant on 

Civil and Political Rights (ICCPR) on freedom of expression lays down specific conditions and it is 

only subject to these conditions that restrictions may be imposed: the restrictions must be 

“provided by law”; they may only be imposed for one of the grounds set out in paragraph 3; and 

they must conform to the strict tests of necessity and proportionality. 5  Furthermore, the 

Committee explained the nature of the general legal obligation imposed on States parties to the 

                                                      

 

2  Julian Rivers, ‘Proportionality and Variable Intensity of Review’ 65 The Cambridge Law Journal 174, 178. 
3  Ingrid Leijten, Core Socio-Economic Rights and the European Court of Human Rights (Cambridge University Press, 2018), 107. 
4  UN Human Rights Committee, General Comment No. 27 Freedom of movement (Article 12), para. 14. 
5  UN Human Rights Committee, General Comment No. 34 Article 19: Freedoms of opinion and expression, para. 22 
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Covenant and provided that “where […] restrictions are made, States must demonstrate their 

necessity and only take such measures as are proportionate to the pursuance of legitimate aims in 

order to ensure continuous and effective protection of Covenant rights”.6 

In general, the commonality of the variation of tests introduced above are based on two types of 

violation of the principle of proportionality: disproportionality due to the alteration of the human 

rights involved, namely, to the justification of the restriction and the suitability and adequacy of the 

justification and second, disproportionality due to the lack of justification of the restriction the 

reference to proportionate to the interest resonates with the alteration of human rights – both 

rules and principles (rights and interest).7 In other words, the variation of tests can be identified 

into one category of procedural nature relating to due process, including requirements to make 

decisions based on law rather than discretion and the second category relating to substantive 

interpretation and evaluation of the reasons underpinning the decision through techniques.  

The subsequent sections follows the three-part test and address how the balancing test has 

been applied in the digital space and what specific features of the digital information and its 

ecosystem are relevant for the operational modality of the balancing test.  

8.2. Legality  

Once a prima facie infringement of a right has been found, the proportionality analysis asks a set 

of sequential questions. The first of these questions ("the legality test") is whether the interference 

is in accordance with law, in other words, the test indicates that the interference must be provided 

by law. The expression “in accordance with the law” requires that first, the measures should have a 

basis in domestic law and to be compatible with the rule of law and second that in relation to the 

quality of the law, it should be accessible to the person concerned who must be able to foresee the 

consequences. 

8.2.1. In accordance with law 

The element of legality, namely, whether the interference is prescribed in law or has a basis in 

domestic legislation is limited in that legislation is often obsolete and in a vacuum when it comes to 

digital technologies. Several activities in the digital information life cycle, which constitute 

                                                      

 

6  UN Human Rights Committee, General Comment No. 31: The nature of the general legal obligation imposed on States Parties to 
the Covenant (2004), para. 6. 

7  Juan Cianciardo, ‘The Principle of Proportionality: The Challenges of Human Rights’ 3 Journal of Civil Law Studies 184. 



 

216 

interference with rights, are regulated and have basis in law, both in international human rights law 

and domestic law. However, digital technologies are evolving and often it is the case that there is 

no relevant legislation that regulates those technologies. It follows that the several interferences 

introduced in Chapter 7 - based on the normative framework of availability, physical and virtual 

accessibility, quality of access and safety of access - are not explicitly stipulated in domestic laws.  

For limiting access to the websites and parts of the websites, earlier cases have been rendered 

based on legislation that permits prohibition of contents in the offline world and extending them to 

the digital space. The subject matter of information that is subject to lawful censorship includes 

sexual advertisement involving underage children; defamatory content, threats or insults; racist or 

xenophobic, hate speech, discrimination, intolerance and the glorification of violence and terrorism, 

cross-border trafficking, among others.  

One example is related to incitement of violence and racist sentiments. In November 2000, the 

International League against Racism and Anti-Semitism complained that Yahoo! was allowing their 

online auction service to be used for the sale of memorabilia from the Nazi period, contrary to 

article 645-1 of the French Criminal Code, which restricts free expression by making it a crime to 

display, exchange, or sell Nazi paraphernalia or Third Reich memorabilia. The French court ruled 

that Yahoo! violated the article 645-1 by making available, on its auction website, various Nazi 

related items to Internet users in France.8 The French court ordered Yahoo! to devise a way to 

block Nazi paraphernalia from being auctioned through its site in countries where the items are 

outlawed, such as France. Subsequent court proceedings discussed issues of enforcement and 

jurisdiction but the decision to block Nazi memorabilia on Yahoo site as based on the French 

Criminal Code was not contested.  

Another well-known example relates to the child pornography and the protection of children. 

Internet disconnection at a certain period and blocking of certain websites can be legitimate when 

the protection of the best interest of a child is involved. For instance, the “Cinderella Law” of the 

Republic of Korea forbids children to access online video games between midnight and 6 a.m. (see 

section 7.3.1.2 “4. Virtual access to online platform”). This is particularly related to the rights of 

minors which should be protected at all times and in all circumstances given that it is easy for them 

to access information that is freely available on the Internet or to become the target of sexual 

                                                      

 

8  International League against Racism and Anti-Semitism (LICRA) and The Union of French Jewish Students (UEJF) v. Yahoo, 
Tribunal de Grande Instance de Paris, decision of 24 November 2000. 
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abuse by pedophiles on the Internet. This includes expression that constitutes an offense under 

international law and can be prosecuted criminally such as child pornography, which is explicitly 

prohibited under international law, notably in the article 3(1)(c) Optional Protocol on the Sale of 

Children, Child Prostitution and Child Pornography.  

When there is no law to explicitly regulate certain technologies, measures that amount to 

infringement of rights as a result of using those means do not have basis in law simply because the 

law does not exist. In Copland v. the United Kingdom, the European Court of Human Rights (ECtHR) 

held that the employee’s right to privacy was violated when the employer monitored email and 

Internet usage as there was no domestic law regulating that type of monitoring by the employer. In 

this case, the applicant was employed by a college, a statutory body administered by the State, as a 

personal assistant to the principal.9 From the end of 1995, while working closely with the deputy 

principle, her telephone, e-mail and Internet usage were subjected to monitoring at the deputy 

principal’s instigation. 

The UK government in Copland argued that the monitoring was to ascertain whether the 

applicant was making excessive use of college facilities for personal purposes and that the 

monitoring email had basis in domestic law. The UK government argued that “the College, as a 

statutory body, […] had the power to take reasonable control of its facilities to ensure that it was 

able to carry out its statutory functions”.10 The Court was not convinced with this argument, 

pointing out that the Government failed to argue that provisions regulating the circumstances in 

which employers could monitor the use of email and the Internet by employees existed at the 

relevant time either in general domestic law or in the governing instruments of the College. The 

Court found that at “there was no domestic law regulating monitoring at the relevant 

time, the interference in this case was not “in accordance with the law” as required by Article 8(2) 

of the ECHR.”11 At the time of the case, the Telecommunication Regulation 2000, adopted under 

the Regulation of Investigatory Powers Act was not in force. The Court considered that the 

collection and storage of personal information relating to the applicant’s use of the telephone, e-

mail and the Internet, without her knowledge, had amounted to an interference with her right to 

                                                      

 

9  Copland v. the United Kingdom (App No. 62617/00) ECHR 3 July 2007.  
10  Ibid para. 34. 
11  Ibid para. 47. 
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respect for her private life and correspondence based on the legality element without even 

discussing whether the interference with necessary to achieve the aim.  

As it can be seen in the case of Copland, the legislation related to the usage of digital 

technologies are at times void and the element of “in accordance with the law” depends on the 

existence of domestic law. Unlike the mid-1990s when the facts of Copland case took place, there 

are now several domestic pieces of legislation in place that regulate various forms and measures 

that constitute a breach of secure and safe access to the digital information ecosystem, namely, 

collecting and intercepting digital information.  

In conjunction with the rise in usage of ICTs, countries with active digital industry enacted 

domestic legislation that explicitly allows limitation to Internet connections. Limiting Internet 

connection is prescribed in law in particular in a situation where there is a breach of copyright. For 

instance, although now no longer valid, the Haute Autorité pour la Diffusion des Œuvres et la 

Protection des droits d'auteur sur Internet ("HADOPI law") of France provided a legal basis to 

suspend Internet access of those that repeated infringed copyrights.12 Introduced in 2009, the 

HADOPI law was valid until the French Government revoked the law in 2013 as the penalty of 

Internet disconnection was considered to be disproportionate. Until it was revoked, in accordance 

with the law, the HADOPI Authority had the power to impose a range of sanctions including a 

temporary Internet disconnection in case of continued illegal activity after warnings.13 Eventually, 

the HADOPI law was weakened with the approval of the Decree of 8 July 2013, n. 596 (HADOPI 3) 

which abolished the judicial measure of blocking access to the Internet, replacing it with a fine 

under the responsibility of another administrative authority.14 

More recently in the last decade, laws regulating data protection have been discussed and 

enacted. In international human rights law, some treaties include a specific legal basis for the act of 

collecting information. The interference with the right to privacy is justified when collection and 

process of information are stipulated in treaties such as in the Convention on the Persons with 

Disabilities (CRPD) and regulated by law for a specific purpose such as to monitor economic, social 

                                                      

 

12  The Constitutional Court of France, Case No. 2009-580 DC of 10 June 2009, (English translation of the decision is available from: 
https://www.conseil-constitutionnel.fr/sites/default/files/as/root/bank_mm/anglais/2009_580dc.pdf) 

13  The HADOPI anti-piracy legislation provided for the creation of an independent administrative Authority to deal with the 
protection of copyrighted works in the digital environment. 

14  Decree No. 2013-596 of 8 July 2013 abolishing the additional misdemeanor punishable by suspension of access to a 
communication service to the public online and on the procedure for transmission of information under Article L. 331-21 of the 
code IP, Official Gazette of France, Jul. 9, 2013 p. 11428. 
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and cultural rights, as introduced in Chapter 5. In the EU region, the two instruments on data usage 

and privacy of electronic communications – the EU Data Retention Directive and EU e-Privacy 

Directive – have been subject to judicial scrutiny on their legitimate aims in the Digital Rights 

Ireland case and the Tele2 Sverige case. Subsequently, the EU Data Retention has been replaced by 

the General Data Protection Regulation (GDPR) and the e-Privacy Regulation repealing the EU e-

Privacy Directive has been proposed.15  

 In the case of Digital Rights Ireland, which concluded that the EU Data Retention Directive was 

invalid, the Court of Justice of the European Union (CJEU) referred to the aim of the Directive – to 

contribute to the fight against serious crime and ultimately to public security – as satisfying and 

objective of general interest:  

“it is apparent from recital 7 in the preamble to [the Data Retention Directive] that, 

because of the significant growth in the possibilities afforded by electronic 

communications, the Justice and Home Affairs Council of 19 December 2002 concluded 

that data relating to the use of electronic communications are particularly important 

and therefore a valuable tool in the prevention of offences and the fight against crime, 

in particular organised crime.”16 

The CJEU invalidated the EU Data Retention Directive based on the grounds that the general 

obligation to retain certain communications data constituted a serious interference with the 

fundamental rights to respect for private life and to the protection of personal data, and that the 

rules established by the Directive were not limited to what was strictly necessary for the purpose of 

fighting serious crime.17 

Following the judgment of Digital Rights Ireland, one of Sweden’s main telecommunications 

operator, Tele2 Sverige, stopped retaining communications data, on the basis that the applicable 

Swedish law no longer conformed to European law. Sweden’s National Police Board made a formal 

complaint to the Swedish Post and Telecommunications Authority arguing that Tele2 Sverige’s 

decision would have serious negative consequences for law enforcement and the Swedish 

Authority ordered Tele2 Sverige to resume retention of communications data. Subsequently, legal 

proceedings were instituted and the Stockholm Administrative Court of Appeal referred the 

                                                      

 

15  Directive 2002/58/EC is to be replaced with the Regulation on Privacy and Electronic Communication (the “ePrivacy Regulation”) 
which will complement the General Data Protection Regulation (GDPR). 

16  Joined Cases C-293/12, Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and C-594/12, 
Kärntner Landesregierung, Judgment of 8 April 2014, para. 43. 

17  Ibid para. 65. 
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question to CJEU. Similarly, the ruling in Digital Rights Ireland prompted proceeding in the UK High 

Court which ruled that the Data Retention and Investigatory Powers Act was inconsistent with EU 

law and did not satisfy the requirements laid down in the Digital Rights Ireland case. The 

proceedings in the Court of Appeal were stayed and the question was referred to the CJEU.  

The two cases joined into one case where the CJEU considered the question of whether article 

15 of the EU e-Privacy Directive should be interpreted as precluding national legislation that 

provided, for the purpose of fighting crime, for general and indiscriminate retention of all traffic 

and location data of all subscribers and registered users with respect to all means of electronic 

communication.18 Article 15 of the EU e-Privacy Directive states that States may adopt legislative 

measures to restrict the scope of the obligation to ensure the confidentiality of traffic data, where 

such a restriction constitutes a necessary, appropriate and proportionate measure within a 

democratic society to safeguard national security, defense, public security, and the prevention, 

investigation, detection and prosecution of criminal offences or of unauthorized use of the 

electronic communications system, as referred to in article 13(1) of the EU Data Protection 

Directive, which is replaced by the GDPR.19 Taking into account articles 7, 8 and 52(1) of the 

European Charter of Fundamental Rights protecting the rights to privacy and data protection, the 

CJEU concluded that article 15(1) of the EU e-Privacy Directive must be “interpreted as precluding 

national legislation which, for the purpose of fighting crime, provides for general and indiscriminate 

retention of all traffic and location data of all subscribers and registered users relating to all means 

of electronic communication.”20  

In addition to the data retention and privacy laws, a recent development observed in the legal 

framework relating to digital technologies is the adoption of laws that regulate the erasure of 

digital information. As mentioned in Chapter 6 (section 6.1.2), several existing pieces of legislation 

on data protection stipulate the legal requirement to delete the link to the data or the data itself.  

  

                                                      

 

18  Joined Cases C-203/15 and C-698/15, Tele2 Sverige v Post- och Telestyrelsen, Judgment of 21 December 2016. 
19  Article 23 of the GDPR states that States can restrict by way of a legislative measure the scope of the obligations and rights 

“when […] restrictions respect the essence of the fundamental rights and freedom and is a necessary and proportionate measure 
in a democratic society to safeguard: a) national security; b) defence; c) public security; d) the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties [...]” 

20  Joined Cases C-203/15 and C-698/15, Tele2 Sverige v Post- och Telestyrelsen, Judgment of 21 December 2016, para. 134. 
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8.2.2. Quality of the law: accessibility and foreseeability  

The phrase “in accordance with the law” goes beyond the formalism of having in existence a 

legal basis in domestic law and it requires that the law is accessible to the person concerned and 

foreseeable as to its effects.21 The UN Human Rights Committee elaborated the meaning of law for 

the purpose of the freedom of opinion and expression: “a norm, to be characterized as a “law”, 

must be formulated with sufficient precision to enable an individual to regulate his or her conduct 

accordingly and it must be made accessible to the public.”22 

The accessibility of law was addressed in the case of Shimovolos v. Russia, which concerned a 

ministerial order no. 47 issued by the Interior Ministry with the intention to strengthen the fight 

against extremism. The order governed the creation, maintenance and the operation procedure of 

the “Surveillance Database”, which contained information about human rights activist such as their 

movements within Russia. The order had never been published or otherwise made accessible to the 

public. And therefore, “the grounds for registration of a person’s name in the database, the 

authorities competent to order such registration, the duration of the measure, the precise nature 

of the data collected, the procedures for storing and using the collected data and the existing 

controls and guarantees against abuse” were not open to public scrutiny and knowledge.23 

Consequently, the European Court of Human Rights (ECtHR) found that “the domestic law [did not 

indicate] with sufficient clarity the scope and manner of exercise of the discretion conferred on the 

domestic authorities to collect and store in the Surveillance Database information on persons’ 

private lives.”24 

Irrespective of the hierarchy of the legislation and the nature of the content it contains, the 

legislation should be made accessible to the general public if it contains elements that are capable 

of affecting rights of users. In the case of Roman Zakharov v. Russia, the ECtHR emphasized that in 

addition to legislation that govern interceptions, the addendums attached to order no. 70 by the 

Ministry of Communication have never been published in a general accessible official publication as 

they were considered to be technical in nature. 25  That addendum describes the technical 

requirements for the interception equipment to be installed by communication service providers 

                                                      

 

21  Roman Zakharov v. Russia (App No. 47143/06) ECHR 4 December 2015, para. 228. 
22  UN Human Rights Committee, General Comment No. 34 Article 19: Freedoms of opinion and expression, para. 25.  
23  Shimovolos v. Russia (App No. 30194/09) ECHR 21 June 2011, para. 69. 
24  Ibid para. 70. 
25  Roman Zakharov v. Russia (App No. 47143/06) ECHR 4 December 2015.  
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and requires that the equipment must ensure that the law-enforcement authorities have direct 

access to all mobile-telephone communications of all users and must not log or record information 

about interceptions initiated by the law-enforcement authorities. Even if technical in nature, the 

addendum contained contents that are capable of affecting the user’s right to privacy and 

therefore must be accessible to the public.26  

When ascertaining whether the domestic law is accessible, the assessment should also refer to 

whether it contains adequate and effective safeguards and guarantees to be considered 

foreseeable and necessary in democratic society. Foreseeability of the law differs in contexts and 

the courts have focused on dissecting the foreseeability element in the context of surveillance by 

the State. In Big Brother Watch, the iconic case on surveillance by a government, the ECtHR 

referred to minimum requirements of foreseeability of the law. First, whether the grounds upon 

which a warrant can be issued are sufficiently clear; secondly, whether domestic law gives citizens 

an adequate indication of the circumstances in which their communications might be intercepted; 

and thirdly, whether domestic law gives citizens an adequate indication of the circumstances in 

which their communications might be selected for examination.27  

However, the ECtHR found that the requirement of foreseeability of the law does not go so far 

as to compel States to enact legal provisions listing in detail all conduct that may prompt a decision 

to subject an individual to secret surveillance on national security grounds. By their very nature, 

threats to national security may vary in character and may be unanticipated or difficult to define in 

advance. The Court has held on several occasions that the reference to foreseeability in the context 

of secret surveillance cannot be the same as in many other fields: 

“Foreseeability in the special context of secret measures of surveillance, such as the 

interception of communications, cannot mean that an individual should be able to 

foresee when the authorities are likely to resort to such measures so that he can adapt 

his conduct accordingly […] It is therefore essential to have clear, detailed rules on 

secret surveillance measures, especially as the technology available for use is 

continually becoming more sophisticated. The domestic law must be sufficiently clear to 

give citizens an adequate indication as to the circumstances in which and the conditions 

on which public authorities are empowered to resort to any such measures”.28  

                                                      

 

26  Ibid para. 241. 
27  Big Brother Watch and Others v. The United Kingdom (App Nos. 58170/13, 62322/14 and 24960/15) ECHR 13 September 2018,  

para. 330. 
28  Roman Zakharov v. Russia (App No. 47143/06) ECHR 4 December 2015, para. 229 and ibid para. 306. 
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In some cases, the ECtHR addressed the notion of foreseeability of law and safeguards against 

abuse together both under the umbrella of "necessary in a democratic society". Several courts have 

addressed whether interferences are necessary in a democratic society in pursuit of a legitimate 

aim by ascertaining whether the domestic law contains adequate and effective safeguards and 

guarantees against abuse. Particularly, in cases relating to secret surveillance, the ECtHR has 

addressed elements of “in accordance with the law” and necessity requirements together.29 The 

ECtHR noted that the quality of law implies that “the domestic law must not only be accessible and 

foreseeable in its application, it must also ensure that secret surveillance measures are applied only 

when necessary in a democratic society in particular by providing for adequate and effective 

safeguards and guarantees against abuse”.30 

8.2.3. Safeguards against abuse 

Whether the element of accessibility, foreseeability of the law and safeguards against abuse are 

considered separately or together, what is clear is that the law must indicate the scope of any such 

discretion conferred on the competent authorities and the manner of its exercise with sufficient 

clarity to give the individual adequate protection against any arbitrary interferences. The need for 

adequate and effective guarantees against abuse has been highlighted particularly in surveillance 

regimes (section 8.2.3.1); however, that need is also evident when it comes to other measures, 

among others, in collecting and intercepting digital information (section 8.2.3.2) that interfere with 

rights online.  

8.2.3.1. Safeguard for surveillance regimes 

In view of the risk that a system of secret surveillance set up to protect national security might 

undermine or even destroy democracy under the pretext of defending it, it is essential that there 

are adequate and effective guarantees against abuse. In its case-law on surveillance, the ECtHR 

developed six minimum safeguards that should be set out in law in order to avoid abuses of power: 

“a description of the nature of offences which may give rise to an interception order; a 

definition of the categories of people liable to have their communications intercepted; a 

limit on the duration of the measures; the procedure to be followed for examining, 

using and storing the data obtained; the precautions to be taken when communicating 
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the data to other parties; and the circumstances in which recordings may or must be 

erased or destroyed.”31  

Weber and Saravia v. Germany is one of the earlier cases where the ECtHR discussed the 

minimum requirement.32 In this case, the applicant – a freelance journalist who investigated 

matters subject to surveillance by the Federal Intelligence Service – complained about the process 

of strategic monitoring under the amended G10 Act of Germany.33 The G10 Act contained several 

safeguards to keep the interference with the secrecy of telecommunications within the limits of 

what was necessary to achieve the legitimate aims pursued. For instance, signals emitted from 

foreign countries were monitored by interception sites situated on German soil according to certain 

catchwords which were listed in the monitoring order.34  

The six minimum standards developed in the context of targeted surveillance were furthermore 

elaborated in cases relating to bulk interception. The safeguards applied in two cases with similar 

facts show how adequate guarantees against arbitrariness and abuse are ascertained. First, the 

case of Roman Zakharov v. Russia concerned targeted surveillance regime through technical 

specification called "SORM", under which ISPs had to install special device to intercept mobile 

phone communications (see section 7.3.1.3 “2. Secure and safe access to network”). In this case, 

the ECtHR concluded that the Russian legal provisions governing interception of mobile telephone 

communications did not provide for adequate and effective guarantees against arbitrariness.35 On 

the other hand, in Centrum v. Sweden, a similar case involving secret surveillance via mobile 

telephones and mobile broadband, the same court held that the Swedish operation of a bulk 

interception of communication scheme applying to undesignated subjects provided adequate and 

sufficient guarantees against arbitrariness and the risk of abuse.36 The two cases differed in the 

assessment of the minimum safeguards. 

In the case of Roman Zakharov, the Court found shortcomings in the legal framework governing 

communications surveillance, for instance, that the law did not clarify specify categories of person 

                                                      

 

31  Centrum För Rättvisa v. Sweden (App No. 35252/08) ECHR 19 June 2018, paras. 103; Roman Zakharov v. Russia (App No. 
47143/06) ECHR 4 December 2015, para. 231; Big Brother Watch and Others v. The United Kingdom (App Nos. 58170/13, 
62322/14 and 24960/15) ECHR 13 September 2018, para. 307. 

32  Weber and Saravia v. Germany (App No. 54934/00) ECHR 2006, para. 95. 
33  Law of 13 August 1968 on restrictions on the secrecy of mail, post and telecommunications (Gesetz zur Beschränkung des Brief-, 

Post- und Fernmeldegeheimnisses). 
34  Weber and Saravia v. Germany (App No. 54934/00) ECHR 2006, para. 97. 
35  Roman Zakharov v. Russia (App No. 47143/06) ECHR 4 December 2015, para. 229. 
36  Centrum För Rättvisa v. Sweden (App No. 35252/08) ECHR 19 June 2018, para. 181. 
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who might be subjected to interference as well as the duration of such measures, notably the 

circumstances in which they should be discontinued.37 The Court also noted the circumstances in 

which public authorities in Russia are empowered to resort to secret surveillance measures were 

not defined with sufficient clarity and noted that the risk of abuse was particularly high in a system 

such as in Russia where the secret services and the police had direct access to all mobile telephone 

communications.38  

In contrast, in the case of Centrum För Rättvisa v. Sweden, the ECtHR held that Swedish 

legislation and practice in the field of signals intelligence did not violate the ECHR, based on the 

finding that the Swedish system provided adequate and sufficient guarantees against arbitrariness 

and risk of abuse. In this case, a public interest law firm alleged that legislation permitting the bulk 

interception of electronic signals in Sweden for foreign intelligence purposes breached the right to 

privacy.39 The Court found that the scope of the signals intelligence measures and the treatment of 

intercepted data were clearly defined in law, permission for interception had to be by court order 

after a detailed examination, it was only permitted for communications crossing the Swedish 

border and not within Sweden itself, it could only be for a maximum of six months, and any renewal 

required a review. Furthermore, there were several independent bodies, in particular an 

inspectorate, tasked with the supervision and review of the system. Lastly, the lack of notification 

of surveillance measures was compensated for by the fact that there were a number of complaints 

mechanisms available, in particular via the inspectorate, the Parliamentary Ombudsmen and the 

Chancellor of Justice. 

Most recently, in the Big Brother Watch case, which considered a surveillance regime based on 

third-party transfer of information and direct surveillance by the UK, the ECtHR also examined the 

justification of the interference by reference to the minimum safeguards developed by it. The Court 

identified that the scope of application of the regime extends not to the collection of information 

bulk itself but applies to the filtering and selection of intercepted material for examination after the 

collection. The Court also discussed whether safeguards that govern the selection of bearers for 
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interception and the selection of intercepted material for examination are sufficiently robust to 

provide adequate guarantees against abuse.40  

In Big Brother Watch, the ECtHR considered additional requirements of safeguards that were 

proposed by the applicants. The applicants argued that technological developments now allow 

governments to create detailed and intrusive profiles of intimate aspects of private lives by 

analyzing patterns of communications on a bulk basis. On the basis of this, they identified a number 

of additional requirements that are now necessary to ensure the compliance of a legal framework 

for surveillance: “the requirement for objective evidence of reasonable suspicion in relation to the 

persons for whom data was being sought; prior independent judicial authorization of interception 

warrants; and the subsequent notification of the surveillance subject.”41 It merits addressing the 

two additional requirements – notification of the subjects and prior independent judicial 

authorization - in more detail. 

First, in relation to the request to add the element of “subsequent notification of the 

surveillance subject”, the ECtHR found that the requirement was not appropriate mainly basing its 

argument that the operation of bulk interception, which is untargeted, would be rendered 

impossible if defined surveillance targets would have to be notified.42 This argument does not 

address how the notification to individuals after the interception in bulk would impact the bulk 

surveillance regime. Whether the individuals are notified or not after the intelligence authorities 

have collected and had in their possession that information would not impact the operation. The 

Court’s reliance on the argument that the operation of surveillance regime appears to contradict 

the notion of informational privacy without providing a persuasive argument as to why the 

notification to individuals assumes the existence of defined surveillance targets.  

The second proposed requirement is the prior judicial authorization of secret surveillance 

measures. In Big Brother Watch, the ECtHR did not consider this requirement mainly on two 

arguments: prior authorization of such measures is not an absolute requirement per se, because 

where there is extensive subsequent judicial oversight, this may counterbalance the shortcomings 

of the authorization and that even with authorization, the risk of abuses exists. The ECtHR argued 

that judicial authorization should not be considered as the sole means when there is an option for 
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the subject of secret surveillance to lodge a complaint with an independent oversight entity such as 

the Investigatory Powers Tribunal of the UK.43  

This approach differs from the ECtHR’s previous decisions in Roman Zakharov and Centrum, 

where the Court took into account authorization procedures and the authorities’ access to 

communications taking into account a number of factors in assessing whether the authorization 

procedures are capable of ensuring that secret surveillance is not ordered haphazardly, irregularly 

or without due and proper consideration. In Centrum v. Sweden, the ECtHR considered the prior 

authorization as an element of safeguard and found that the requirement of prior authorization on 

the whole provided for sufficient guarantees. However, it did not address the argument of the 

applicant, which refers to a lack of independence of the judicial authority from the Government: 

“Although signals intelligence could not be conducted without prior authorisation by 

the Foreign Intelligence Court, the court’s impartiality and independence from the 

Government could be questioned and its activities were covered by complete secrecy. 

Its hearings and decisions had never been made public. The same was true for 

information about the number of hearings, the number of permits granted or rejected, 

any reasoning of its decisions or the amount or type of search terms being used. As to 

the composition of the court, its members were elected for a limited period of time, 

except for the president.”44 

Instead, the Court discussed the lack of transparency relying on the presence of privacy 

protection representative which the Court argues compensates, to a limited degree, for the lack of 

transparency concerning the court’s proceedings and decisions.45 The issue of independence was 

addressed in the Big Brother Watch case where the ECtHR acknowledged that “the possibility of 

improper action by a dishonest, negligent or over-zealous official can never be completely ruled out 

whatever the system”.46 It highlighted that in reality judicial authorization provided limited or no 

protection against abuse, particularly referring to the example in the Roman Zakharov case where 

any interception of communications had to be authorized by a court and the judge had to give 

reasons for the decision to authorize interceptions. Here the judicial scrutiny was rather 
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meaningless since and the police had the technical means to circumvent the authorization 

procedure and to intercept any communications without obtaining prior judicial authorization.47  

The ECtHR in Big Brother Watch recognized that judicial authorization is an “important safeguard 

against arbitrariness” but that it has not considered it to be a “necessary requirement”.48 According 

to the ECtHR, judicial authorization “by itself it can neither be necessary nor sufficient to ensure 

compliance with Article 8 of the Convention. Rather, regard must be had to the actual operation of 

the system of interception, including the checks and balances on the exercise of power, and the 

existence or absence of any evidence of actual abuse”.49 It can be interpreted that the Court 

considered that the legality element, namely, the existence of safeguards, is not sufficient alone 

since the actual implementation of those safeguards in practice may produce a different result 

from the intended result.  

8.2.3.2. Safeguards for intercepting and collecting  

The operation of secret surveillance in the digital space, irrespective whether it is targeted or 

bulk surveillance regime, involves the act of intercepting to collect and processing to use the 

collected information. The collection of information for surveillance purposes involves intercepting 

digital information in transmission both in order to render it unavailable or inaccessible or 

alternatively, to make it available against the intention of the parties involved. These actions are 

common to other online activities other than surveillance. Measures that interfere with rights 

online involve blocking or altering the flow of digital information from its intended pathway and 

from reaching intended parties. Therefore, the existing minimum requirement to safeguard abuse 

developed in surveillance regime cases can be adapted to situations involving blocking of accessed 

in the digital information ecosystem (to device, connection, platform and information) as well as to 

measures to safeguard abuse against disposal of information (namely the rights that are related to 

deleting the content or the link to the content). In other words, the adapted minimum requirement 

can be applied to safeguarding activities that are based on intercepting, collecting and processing 

or what this Study refers to as the “usage stage” addressed in Chapter 5. 
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When digital information is collected and retained, it is important to have safeguards in place to 

collect data accordance with specific scope, duration and scope and the relationship to the 

limitation to what is strictly necessary. In Digital Rights Ireland, the CJEU addressed the question of 

whether the interference as a result of implementing the EU Data Retention Directive was limited 

to what was strictly necessary and the Court highlighted the unlimited scope of the Directive: 

“In accordance with Article 3 read in conjunction with Article 5(1) of that directive, the 

directive requires the retention of all traffic data concerning fixed telephony, mobile 

telephony, Internet access, Internet e-mail and Internet telephony. It therefore applies 

to all means of electronic communication, the use of which is very widespread and of 

growing importance in people’s everyday lives. Furthermore, in accordance with 

Article 3 of Directive 2006/24, the directive covers all subscribers and registered users. 

It therefore entails an interference with the fundamental rights of practically the entire 

European population.”50 

Due to the broad scope of the Directive, in reality, electronic communication of all persons from 

all means of communication was collected with any differentiation, limitation and exception, which 

consequently impact all persons using electronic communication services. The CJEU, therefore, 

emphasized that the collection of data also includes those persons for whom there is no evidence 

capable of suggesting that their conduct might have a link with serious crime and it also applies to 

those persons who are subject to the obligation of professional secrecy.51 In other words, the 

Court’s conclusion meant that the EU Data Retention Directive did not have specific conditions 

when the electronic communications can be retained, from whom and in which circumstances. 

Such lack of criteria also meant that there were no safeguards in place and that the contents of the 

law and implementation are not foreseeable. Therefore, the CJEU invalidated the EU Data 

Retention Directive on the grounds that the general obligation to retain communication data 

constituted a serious interference with the rights to respect for private life and to the protection of 

personal data and that the rules established by the Directive were not limited to what was strictly 

necessary for the purpose of fighting serious crime. To be suitable, it is required that the legislation 

be complemented by a body of rules for access to the data, defined by national law, which provides 

sufficient safeguard so that the persons whose data have been retained have sufficient guarantees 
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to effectively protect their personal data against the risk of abuse and against any unlawful access 

and use of that data.52 

Several criteria used to ascertain whether there are safeguards against abuses resonates with 

the principle of data protection and is of procedural in nature. The criteria include: the scope of 

application of secret surveillance measures, the duration of secret surveillance measures and 

procedures to be followed for storing, accessing, examining, using, communicating and destroying 

the intercepted data as well as sharing the intercepted data with third parties. Indeed, some of the 

minimum requirements to safeguard interception and data retention are stipulated in data 

protection laws. A prominent example is the GDPR article 89(1) on safeguards and derogations 

relating to processing for archiving purposes in the public interest, scientific or historical research 

purposes or statistical purposes: 

“Processing for archiving purposes in the public interest, scientific or historical research 

purposes or statistical purposes, shall be subject to appropriate safeguards, in 

accordance with this Regulation, for the rights and freedoms of the data subject. Those 

safeguards shall ensure that technical and organisational measures are in place in 

particular in order to ensure respect for the principle of data minimisation. Those 

measures may include pseudonymisation provided that those purposes can be fulfilled 

in that manner.” 

The minimum requirements to safeguard abuse against arbitrary interception and blockage have 

yet to be applied explicitly. While it was not the main point of the Court’s decision, minimum 

safeguards for blocking transmission of information online were addressed by the ECtHR in a 

concurring opinion in Yildrim v. Turkey. Although the ECtHR refers to limiting “access to the 

Internet”, the limitation to access in the case concerned blocking websites on Google Sites on the 

Internet and not the access to the Internet itself. Hence, the assessment of the Court and the 

minimum safeguards apply to both the content (webpage hosted by Google Site) and the service 

(Google Site platform itself). Judge Pinto de Albuquerque referred to the following as the minimum 

criteria for legislation on Internet blocking measures that are compatible with ECHR: 

“(1) a definition of the categories of persons and institutions liable to have their 
publications blocked, such as national or foreign owners of illegal content, websites or 
platforms, users of these sites or platforms and persons providing hyperlinks to illegal 
sites or platforms which have endorsed them;  
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(2) a definition of the categories of blocking orders, such as blocking of entire websites, 
Internet Protocol (IP) addresses, ports, network protocols or types of use, like social 
networking;  

(3) a provision on the territorial ambit of the blocking order, which may have region-
wide, nationwide, or even worldwide effect;  

(4) a limit on the duration of the blocking order;  

(5) an indication of the “interests”, in the sense of one or more of those included in 
Article 10 § 2 of the Convention, that may justify the blocking order;  

(6) observance of the criterion of proportionality, which provides for a fair balancing of 
freedom of expression and the competing “interests” pursued, while ensuring that the 
essence (or minimum core) of freedom of expression is respected;  

(7) compliance with the principle of necessity, which enables an assessment to be made 
as to whether the interference with freedom of expression adequately advances the 
“interests” pursued and goes no further than is necessary to meet the said “social 
need”;  

(8) definition of the authorities competent to issue a reasoned blocking order;  

(9) a procedure to be followed for the issuance of that order, which includes the 
examination by the competent authority of the case file supporting the request for a 
blocking order and the hearing of evidence from the affected person or institution, 
unless this is impossible or incompatible with the “interests” pursued;  

(10) notification of the blocking order and the grounds for it to the person or institution 
affected; and  

(11) a judicial appeal procedure against the blocking order.”53 

The list above mixes elements that are a requirement of procedural safeguards that should be 

guaranteed by law as well as elements of substance that should be assessed by a judicial body. The 

latter, better categorized as elements of necessity and proportionality, includes items 5, 6 and 7 

which describes the balancing testing and test under the notion “necessary in a democratic society”. 

These elements are discussed in the subsequent sections. 

8.3. Necessity 

Even if the reason for interfering with a human right is legitimate and in accordance with the law, 

it must correspond to a pressing social need and it must be proportionate to the aim pursued. This 

section focuses on the sub-principle of adequacy, which establishes that the legislation, which 

affects human rights, must be suitable to achieve the purpose that was sought by the lawmaker. 

The test for the suitability, or rationality examines whether a disputed measure that interferes with 
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an individuals’ right is suitable for achieving the legitimate aim. This principle evaluates whether 

the measure is the least restrictive of human rights among the means capable of obtaining the 

desired end. This section assesses what is the least intrusive means or whether alternative means 

with less restrictive impact exist in the context of digital space by pointing to the array of means to 

restrict the flow of digital information. 

8.3.1. Beyond existence of safeguards 

The sub-principles of legality and necessity are closely associated with the concept of “arbitrary 

interference”. For instance, article 17 of the ICCPR stipulates that “no one shall be subjected to 

arbitrary or unlawful interference with his privacy, family, or correspondence”. The notion of 

arbitrariness includes elements of inappropriateness, injustice, lack of predictability and due 

process of the law, as well as elements of reasonableness, necessity and proportionality.54 Indeed, 

the UN Human Rights Committee has clarified that the notion of arbitrariness is both procedural 

and substantive in nature: “arbitrariness [...] is not confined to procedural arbitrariness, but 

extends to the reasonableness of the interference with the person’s rights under article 17 and its 

compatibility with the purposes, aims and objectives of the Covenant.”55 Therefore, existence of 

safeguards that guarantees predictability and due process of the law may not be sufficient to 

guarantee that those safeguards are indeed reasonable and fulfill the necessity criteria. It is easy to 

make an assumption that when safeguards in place, the interference as a means to achieve 

legitimate aim or means as prescribed in law are the least restrictive means. The assessment of 

whether the measure is least intrusive goes beyond merely ascertaining whether safeguards are in 

place and it is about assessing whether those safeguards are implemented in a way that is least 

intrusive and necessary given the circumstances.  

In the case of N.K. v. Netherlands, the two safeguards – the procedure to collect information and 

the condition for communicating the interference to the subject – showed that the “necessity test” 

requires substantive analysis on whether the safeguards in place are necessary for achieving the 

aim.56 The UN Human Rights Committee considered the issue of storing the results of DNA testing 

for a minor in the context of the right to privacy, article 17 of the ICCPR.57 In conjunction with the 
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conviction, a mouth swab was taken from the minor to determine her DNA profile and information 

was entered into the DNA database. In this case, the State argued that DNA testing as regulated by 

the Dutch DNA Testing Act serves a legitimate purpose, namely, the investigation, prosecution and 

trial of serious criminal offenses and the protection of the rights of others, including potential 

victims of violent or sexual crimes. The State argued that it was proportional, given that it ensures 

minimal interference as the sample is taken in the least invasive way and referred to safeguards, 

namely, the sample is stored anonymously for a limited period of time; the procedure is limited to 

persons convicted for crimes of a certain gravity; and it is necessary in a democratic society, given 

the absence of another equally effective tool in preventing and investigating such crimes. 

Despite the safeguard in place, the Committee concluded that even though the interference was 

provided for by law, the interference with the right to privacy was not proportionate to the 

legitimate aim of prevention and investigation against series of crimes.58 In that regard, the 

Committee noted that under the DNA Testing Act, DNA testing orders are issued automatically for 

persons who have been given a custodial sentence, juvenile detention order or alternative sanction 

for offenses of such gravity that pretrial detention may be imposed. 59 The automatic process 

meant that the weight of interest by the issuing court did not take place systematically. As a matter 

of fact, interests were weighed only if the person concerned objects to the determination and 

processing of the DNA profile. In this case, the minor was not informed of the right to object and 

the complainant argued that as a child, she could not have been expected to be aware of the 

possibility of objecting to the taking of a sample. Even if she had been aware, she could not have 

been expected to actually object on her own initiative and before two police officers. 

The DNA Testing Act, which was the legal basis for the collection of DNA information, was 

narrowly construed and did not include, for instance, consideration for the age of the offender, and 

hence, did not distinguish between adults and children. In practice, the weighing of interests — 

including the interest of the child — did not take place before an order requesting DNA testing is 

issued. The Committee emphasized that children differ from adults in their physical and 

psychological development and their emotional and educational needs.60  
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Although with similar facts, the element of assessing the principle of necessity, namely, whether 

it was the least intrusive and proportional to the aim, differed in the case of S. and Marper v. the 

United Kingdom. In this case, the ECtHR held that holding DNA samples of individuals arrested but 

who were later acquitted or had the charges against them dropped is a violation of the right to 

privacy under article 8 of the ECHR. The case concerned Mr. S. (a minor) and Mr. Michael Marper, 

both of whom had fingerprint records and DNA profiles held in the database. Both applicants asked 

for their fingerprints and DNA samples to be destroyed, but in both cases, the police refused. The 

data were retained on the basis of legislation that allowed for their indefinite retention, despite the 

acquittal of the former and the discontinuance of the criminal proceedings against the latter.61 

The Government argued that the collection of DNA sample and fingerprints was necessary and 

proportionate for the legitimate purpose of the prevention of disorder or crime and/or the 

protection of the rights and freedoms of others. It stated that “it was of vital importance that law 

enforcement agencies took full advantage of available techniques of modern technology and 

forensic science in the prevention, investigation and detection of crime for the interests of society 

generally.”62 However, the applicants argued that the retention was disproportionate because the 

authorities failed to take account the circumstances including the offense involved and furthermore 

pointed to the lack of an independent decision-making process or scrutiny when considering 

whether or not to order retention. Another point that the applicants emphasized was that 

“retention of the records cast suspicion on persons who had been acquitted or discharged of crimes, 

thus implying that they were not wholly innocent. The retention thus resulted in stigma which was 

particularly detrimental to children as in the case of S. and to members of certain ethnic groups 

over-represented on the database.”63  

The focus of the question in front of the ECtHR was not whether the retention of DNA profiles 

may be regarded as justified. The issue considered by the Court was whether the retention of the 

DNA data of the applicants, as persons who had been suspected, but not convicted, of certain 

criminal offenses, was justified under article 8 of ECHR.64 In other words, the Court did not merely 

focus on the safeguard that exists related to retention of DNA data but assessed whether the 
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means employed for that circumstances were necessary. The Court based its reasoning that the 

practice of the UK to systematically and indefinitely retain DNA profiles of persons who have been 

acquitted or in respect of a person whose criminal proceeding has been discontinued could not be 

regarded as necessary in a democratic society for the purpose of preventing crime. It highlighted 

that the domestic law should ensure that such data are relevant and not excessive in relation to the 

purposes for which they are stored; and preserved in a form which permits the identification of the 

data subjects for no longer than is required for the purpose for which those data are stored.65 

On the issue of the length of storage of DNA profiles, it would merit to revert to the case of N.K. 

v. Netherlands. In a dissenting opinion, Committee member Yadh Ben Achour argued that the 

majority “proceed[ed] by chronological fragmentation, by concentrating on the fact that the 

sampling had already ensued and forgetting that the act in question had quite simply been 

cancelled.”66 His argument boils down to the fact that at one point the genetic information was 

collected and stored but at a later stage, the information was destroyed and as such, the initial 

collection cannot be considered as interfering with the right to privacy. This dissenting opinion may 

be valid for the traditional, analog ways of storing information where there is only one or an 

identifiable number of physical storage. The dissenting opinion is also based on the assumption 

that no other actions have been taken which is based on or concerns the personal information 

before it was destroyed. Digital technologies offer ways to easily copy the collected information in 

storage, and share it with another third party, and therefore, the argument that the initial storage 

has been destroyed does not provide an argument that is equally valid for digital storage. For the 

dissenting opinion to be valid, it must be ascertained that the personal information once stored but 

destroyed thereafter has not been duplicated and not stored anywhere else apart from the 

destroyed storage place and that the information was not used in ways without the consent of the 

individual.  

8.3.2. Least intrusive impact and alternative means in digital space 

Restrictions must be limited to what is strictly necessary to achieve the legitimate aim and 

should not have a disproportionate impact. The test of necessity asks if the restriction measure 

infringes on rights more than necessary to achieve the legitimate aim or policy goal sought. In 
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assessing the least intrusive means to achieve the aim, it should also be considered whether it is 

possible to achieve the aims by less restrictive alternative means and whether the means that is 

least intrusive impacts the exercise of other rights.  

At the micro level, the requirement of least restrictive or alternative means applies to policy 

measures – such as national plans to put in place broadband connections – that contribute to the 

realization of rights as well as to the specific means that restrict exercise of rights. The principle of 

necessity is a standard to measure whether adopted measures were adequate or reasonable - the 

Committee on Economic, Social and Cultural Rights said that it would consider “where several 

policy options are available, whether the State party adopts the option that least restricts Covenant 

rights”.67 However, given the level development of jurisprudence, the principle of necessity is more 

frequently discussed in specific cases involving electronic surveillance and whether the surveillance 

amounted to an interception that met the requirement of necessity in a democratic society. For 

instance, in Roman Zakharov v. Russia, the ECtHR noted: 

“It must also ascertain whether the requested interception meets the requirement of 

“necessity in a democratic society”, as provided by Article 8 § 2 of the Convention, 

including whether it is proportionate to the legitimate aims pursued, by verifying, for 

example, whether it is possible to achieve the aims by less restrictive means [emphasis 

added].”68 

To assess what is the least intrusive means or whether alternative means with less restrictive 

impact exist in the context of digital space, it requires an understanding of the array of means to 

restrict the flow of digital information. The UN Human Rights Committee clarified that “the 

principle of proportionality must also take account of the form of expression at issue as well as the 

means of its dissemination.”69 As illustrated in Chapter 4 on the transmission stage of digital 

information, the means of disseminating information and expression in the digital space ranges 

from emails, webpages, web sites to domain names and any limitation to those means by 

restricting access to various components of the digital information ecosystem amount to 

interference with rights, as illustrated in Chapter 7. Chapter 4 furthermore illustrated that one 

limitation or restriction to access a segment of the digital information ecosystem can impact the 
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exercise of other rights and as such, limitations which equate to justified or unjustified interference 

require analysis from a holistic perspective to assess the balancing exercise for justification of 

interferences (section 4.5.1). 

The means of dissemination and the means to reach the objectives in each stage of the digital 

information cycle are interlinked and changes to one aspect of those means can impact other parts 

of the ecosystem. The layers of the digital information ecosystem are sequential and one layer is a 

prerequisite to access the next layer. Therefore, it follows that a limit to one layer poses a limitation 

to the subsequent layer; blocking one access in the chain of accesses will result in the subsequent 

accesses to be inaccessible. This is particularly the case when censorship of a specific webpage 

results in the blockage of the entire website that hosts that page. Technically, this happens because 

individual users first have access to the website (i.e., the online platform) and then subsequently 

have access to the webpage (i.e., the content hosted on the platform).  

One prominent example is the case of Yildirim v. Turkey that concerned blocking access to the 

entire Google website.70 Mr. Yildirim, the applicant, owned and ran a website using the Google 

Sites website creation and hosting service <sites.google.com> and he published his academic work 

on that site. The webpage of Mr. Yildirim’s site contained contents that were insulting the 

reputation of Atatürk and was subject to lawful blockage. The Denizli Criminal Court of First 

Instance ordered the blocking of the website and the Telecommunications and Information 

Technology Directorate executed the order. Due to the blocking measures taken by Turkish 

authorities, Mr. Yildirim was barred from access to the rest of his site, which had no connection 

with the offending webpage. In this case, the blockage produced a “collateral censorship” effect as 

Mr. Yildirim was barred from accessing the entire Google site which hosted his personal website 

that was subject to restriction. Blocking the entire web services in order to block one webpage 

amounted to collateral censorship and resulted in a disproportionate impact and arbitrary effect in 

that it was not only Mr. Yildirim’s site but all the sites hosted by Google Sites were blocked: 

“The Court further observes that the measure in question produced arbitrary effects 

and could not be said to have been aimed solely at blocking access to the offending 

website, since it consisted in the wholesale blocking of all the sites hosted by Google 

Sites.”71 
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The Court referred to the decision of the Denizli Criminal Court, which dismissed the application 

on the basis that the only means of blocking access to the offending website had been to block 

access to the Google Sites service and noted that it did not take into account the butterfly effect on 

access to other pages on Google Site: 

“In reaching their decision, the [national] courts simply found it established that the 

only means of blocking access to the offending website in accordance with the order 

made to that effect was to block all access to Google Sites […]. However, in the Court’s 

view, they should have taken into consideration, among other elements, the fact that 

such a measure, by rendering large quantities of information inaccessible, substantially 

restricted the rights of Internet users and had a significant collateral effect.”72 

Indeed, the national court of Turkey would have come to a different decision if there was an 

understanding of the clarity between access to the online platform and access to the content as 

well as the impact of limiting those accesses. The ECtHR’s argument can further be elaborated by 

referring to the compartmentalized online platform which hosts several contents that can be 

regulated by restricting or permitting access to a specific compartment of the platform. The 

applicant has pointed out that “in order to prevent other websites being affected by the measure, a 

method should have been chosen which would make only the offending website inaccessible. He 

cited as an example blocking the site’s URL.”73 These technical means that are the least restrictive 

of rights can only be suggested and implemented when the enforcing authority understands how 

the entire digital information ecosystem works particularly the granular access controls that defines 

who can have access to each part of the ecosystem and what they can do with that access. 

Other examples that were subject to non-judicial mechanisms also demonstrated the butterfly 

impact of a blockage on other rights. One example relating to blocking a page is the case of 

Wikipedia in 2008. The Internet Watch Foundation, a charity organization based in the UK, 

blacklisted content on the Wikipedia webpage related to Scorpions’ 1976 studio album Virgin Killer, 

which depicted a young girl, posing nude. The image was deemed to be “potentially illegal content” 

under the UK law, which forbids the possession or creation of indecent photographs of children. By 

limiting access to a Wikipedia page, the limited access to a specific page triggered blocking of the 

entire Wikipedia site, which in turn impacted the accessing information in other Wikipedia pages 

and limited the exercise of rights that are based on the accessibility of information. In addition to 
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accessing <wikipedia.com> to receive information, the block of entire Wikipedia also prohibited 

individuals to contribute and to edit the online encyclopedia. Restrictions to online platforms that 

facilities two-way interaction, namely, web 2.0 functions, results in limiting both sending and 

seeking digital information and the rights associated with sending and seeking (section 4.5.1.1). 

Another case which exemplifies the dual limitation to rights due to the two-way functions of 

platforms is the case, Cengiz v. Turkey, involving blocking the entire <youtube.com> in order to 

block ten videos hosted on <youtube.com> that were insulting to the memory of Atatürk. The 

ECtHR reiterated that the “authorities should have taken into consideration, among other aspects, 

the fact that such a measure, by rendering large quantities of information inaccessible, was bound 

to substantially restrict the rights of Internet users and to have a significant collateral effect.”74 The 

Court acknowledged that the impact of blocking the entire <youtube.com> website not only had an 

impact on specific persons but to all regular Internet users. The Court order was to block access to 

<youtube.com> by Mr. Cengiz and others but the impact was that all individuals in Turkey wishing 

to access <youtube.com> could not have access to it to both watch videos hosted on 

<youtube.com> and to post videos. It is significant that the Court applied victim status to persons 

not directly targeted by a blocking order, but whose rights were nevertheless impacted, which 

signalled that the Court acknowledged the disproportionate impact the court order had on other’s 

exercise of their rights. Furthermore, referring to the fact that at the time of the decision, URL 

filtering technology for foreign-based websites was not available in Turkey, the administrative 

authority explained that it had no other solution than to block access to the entire YouTube 

website.75 In response to this argument, the ECtHR referred to its previous judgment noting that 

“the authorities should have taken into consideration, among other aspects, the fact that such a 

measure, by rendering large quantities of information inaccessible, was bound to substantially 

restrict the rights of Internet users and to have a significant collateral effect.”76 

8.4. Proportionality  

The third element to examine is whether the measure was proportional stricto sensu, that is, 

whether the benefits of the measure outweigh the costs imposed. The principle of proportionality 

in a strict sense dictates the requirement of a proper relation between the fulfillment of the 
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purpose and the harm done to the right at stake or otherwise put, a cost proportionate to its 

benefits. The doctrine and the jurisprudence have defined this sub-principle as an examination of 

the balance between advantages and disadvantages brought about by the law.  

In examining how the principle of proportionality in a strict sense applies to the digital space, the 

Study refers back to the principle of functional equivalence (Chapter 1). Online expression warrants 

protection consistent with international standards and the human rights law applies to the Internet 

as it does to any other medium of communication. 77 It would not be in line with the principle of 

functional equivalence to impose a different or higher standard for digital information as opposed 

to paper-form information. The same balancing exercise applies to both information in analog and 

digital forms. Depending on the nature of the digital information, the protection of interest 

associated with that information differs. In the case where private interest prevails, the information 

is often related to personal information, which impacts individuals’ right to privacy. Where the 

public interest is more prevalent, information related to transparency and disclosure of public 

information is of relevance. For instance, when dealing with the traditional information (non-byte 

forms), it has always confronted the balance of protection interest that of private interest and 

public interest. The same issue exists when the information is in digital form. It would be overly 

positive to hope that the problem that persists and which is still without a solution in the traditional 

paper-based world could be solved in the digital world.  

Hence, the current Chapter focuses on issues that are unique to the digital space. As emphasized 

in Chapter 1 of this Study, it is the changes to the nature of the impact brought about ICTs and not 

the scale of changes that require a specific consideration when implementing legal measures to 

protect rights. The changes to the nature of impact cannot rest on the examination of legality and 

necessity elements alone. While as legality and necessity, particularly legal safeguards against 

abuse arising from the measures that interfere with rights online establish procedural measures to 

ascertain foreseeability of the law and to prevent risks and abuses, they are not sufficient to 

address the changes to the nature of impacts arising from using digital technologies. This section 

introduces specific features that are unique to the digital space and illustrates elements that should 

be considered when applying the principle of proportionality in a strict sense, namely, the nature of 

information, the nature of sphere and the benefits and interests of actors involved. 
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8.4.1. Nature of information 

The permissible limitations to rights relating to dissemination of information depends on the 

nature of the information posted online and the subject matter. The subject matter of information 

that is widely acknowledged as subject to lawful censorship includes sexual advertisement involving 

underage children; content of defamatory, threats or insults; racist or xenophobic, hate speech, 

discrimination, intolerance and the glorification of violence and terrorism; and cross-border 

trafficking. The subject matter and content of information are no different whether the information 

is in digital or analog form and therefore, this Study focuses on the nature of the information that is 

unique to the digital space, namely, the durability, veracity, sensitivity, and non-rivalrouness. 

Section 6.3.1 already addressed the type of information as well as its spatial and temporal element 

as factors to be taken into account when examining interest and rights involved particularly in the 

disposal stage. 

8.4.1.1. Durability 

 A feature that is unique to the digital information is its longevity and durability, namely that it 

remains indefinitely in the digital space with greater difficulty to be deleted completely. As 

introduced in Chapter 6 on disposal stage, the digital information never comes to an end of the 

cycle and remains accessible to the public to be retrieved a later stage, making the information 

“durable” on the Internet. The feature of durability becomes clearer when we compare with the 

conversations taking place in pubs and cafes which are ephemeral, localized and only available to 

people in close proximity and the online conversation that take places on online platforms that are 

permanent or semi-permanent. 78  The durability of information online, in turn, allows the 

information to remain even if the information is no longer newsworthy or outdated and 

furthermore, third parties can reuse information for multiple purposes in a way not intended by the 

original creator or distributor (section 5.3.2.2 “2. Multi-purpose and scope”).  

The outdated information that remains durable on the digital space is closely related to the 

publication of historical information on gross and systematic human rights violations, which are 

important so that they will not be forgotten and repeated. The preservation of historical 

information or information of public interest often conflicts with defamatory information protected 

under the right to privacy. The interplay between the freedom of expression particularly accorded 
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to the press and the protection of the right to privacy is a longstanding issue. The freedom of 

expression of the press constitutes one of the essential foundations of a democratic society; not 

only does the press have the task of imparting such information and ideas but the public also has a 

right to receive them. In the digital space, the newspaper’s archive on the Internet is an example 

that contributes to the preservation of information of public interest.  

In Times Newspaper v. the United Kingdom, a case that focused on whether each download of 

materials from the Internet amounted to a cause of action in libel proceedings, the ECtHR noted 

that when the information about the past is still needed to protect the public, “the margin of 

appreciation afforded to States in striking the balance between the competing rights is likely to be 

greater where news archives of past events, rather than news reporting of current affairs, are 

concerned” and that “the duty of the press to act in accordance with the principles of responsible 

journalism by ensuring the accuracy of historical, rather than perishable, information published is 

likely to be more stringent in the absence of any urgency in publishing the material.”79 

Furthermore, in Węgrzynowski and Smolczewski v. Poland, the ECtHR found no violation of 

Article 8 in respect of a press article that was considered defamatory that had been kept in a 

newspaper’s Internet archives. This case concerned a follow-up defamation claim against the 

journalist for leaving an article in the Internet archives of the newspaper. The first defamation claim 

had failed to include both publishing the defamatory article in the printed version and online 

version of the newspaper. The relevant aspect of this case for the purpose of identifying the 

“durability” aspect of digital information is the Court’s emphasis that the legitimate interest of the 

public in access to the public Internet archives of the press is protected under Article 10 of the 

ECHR: 

“Internet archives fall within the ambit of the protection afforded by Article 10. The 

Court stressed the substantial contribution made by Internet archives to preserving and 

making available news and information. Such archives constitute an important source 

for education and historical research, particularly as they are readily accessible to the 

public and are generally free. While the primary function of the press in a democracy is 

to act as a “public watchdog”, it has a valuable secondary role in maintaining and 

making available to the public archives containing news which has previously been 

reported. The maintenance of Internet archives is a critical aspect of this role.”80 

                                                      

 

79  Times Newspaper Ltd v. the United Kingdom (App nos. 3002/03 and 23676/03) ECHR 10 March 2009, para. 45. 
80  Węgrzynowski and Smolczewski v. Poland (App No. 33846/07) ECHR 16 July 2013, para. 59.  



 

243 

When the issue of privacy protection and freedom of journalistic expression is shifted to the 

digital space where the information remain durable, the emphasis has been made that digital 

media is distinct from the printed media regarding the capacity to transmit and reuse the 

information. However, the fact that the information is already published or accessible to the public, 

namely, the public character of the information, does not exclude it from the scope of data 

protection laws or other rules that regulate the access to the public information.81 One example 

addressed by ECtHR was in relation to publicly accessible data about tax. In the case of Satakunnan, 

the issue at stake concerned mass collection, processing and publication of publicly accessible 

personal data received from the tax authorities.82 The applicants had collected and published 

information about the income and taxable net assets of 1.2 million natural persons in Finland, first 

through a newspaper and later through a text-messaging service. The Court clarified that “the data 

in question were accessible to the public under the domestic law did not necessarily mean that 

they could be published to an unlimited extent” and that “publishing the data in a newspaper, and 

further disseminating that data via an SMS service, rendered it accessible in a manner and to an 

extent not intended by the legislator.”83 Taxation data were publicly available in Finland but had to 

be accessed and used in conformity with the Personal Data Act and the Act on the Openness of 

Government Activities. The publicly available information is nonetheless subject to privacy 

protection and the disclosure of such information is subject to certain controls. The ECtHR pointed 

to the safeguard that governed when the publicly accessible information can be granted access: 

“Whilst the taxation data in question were publicly accessible in Finland, they could only 

be consulted at the local tax offices and consultation was subject to clear conditions. 

The copying of that information on memory sticks was prohibited. Journalists could 

receive taxation data in digital format, but retrieval conditions also existed and only a 

certain amount of data could be retrieved. Journalists had to specify that the 

information was requested for journalistic purposes and that it would not be published 

in the form of a list. Therefore, while the information relating to individuals was publicly 

accessible, specific rules and safeguards governed its accessibility.”84  

It should be noted that in addition to the manner in which the information were collected, the 

ECtHR noted that the publication of the tax information distributed in that manner did not 
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contribute to the debate of public interest and that the applicants failed to demonstrate that the 

publication was for journalistic purposes. Accordingly, the ECtHR found that prohibiting the 

companies from processing personal tax data in the manner that they had was “necessary in a 

democratic society” and held that there was no violation of the right to freedom of expression.85 

The Court noted that the publication of the taxation information in the newspaper article cannot 

amount to journalistic purpose given the mass scale and organization of the personal information: 

“The data published comprised the surnames and forenames of approximately 1.2 

million natural persons whose annual taxable income exceeded certain thresholds […]. 

When published in the newspaper, the data were set out in the form of an alphabetical 

list and organised according to municipality and income bracket.”86 

The Court’s conclusion can be complemented with the explanation about the way the personal 

data related to tax was distributed, namely, by operating a database where the requestor would be 

able to receive taxation information via an SMS service. The distribution of information does not 

correspond to exercising journalistic freedom of expression since the SMS service was a replication 

of database that was managed by the Finnish tax authorities in accordance with the Personal Data 

Act. Unlike the database under the purview of the tax authorities, the SMS service based database 

did not employ the requirements under the Personal Data Act and made the information accessible 

to the public where the access was not subject to any safeguards, leading to violation of privacy 

rights of the individuals concerned.  

8.4.1.2. Veracity  

Individuals from all walks of life now are able to actively contribute and participate in the 

proliferation of information in the digital space. As addressed in section 4.5.2, the digital space has 

evolved from contribution of individual actors with comparatively less involvement from States and 

State regulation. This is evident particularly in the media industry where the participation of 

individuals, who may be amateur journalists or who may be hired to generate fake news with 

malicious intent, have increased. 

Materials distributed by a professional journalist on an accredited media publishing website and 

those of user-created content on a platform for citizen journalist are at times difficult to distinguish 

and mixes the freedom of expression that journalist enjoys and those that are enjoyed by 
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individuals. Therefore, the criteria defined to assess the extent to which professional journalist can 

exercise right to freedom of expression may not apply to citizen journalists who are not 

professionally trained nor work in professional journalism fields. The ECtHR laid down relevant 

principles that guide its assessment and identified a number of criteria in the context of balancing 

the competing rights, namely, the freedom of expression by journalist and protection of privacy 

rights: 

“The relevant criteria have thus far been defined as: contribution to a debate of public 

interest, the degree of notoriety of the person affected, the subject of the news report, 

the prior conduct of the person concerned, the content, form and consequences of the 

publication, and, where it arises, the circumstances in which photographs were taken 

[…] gravity of the sanction imposed on the journalist or publishers.”87 

Another point related to the nature of the information that impacts the balancing exercise is 

fake news and false reporting which is increasingly observed in the digital era and in conjunction, 

the rise of “Internet commentators” who publish comments on the Internet often anonymously. 

The journalistic freedom of expression extends to information that is of interest to the public and 

that contributes to public debates and this underlies the assumption that such information is true 

and contributes towards the democratic development of a society. The ECtHR has clarified that 

freedom of press is applicable when journalists are “acting in good faith in order to provide 

accurate and reliable information in accordance with the ethics of journalism”.88 In the event the 

information is fake and intended to contribute to propaganda or to start a wave of populism, the 

balancing exercise requires a new perspective. Similarly, the issue of spam or unsolicited digital 

information is another factor to consider.  

The issue of online disinformation or fake news is also not new. Indeed, distribution of false or 

distorted reports has been discussed since the time international human rights treaties were 

negotiated. It was framed in terms of the threat posed to relations between peoples and States by 

the systematic diffusion of deliberately false or distorted reports. In order to counter such false or 

distorted reporting, a legitimate limitation to freedom of expression was proposed for inclusion in 

the ICCPR: 
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“The right to freedom of expression carries with it duties and responsibilities and may, 

therefore, be subject to penalties, liabilities or restrictions clearly defined by law, but 

only with regard to: (h) the systematic diffusion of deliberately false or distorted reports 

which undermine friendly relations between peoples and states, A State may establish 

on reasonable term's a right to reply or a similar corrective remedy.”89 

Similar wording that provided for such a limitation on the right was included in the UN’s Draft 

Convention on Freedom of Information but that Convention was ultimately never opened for 

signature or ratification and the proposed text for the ICCPR did not survive the drafting process. 

Similar language did, however, make it into the little-known UN Convention on the International 

Right of Correction, which remains in force today, but it is ineffectual with few States that have 

ratified. The Convention aims to prevent false or distorted news reports from being distributed or 

to reduce their damaging effects and establishes the right of Contracting States to correct false 

information concerning their interests or, more accurately, have such information corrected.90  

The problem of limiting freedom of expression or correcting false news still remains 

controversial as national laws criminalising fake or false news are susceptible to misuse and abuse 

through arbitrary interpretation and enforcement. The safeguard to guarantee abuse against 

arbitrary interpretation can be used by governments to stifle independent and critical media, 

thereby creating a chilling effect on freedom of expression and public debate, ultimately 

undermining the fundamentals of democracy. Therefore, as argued in section 8.3.1 of the Study, 

the mere existence of safeguards put in place for censorship and blocking information based on the 

veracity of information is not sufficient and together with the test to assess the means of the 

interference, the balancing exercise in terms of the actual abuse and the interest involve needs to 

be carried out.  

What is new in the digital era is that the ICTs have changed both the context of the distribution 

of fake news and the behaviors of individuals in seeking newsworthy information. McGonagle 
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points out that the hype of fake news is not new and that it is the context that has changed and 

involves evolving media and news ecosystem, which has been driven by the development of ICTs: 

“Among the game-changing factors are: the sophistication with which fake news is 

being produced; the scale on which it is being produced, and the speed and 

effectiveness with which it is being disseminated. Technology has made it easy for a 

wide range of actors to create content, including fake news, in a variety of formats […] 

and to disseminate it swiftly and globally.”91 

Indeed, in the digital era, the alarm is that the scale of false news and its distribution has 

increased due to the rise of individual capacity to imitate the role of professional journalists. Adding 

to that alarm, the changes to the impact that it brings are more alarming. The large distribution of 

false or fake news impacts how the individuals resort to fake or false news as source of information 

which weakens and compromises the fundamentals of democracy. For instance, the European 

Commission’s communication on online disinformation identified a concrete impact of the Internet 

on the dissemination of disinformation: 

“The Internet has not only vastly increased the volume and variety of news available to 

citizens but has also profoundly changed the ways citizens access and engage with 

news. Younger users, in particular, now turn to online media as their main source of 

information […] Yet, new technologies can be used, notably through social media, to 

disseminate disinformation on a scale and with speed and precision of targeting that is 

unprecedented, creating personalised information spheres and becoming powerful 

echo chambers for disinformation campaigns.”92 

8.4.1.3. Sensitivity 

In the digital space, the assessment of the nature of information and its sensitivity cannot be 

limited to the information that is in question. In Chapter 5 on the usage stage, several examples of 

different types of information – personal information in a strict sense, personally identifying 

information and information about personality and private life – can be collected and disclosed. 

Although these types of information may have a differing degree of privacy risks, what has been 

stressed throughout this Study is that digital technologies allow the processors of the information 

to reveal personal and sensitive information. Section 5.3.2.1 of the Study highlighted that 

irrespective of the composition, digital information can unintentionally or at times, intentionally, 
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reveal or disclose private and personal information when collected data is processed. Personal 

information can be revealed from seemingly insensitive information, and seemingly anonymous 

data can be linked to explicit information identifying the person associated with the data. Therefore, 

even after ascertaining that the safeguards are in place, the necessity test should be complemented 

by the proportionality test, that is, to take into consideration only how the information is collected 

and processed but also how the collection and processing of information can lead to a disclosure of 

personal and sensitive information.  

When balancing the harms inflicted against benefits, the approach may be to assume by default 

that all digital information is “personally identifiable information”. In simple terms, to use the 

words of Bernal, “the assumption should be that unless you have a strong reason to hold it, data 

should not be held”.93 In other words, a shift in the paradigm for processing digital information 

should entail that unless there is strong proof that the processing of digital information does not 

impact the exercise of the right to privacy, information should be considered personal and sensitive 

by default. Additionally, the burden should be shifted so that those who collect and hold digital 

information should justify their actions rather than the individuals justifying the reasons for the 

information not to be collected.  

8.4.1.4. Non-rivalrousness 

The move to the digital era and to information society can be also defined as a move form 

rivalrousness to non-rivalrounsness, namely that the digital space is composed of non-rivalrous 

goods that are usually intangible and can be consumed by several consumers simultaneously.94 This 

shift to non-rivalrouness correlates with the feature of digital technologies which facilitate easy 

duplication of copyrighted materials and rapid distribution of the duplicated material (section 1.1). 

It is widely recognized that such features of digital information impacts the author’s copyright 

interest and at the same time, the right to freedom of expression and opinion given that the 

duplicated material can be used as a part of an expression. As the two rights are generally 

protected in domestic legislation, the balancing exercise calls for weighing the interest in facilitating 

the sharing of the information against the interest in protecting the rights of the copyright holders. 

When the copyrighted materials are distributed via channels on the Internet, the two competing 
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rights are the freedom of expression and copyright of authors and the weighing exercise mainly 

focuses on what type of the information is at stake.  

Such balancing exercise took place in the case of Neij and Sunde Kolmisoppi v. Sweden which 

concerned the complaint by the co-founders of “The Pirate Bay”, one of the world’s largest 

websites for torrent files, in other words, websites that share a list of indexes which links to the 

location where users can download files. The applicants argued that the conviction for complicity to 

commit crimes in violation of copyright laws had breached their freedom of expression.95 The 

applicants elaborated that in their view, article 10 of the EHCR protects the right to arrange a 

service on the Internet, which can be used for both legal and illegal purposes, without the persons 

responsible for the service being convicted for acts committed by the people using the service. In 

response, ECtHR noted that article 10 applies to both the content of information and the means of 

transmission or reception. However, it noted that the type of material in respect of which the 

applicants were convicted was not entitled to the same level of protection as that afforded to 

political expression and debate and rendered the case inadmissible.  

When the copyrighted materials are used within the private sphere of the individual, namely, 

the creation stages at which materials that were stored in private servers, the issue to balance 

shifts to copyright versus the right to privacy. Section 3.2.1 of this Study illustrated that the 

freedom to create in digital format in private space and the right to benefit from scientific material 

conflicts with the right of authors to the protection of the moral and material interests in their 

works, both aspects which are stipulated in article 15 of the International Covenant on Economic, 

Social and Cultural Rights (ICESCR). The latter shares significant common ground with international 

and domestic copyright law, a core part of intellectual property law and the right of authors to 

benefit from their work in digital form are guaranteed by WIPO Internet Treaties (section 3.2.1). In 

the creation stage where the interest of the individual creating digital information is focused on 

private-interest of the individual and usage in a private setting, the balance of protection of 

copyright and the right to privacy is closely associated with the doctrine of fair use found in 

copyright law. Under the doctrine of fair use, individuals can make copies of some materials 

provided that certain conditions are met. The factors considered when applying the doctrine of fair 

use include: the purpose and character of the use, the nature of the copyrighted work, the amount 
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and substantiality of portion of the work used, and the effect the use and its value has upon the 

market for the copyrighted work (section 3.2.1). Therefore, in the private sphere the purpose and 

the extent to which copyrighted materials are used should be taken into account in the balancing 

exercise. 

8.4.2. Nature of sphere 

Courts have mostly focused on the nature of information when weighing the interest and rights 

at stake to assess justification of interference with rights. As argued consistently throughout this 

Study, the digital information cannot be assessed alone as it relies on larger machinery that 

function on the basis of agreed protocols, which this Study called “the digital information 

ecosystem”. The ecosystem is compartmentalized with each part subject to different rules and 

conditions that are dictated by the entity that rightfully controls that part of the ecosystem. 

Therefore, it is equally important to pay attention to the nature of the sphere in which individuals 

exercise and enjoy their rights to online, which are manifested in the form of using digital 

information.  

8.4.2.1. Nature of online platform 

The interest and balances that are implicated in the digital space changes depending on the 

nature of the platform, namely, whether some online platforms can be considered personal and 

private or the workplace. Given the multi-faceted nature of platforms that provide online services, 

the actual usage of the platform and the harm caused to the exercise of rights on that platform is 

an important factor to consider in the balancing exercise. The multi-faceted nature of the online 

space opens the possibility of individuals to use those spaces in a way that corresponds to their 

preference. In practice, individuals also play a role in setting how the online space is used and 

shape the nature of the digital space pertaining to their activities. Consider the example where 

individual users can use a platform either as social networking sites or social media. Some refer to 

Twitter or other services that are based on a social network as “social media” signaling that they 

are part of the traditional media and that it is used to distribute official information and statements 

of an organization or a political figure. At the same time, many others use those services as a 

platform to socialize and call them “social network sites”. If one uses social networking sites as a 

mode of correspondence and interacting with family and friends and to share information about 

the individual user, privacy protections may prevail over other interests. However, if it is used as a 

social media as an alternative to traditional media, and the individual user targets the general 
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public as the recipient of his or her digital information, the level of privacy should differ and the 

freedom of expression becomes the core issue.  

Another complexity added is that the usage and purpose of a platform are not always clearly 

demarcated and individuals use one platform for multiple purposes. The dynamic nature of spaces 

online cannot be framed to fit the protection of human rights offline and the assessment of 

proportionality needs to take into consideration the intention of the individual and the actual usage 

of the platform. For instance, Facebook started as a student directory featuring photos and basic 

information and grew to be a global social network where individuals can interact with one another 

remotely. Who the Facebook users choose to interact with on Facebook can dictate the nature of 

the platform, namely whether it is a personal and private place or an extension of the workplace. 

One Australian case considered that the offensive language targeted at the co-worker on a 

Facebook page amounted to the breach of rules laid down in the employee handbook and company 

policies.96 The question was whether certain activities on Facebook should be subject to regulation 

according to the employer's policies. By adding co-workers as friends on Facebook, the employee 

voluntarily merged his private life and his work life on that platform and hence, his obligations as 

an employee apply equally to the private conduct rendered on Facebook.97 As in offline life, one 

can have co-workers that are also friends, and it is difficult to designate usages of online platforms 

for social, personal or official usage particularly to define that specific online platforms are used for 

one usage and constitute one sphere.  

8.4.2.2. Unique and sole means 

Another aspect of the nature of the platform is whether the specific platform was a unique and 

the sole means to perform the function that is fundamental to the rights. In Cengiz v. Turkey where 

the ECtHR addressed blocking <youtube.com>, the Court identified that at the time of the decision 

the website <youtube.com> as a sole means of citizen journalism and that for the applicants there 

was no other platform equivalent to YouTube: 

“In this connection, the Court observes that YouTube is a video-hosting website on 

which users can upload, view and share videos and is undoubtedly an important means 

of exercising the freedom to receive and impart information and ideas. In particular, as 

the applicants rightly noted, political content ignored by the traditional media is often 
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shared via YouTube, thus fostering the emergence of citizen journalism. From that 

perspective the Court accepts that YouTube is a unique platform on account of its 

characteristics, its accessibility and above all its potential impact, and that no 

alternatives were available to the applicants.”98  

This case contrasted with Yildirim case, concerning sites <myspace.com> and <last.fm>, where 

the element of necessity was different: the users concerned were deprived of only one among 

many means of listening to music and could easily access a whole range of musical works in many 

other ways without infringing copyright laws.99 The mere fact that users of an Internet site 

disseminating musical works suffered the indirect consequences of a blocking measure did not 

suffice to make them “victims” within the meaning of article 34 of the European Convention on 

Human Rights (ECHR). 

The world is moving more and more towards paperless systems reducing or even completely 

eliminating the use of paper. This translates into more usage of online-based platforms as opposed 

to traditional services. Such a phenomenon is observed in the media industry where the online 

articles hosted on newspaper websites differ from those of their printed editions and also in 

organizations that have moved to electronic clearance systems that no longer involves signing off 

on paper documents. In the 21st century, the world has one leg in the analog system and another in 

the digital system and it has not yet moved completely to an era where digital platforms alone 

provide means to carry out certain functions. However, the trajectory towards a society where 

most of the essential services are based on digital information and its ecosystem is a feature that 

should be closely monitored and taken into account as a factor when balancing proportionality.  

8.4.2.3. Shared control 

Chapter 3 of this Study introduced the complications surrounding spheres and highlighted that 

the digital space cannot be demarcated into public and private spheres as it involves various 

combinations where private and public sphere in both physical and virtual space interplay. 

Furthermore, Chapter 3 illustrated the notion of control over the flow of digital information as a 

standard to identify whether the information should be protected as being in the private or public 

sphere in the digital space. Digital information can be intercepted, collected and stored with or 
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without legitimate warrant or consent depending on the level of control that is shared between the 

individual and the third-party that has a legitimate right to control.  

Certain components of the digital information ecosystem can change its nature of usage 

depending on how the individual users use such platforms and access network connections. 

However, there are also aspects of rigidness in the nature of spheres in that the control over the 

flow of information and environment under which individuals enjoy freedom online are restricted 

to certain schemes and regulation. Using Bernal’s description of referring the public Internet as 

“the sea of privacy” where and “islands of private spaces”, the spheres of life can also be described 

using similar analogy.100 If we look at spheres in the traditional offline world, prisons or other 

detention centers provide a good illustration. The UN Human Rights Committee noted in several 

cases that “prisoners shall be allowed, under necessary supervision, to correspond with their 

families and reputable friends on a regular basis without interference”.101 Further, the 2015 UN 

Standard Minimum Rules for the Treatment of Prisoners (the Nelson Mandela Rules) note that 

prisoners shall be allowed, under necessary supervision, to communicate with their family and 

friends at regular intervals “by corresponding in writing and using, where available, 

telecommunication, electronic, digital and other means” (rule 58). However, prisons and other 

detention centers are confined areas under the control of the State and prisoners and detainees 

are restricted from movement. Such restriction can be posed on correspondence and prison 

authorities can exercise measures of control and censorship over prisoners’ correspondence if they 

are subject to satisfactory legal safeguards against arbitrary application.102  

Similar to prisons and other highly regulated physical places, there are quasi-public spaces in the 

digital ecosystem that are subject to rules and conditions that individual users are bound in 

accordance with an agreement that they have consented to. One prominent example is a 

workplace where the conditions and regulations that the employees have agreed to apply. It is 

accepted that, at the workplace, employee’s privacy rights are limited and the reasonable 

expectation of privacy protection differs. However, this rule cannot be applied to the entire digital 

space. At the workplace, the individual’s online privacy is limited as the employer has control over 

the device and the connection network that employees use to carry out professional and personal 
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activities online. However, as introduced in Chapter 3, there are several scenarios where the 

individuals enjoy being in their private spheres such as using personal mobiles in the workplace. 

A case involving video surveillance in a work setting highlighted that within professional and 

business life, there is a zone of private life. The case of Antović and Mirković v. Montenegro 

concerned an invasion of the privacy of two professors at the University of Montenegro’s School of 

Mathematics after video surveillance had been installed in areas where they taught.103 It was 

argued that the question of private life had not been an issue as the auditoriums where the 

applicants taught were public areas. The Court rejected the Government’s argument that the case 

was inadmissible because no privacy issue had been at stake as the area under surveillance was a 

public, working area. In this regard, the Court noted that  

“the notion of “private life” may include professional activities or activities taking place 

in a public context [...] It is, after all, in the course of their working lives that the 

majority of people have a significant, if not the greatest, opportunity to develop 

relationships with the outside world, and it is not always possible to distinguish clearly 

which of an individual’s activities form part of his professional or business life and which 

do not [...]. There is therefore a zone of interaction of a person with others, even in a 

public context, which may fall within the scope of “private life” [...], professional life 

being part of it.”104 

Another aspect to consider when addressing the element of shared control is when individuals 

voluntarily relinquish their control over digital information. Many people seem happy to make the 

trade-off in favor of sharing more about themselves in exchange for services or some are simply not 

aware of the consequences of their behavior. The circumstances leading individual users to disclose 

their information eventually allowing third-party providers to share the control over the 

information are an important element to ascertain when privacy protections prevail. In assessing 

the shared control as a result of an individual’s voluntary disclosure of information, the interests of 

the parties that share control should be considered in addition.  

8.4.3. Benefits and interest  

In order to guarantee the protection of rights online, a fair balance between observance of the 

fundamental rights online and the interests and the benefits arising from free movement of digital 

information must be ensured. The benefits and interest relating to the flow of digital information 
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can be identified by looking into the types of interferences illustrated in Chapter 7, namely, 

availability, accessibility and safe and secure access to components of the digital information 

ecosystem. Who benefits when digital information and online platform are neither available nor 

accessible? And who benefits when digital information is intercepted, collected and monitored by 

breaching the safe and secure access to those components? The competing and conflicting 

interests with rights online can be clarified by juxtaposing the nature of the sphere of digital space 

based on the control of digital information. In the first place, third parties that share the control 

over digital information with the individual have interest in the status of the digital information. 

These interest range from public interest, employer’s interest and economic interest of the 

business actors in the ICTs industry. 

8.4.3.1. National security interest and public interest 

The protection of national security interest and public safety has been discussed in the context 

of preventing crime particularly related to electronic surveillance regimes. It is also discussed when 

information is disclosed in order to reveal the identity of criminals. Under certain exceptional 

situations, States may limit the right to privacy for the administration of criminal justice or 

prevention crime and ultimately for the protection of national security. For instance, the UN 

Human Rights Committee has acknowledged that the retention of fingerprint and DNA information 

pursues the legitimate purpose of detection, and therefore, prevention of crime. While the original 

taking of this information pursues the aim of linking a particular person to the particular crime of 

which he or she is suspected, its retention pursues the broader purpose of assisting in the 

identification of future offenders.105  

The same act of collecting information without the knowledge of the individual for the purpose 

of public interest can also have a different outcome depending on the circumstances. In a case in 

the Republic of Korea, a company running a website <lawmarket.co.kr> collected personal and 

professional information about Korean lawyers and processed information to produce a “network 

index” which reflected the professional relationship such as alumnus of a school or judicial training, 

together with the winning rate of the lawyer.106 On the balance of the public interest, namely, the 

benefits that the public will have owing to the existence of such database and the personality right 
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of the right to privacy, the Supreme Court of the Republic of Korea held that the network index 

service was a violation of the personality right related to the usage of personal data. 

Another factor that impacts the balance of the public interest is the nature of the information in 

question and its sensitivity for the data subject’s private life. This was the subject of discussion in 

Google Spain, where the Court noted the need for a fair balance to be sought between the interest 

of the Internet users in having access to the information and the data subject’s fundamental rights 

under articles 7 and 8 of the Charter of Fundamental Rights of the EU. As a general rule, while it is 

true that the data subject’s rights protected override that interest of Internet users, that balance 

may depend on the nature of the information in question and its sensitivity for the data subject’s 

private life and on the interest of the public in having that information. The interest which may vary, 

in particular, according to the role played by the data subject in public life: 

“As the data subject may […] request that the information in question no longer be 

made available to the general public by its inclusion in such a list of results, it should be 

held […] that those rights override, as a rule, not only the economic interest of the 

operator of the search engine but also the interest of the general public in finding that 

information upon a search relating to the data subject’s name [emphasis added].”107  

The benefits and interest of the public can also differ depending on the intended purpose of the 

usage and the actual outcome of the usage. The actual outcome is related to the additional step 

associated with the usage stage, that is, taking corresponding actions and decisions based on the 

processed information. It is not only the result of processed information per se that limits the 

freedom and rights of individuals but the outcome of actions taken based on the result can also 

impose a limitation to and infringement of rights.  

8.4.3.2. Employee interest 

Employers have a legitimate interest in observing or monitoring employee’s activities online. 

National courts have rendered judgments on several cases related to privacy in employment 

relations favoring the interest of employers. For instance, in a case where a shop owner installed a 

hidden surveillance camera and microphone as he suspected one employee of stealing, the Cour de 

Cessation of Belgium, already in 2001, held that the purpose of filming was legitimate and 

proportional since the employee on the basis of justified presumption that the employer is involved 
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in criminal offense tend to prevent the commission of new reprehensive action by installing 

surveillance cameras.108 The case concerned a supermarket cashier, who was dismissed without 

notice for theft, following a covert video surveillance operation carried out by her employer with 

the help of a private detective agency. The cashier unsuccessfully challenged her dismissal before 

the labor courts. The ECtHR held that the domestic authorities had struck a fair balance between 

the employee’s right to respect for her private life and her employer’s interest in the protection of 

its property rights and the public interest in the proper administration of justice. 

8.4.3.3. Industry interest 

As highlighted throughout the Study, the digital information ecosystem functions due to the 

existence of invisible third-party actors. The digital world is a symbiosis of business and the users; 

digital industry is built on the basis of data created by users which is both the input and output of 

the industry. In other words, for the third-party actors of the digital industry, the availability of data 

is critical to their business models as a start and in the long run to sustain their business. This 

feature of the industry inevitably conflicts with the rights which are infringed when information is 

available and accessible. The right to delete needs to be balanced in relation to the legitimate 

interest of business entities to collect and hold data and the right to privacy. In some situations, 

abuse of exercising the right to be forgotten may override the legitimate interests of the operator 

of the search engine and the general benefit enjoyed by the public which depends on the industry 

interest.  

The safeguard to protect privacy in the way we understand its application in the traditional 

space would be detrimental to how the digital industry functions to the extent that the individual 

may no longer enjoy the services that are fundamental to freedom and the exercise of rights online. 

At the same time, the prevailing business model in the digital industry is based on information 

disclosed by individuals which is also used as digital currencies. This leads to the imbalance of the 

power of the service providers and users that have no other choice but to accept their conditions in 

order to use the services. 

                                                      

 

108  CCass, no P.99.0706.N/1, 27 February 2001. See http://jure.juridat.just.fgov.be/pdfapp/download_blob?idpdf=N-20010227-8 



Chapter 9. Actors controlling freedom and interference with rights online  

At one time or another, we have all found ourselves unable to access a website. Websites may 

be inaccessible for many reasons. We may simply mistype the name of the website; the servers that 

host the website in question may malfunction; the website itself may be momentarily unavailable; 

or the domain name system may be unable to link the requested domain name to its numeric 

address. Alternatively, some websites may be filtered and placed on a blacklist by Internet Service 

Providers (ISPs) or particular users may be blocked from accessing certain websites, on the basis of 

their IP address. For instance, websites that host certain copyrighted contents such as Hulu and 

Pandora are only available in the US, and websites that contain Nazi memorabilia are not accessible 

to users whose IP addresses are located in certain European countries.1 Specific users may be 

blocked from using an online platform; for instance, a Facebook user who failed to abide by 

Facebook’s internal codes and guidelines may be banned from accessing an account on Facebook. 

This list is not exhaustive. However, the common point among the items on the list is that there is 

always a third-party actor behind the reason for us not being able to access the website.  

In academia, various concepts have been proposed to describe the actors that control the 

Internet and the cyberspace. Some commentators use the term “gatekeeper” to describe the 

entities that regulate the Internet.2 Zittrain identifies two types: traditional gatekeepers who 

enforce and regulate the conduct of third parties and technological gatekeepers who regulate 

individual behavior indirectly by making changes to the technology. 3  Laidlaw uses another 

terminology, “Internet information gatekeepers”, and identifies the levels of Internet information 

gatekeeper based on the extent of the control that gatekeepers exert, their democratic significance 

and the influence over the public sphere of the information they control.4 Others speak of “points 

of control”, referring to those actors who play a strategic role in a particular area. For instance, Wu 

                                                      

 

1  Yahoo! Inc., a Delaware Corporatiom, v. La Ligue Contre Le Racisme et L'antisemitisme and L'union Des Etudiants Juifs De France 
433 Fed. Reporter 3d 1199 (United States Court of Appeals, Ninth Circuit) 12 January 2006 . 

2  For an overview of the history and trajectory of gatekeeping, beginning with defamation, copyright infringement and peer-to-
peer networks, see Jonathan Zittrain, ‘A History of Online Gatekeeping ’ 19 Harvard Journal of Law & Technology 253. 

3  Ibid 255-256. 
4  The three levels are “micro-gatekeepers” (content moderators, such as interactive website platforms); “authority gatekeepers” 

(websites that have high traffic and high information flows, like Facebook); and “macro-gatekeepers” (ISPs and search engines), 
Emily B. Laidlaw, ‘A Framework for Identifying Internet Information Gatekeepers’ 24 International Review of Law, Computers & 
Technology 263. 



 

259 

coined the term “master switch” to refer to the Web’s custodian such as Google that has the 

function of the Internet’s great switch.5 

The current Chapter focuses on actors who controls the freedom online and limits that freedom. 

In this regard, the following questions are posed: who are the human rights actors? What roles and 

functions of actors promote or threaten the enjoyment of human rights online? The Chapter 

addresses such questions by referring back to the three analytical questions underlying this Study 

introduced in Chapter 1, namely, what impact and changes have ICTs brought about to human 

rights online? are the existing legal measures sufficient? and do we need new legal measures? The 

analysis starts by examining how the features of digital information ecosystem have impacted the 

proliferation of actors in the digital space and section 9.1 goes on to introduce existing and new 

typologies of actors. Subsequently, section 9.2 examines whether those actors and by way of 

extension their human rights obligations and responsibilities are covered in international law and 

international human rights law. Finally, in addressing whether new legal measures are needed, a 

proposal is made in section 9.3 to identify and extend human rights actors based on their functional 

roles within the digital information ecosystem and their effective control over the flow of digital 

information.  

9.1. Actors in digital information ecosystem  

As identified in sections 4.5.2.1 and 5.3.4 on understanding roles of third-party actors in the 

transmission stage and the usage stage respectively, the role of States in the evolution of the digital 

space has been historically non-existent as the Internet developed organically without the 

intervention by States and State regulation. Additionally, States have moved to reduce their 

operational role and ownership, particularly in telecommunications and satellite services. As a 

result, the roles and influence of actors other than States are prominent in the digital space. As 

actors other than States are expected to continue to increase their influence in the digital 

environment, understanding their roles is important. This section provides an overview of the 

digital information ecosystem where actors other than States and new types of emerging actors 

perform their activities.  

  

                                                      

 

5  Tim Wu, The Master Switch: The Rise and Fall of Information Empires (Vintage, 2011), 280. 
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9.1.1. Business entities  

Many studies associated with human rights online have focused on certain rights or technologies, 

limiting their scope and resulting in a narrow coverage of related issues (section 2.1). Similarly, 

efforts to identify actors in the digital space have focused on business entities that provide a 

specific technology or standard or those that are associated with one specific right, namely, 

freedom of expression and content regulation. Seeking to apply freedom of expression principles to 

the Internet, Cucereanu identified the following actors involved in online communication: Internet 

access providers; host providers; content providers (who fill the Internet with information and 

ideas); and service providers (who enable authors and audiences to exchange opinions).6 With the 

advent of content hosting platforms such as social media, blogging and search engines, a 

comparable study in 2013 identified a similar range of actors: its list included ISPs, web hosting 

providers, social media platforms, and search engines.7 Adopting a broader approach, a study on 

freedom of expression online included several additional actors, such as data processors, web host 

providers, cloud computing services, domain name registries, and online media.8  

These examples suggest that, even in the context of one specific right, categorizing actors is a 

subjective exercise influenced by the depth and the approach of each study. These studies excluded 

technical aspects of the digital information ecosystem, on the grounds that the technical structural 

administration of the Internet and associated technologies are “not the subject of regulation in 

respect of individual messages”.9 Approaches that refuse to venture into the technicalities of the 

digital system tend to examine the Internet from one specific perspective, excluding many actors 

who play a role in the digital ecosystem as a whole. 

Additionally, when they omit detailed technical elements, commentators often fall into the trap 

of confusing the roles and corresponding names given to these actors. This happens because 

academic literature and policy documents have not kept up-to-date with changes in the digital 

information ecosystem, and many providers have taken on new roles. For instance, commentators 

use the terms “Internet access provider” and “Internet service provider” interchangeably to refer to 

entities that provide access to the Internet and entities that provide services on the Internet (such 

                                                      

 

6  Dragos Cucereanu, Aspects of Regulating Freedom of Expression on the Internet (Intersentia, 2008), 151. 
7  Article 19, Internet intermediaries: Dilemma of Liability (2013), 6.  
8  Rebecca MacKinnon and others, Fostering Freedom Online: The Role of Internet Intermediaries (UNESCO Publishing, 2014), 29. 
9  Dragos Cucereanu above n 6, 146 (footnote 10). 
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as hosting services). They also confuse the role of “Internet service providers” and “Internet 

content providers”. Broadly speaking, “Internet service providers” provide infrastructure and 

services that enable users to send data from one point to another. By contrast, “Internet content 

providers” and “Online service providers” distribute, manage and store information, among other 

services. At the beginning of the Internet era, business entities like America Online (AOL) acted as 

both the Internet service provider and the online service provider; they provided and controlled 

both access to the Internet and access to its content. Such institutions are referred to as “walled-

gardens”, because they created borders within the Internet by selecting and providing content and 

information for users to access.10 The role of walled gardens changed when the connection to the 

Internet no longer relied on dialup connections. Today, broadband connection services allow users 

to connect directly to the Internet without a middleman.  

Other studies have rightly pointed out that the new ICTs involve not only users and providers of 

information but also designers of the technology and service providers.11 The Special Rapporteur on 

Freedom of Expression, David Kaye, has categorized the technical actors involved in design of the 

technology, and also identified private actors and their roles in organizing, accessing, populating 

and regulating the Internet.12 Nevertheless, the focus on one specific right – even though it 

promotes in-depth analysis – tends to marginalize certain actors and relevant concerns. For 

instance, the Special Rapporteur’s list omits some actors that facilitate communication or 

transactions on the Internet. To illustrate, certification providers authenticate digital identity by 

issuing digital certificates that are also used for secure communication. Financial intermediaries 

accommodate online transactions (such as credit card purchases). The mode of payment and the 

personal identification information that are associated with the user (such as credit card owner) are 

often used as a means to identify users. Similarly, online advertisement is the primary business 

model of all Internet services but it too is not addressed. At first sight, the core roles of these actors 

do not directly affect freedom of expression. Indirectly, their influence is critical, however, because 

                                                      

 

10  See Tim Wu above n 5, 262-263. 
11  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Abid 

Hussain (E/CN.4/1998/40), para. 30. 
12  Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, David Kaye 

(A/HRC/32/38) (2016), paras. 15-25. He distinguishes nine kinds of actor, who: (1) enable connection to the Internet, such as 
Internet service providers and telecommunication service providers; (2) design and maintain hardware and operating systems 
that facilitate information processing and Internet access, such as infrastructure vendors and equipment manufacturers; (3) 
allocate web domains; (4) host information, such as web-hosting services; (5) facilitate aggregating, sharing and searching 
information (search engines); (6) produce and regulate access to content; (7) connect users and communicate; (8) sell goods and 
services and facilitate transactions; and (9) collect, repurpose and sell data. 

http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/OpinionIndex.aspx
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they have the power and the capacity to authenticate or reveal the identity of users and have 

control over personal data that flows within the digital space. The importance of these factors is 

evident in electronic commerce, which has developed a range of regulatory and authentication 

tools to facilitate commercial transactions and build legal certainty for businesses and consumers.13  

When the focus shifts from a specific right to a specific technology, it becomes clear that past 

research did not address a number of technical elements. Research that focused on surveillance 

technologies identified other business actors in the ICTs sector such as device manufacturers that 

manufacture or sell mobile devices and network equipment manufacturers that produce 

semiconductors, switches and routers, among others.14 Research that focuses on the potential 

impact of video usage on human rights identifies actors who help users to employ technology safely 

and effectively: technology companies and developers and technology investors.15  

9.1.2. New typology of actors  

Due to the dynamic nature of the digital information ecosystem and the way it has developed 

with little State involvement, a new typology of actors has evolved in the digital space. Moreover, 

the ecosystem will continue to evolve, and additional new actors will continue to appear as new 

technologies emerge, adding to and changing the actors enumerated below. This section provides 

an overview of existing typology of actors in the digital space that do not necessarily conform to the 

categorization of the State and non-State actors. These actors include trans-governmental 

institutions, international agencies, industry associations, international Internet institutions, and 

individuals. 

9.1.2.1. Trans-governmental institutions  

Law-making activities such as negotiation of international instruments are reserved for 

accredited delegation of governments; however, as a consequence of the growing need of 

domestic official institutions to engage in activities beyond their borders, both accredited 

delegations of States, as well as non-accredited representatives of governments, engage in law-

                                                      

 

13  Note by the UNCITRAL Secretariat, ‘Present and possible future work on electronic commerce’ (A/CN.9/728). 
14  Other business actors include manufacturers of computers and digital cameras; network equipment manufacturers that produce 

semiconductors, switchers and routers; network management providers that provide telecommunication, wireless and Internet 
services; and connectivity/access management providers that provide web-based services and platforms such as search engines, 
social networking, emails and cloud computing. See International Federation for Human Rights (FIDH), Surveillance Technologies 
"Made in Europe": Regulation needed to prevent human rights violations (2014), 7. 

15  Witness, Cameras Everywhere: Current challenges and opportunities at the intersection of human rights, video and technology 
(2011), 30-35. 



 

263 

making activities in some international forums. The latter are found in the trans-governmental 

institutions, also called “harmonization networks”, which are international networks of national 

public regulatory authorities that collaborate to harmonize their rules or set standards or other 

norms.16 Slaughter defines “harmonization networks” as networks that bring regulators together to 

ensure that their rules in a particular substantive area conform to a common regulatory standard.17  

The trans-governmental institutions set standards in areas of international public policy and, by 

avoiding the rigidities and formality of international legal forums, tend to be overlooked as actors 

of international law. 18  Such institutions are sometimes called “standard development 

organizations”, reflecting this role. Examples include the International Organization for 

Standardization (ISO), an independent, non-governmental international organization with a 

membership of 163 national standards bodies; and the International Electrotechnical Commission 

(IEC), a non-governmental standard-setting organization composed of members who represent 

national electrotechnical interests.  

While some trans-governmental institutions engage in norm-setting or standard-setting, others 

are forums for the exchange of information and experience. These trans-governmental institutions 

are called “international cooperation institutions”. One example is the Asia Pacific Privacy 

Authorities (APPA), the principal forum for privacy and data protection authorities in the Asia 

Pacific region. APPA forms partnerships and exchanges ideas about privacy regulation, new 

technologies and the management of privacy inquiries and complaints. These and similar regional 

data protection forums are not strictly intergovernmental organizations because they were not 

created by treaty; nevertheless, their members are State data protection commissioners 

established and appointed under national laws. 

9.1.2.2. International agencies 

International organizations that are established by international organizations are referred to as 

“international agencies”. International agencies differ from international organizations in terms of 

                                                      

 

16  Ayelet Berman and Ramses A. Wessel, ‘The International Legal Form and Status of Informal International Lawmaking Bodies: 
Consequences for Accountability’ in Ramses A. Wessel, Joost Pauwelyn, and Jan Wouters (eds), Informal International 
Lawmaking (Oxford University Press, 2012), 35. 

17  Anne-Marie Slaughter, A New World Order (Princeton University Press, 2004), 20. In addition to harmonization networks, 
Slaughter identifies “information networks” and “enforcement networks”. 

18  Andrea Bianchi, ‘The Fight for Inclusion: Non-State Actors and International Law’ in Rudolf Geiger Ulrich Fastenrath, Daniel-
Erasmus Khan, Andreas Paulus, Sabine von Schorlemer, and Christoph Vedder (eds), From Bilateralism to Community Interest 
Essays in Honour of Bruno Simma: Essays in Honour of Bruno Simma (Oxford University Press, 2011), 56. 
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the four criteria associated with the latter: they are created by States, based on a treaty, have at 

least one organ, and possess an autonomous will (“volonté distincte”) with respect to their member 

States.19 International agencies are international bodies that do not derive their existence or 

mandate from a treaty or cooperation between national agencies but from the decisions of 

international organizations.20 International agencies can be set up by one international organization 

to help attain the objective of that organization. The bodies established by the UN General 

Assembly or its subsidiary organs provide the best-known examples of international agencies. For 

this study, the most relevant agency is the UN Conference on Trade and Development, which is the 

secretariat of the UN Commission on Science and Technology for Development, a subsidiary body 

of the UN Economic and Social Council. International agencies may also be created by two or more 

international organizations in partnership. Examples include the Broadband Commission for Digital 

Development, established by the International Telecommunications Union (ITU) and UN 

Educational, Scientific and Cultural Organization and the UN Group on Information Society, 

established by several international organizations and agencies to promote World Summit on the 

Information Society (WSIS) objectives. 

Multi-stakeholder forums are another type of international agency that has emerged, notably to 

address questions of governance. The need for institutionally-inclusive approach was recognized as 

it became clear that many global concerns could only be addressed through broad cooperation with 

a wide range of stakeholders. An example in the Internet governance field is the Internet 

Governance Forum (IGF). The IGF’s mandate originates in the Tunis Agenda adopted at the second 

WSIS in 2005 when State delegates to the WSIS asked the UN Secretary-General to convene a 

multi-stakeholder policy dialogue that became the IGF.21 IGF differs from other international 

agencies or subsidiary organs in that it is an ad hoc platform. It does not take decisions, but debates 

all the major issues of Internet governance in order to identify areas of common ground that will 

assist States and other actors to deal with challenges associated with the information society.  

  

                                                      

 

19  Jan Klabbers, Advanced introduction to the law of international organizations (Edward Elgar, 2015), 7. Other criteria include the 
capacity to adopt norms that apply to their members, possession of a constitution, and attribution of a legal personality. 

20  Ayelet Berman and Ramses A. Wessel above n 16, 44. 
21  Tunis Agenda, para. 72. 
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9.1.2.3. Non-governmental organizations: industry associations 

From the human rights field, non-governmental organizations (NGOs) are identified with civil 

society organizations and civil movements that focus on national and international (human rights) 

advocacy. However, NGOs have a wide range of vocations, and it is not straightforward to capture 

all forms of NGOs in one definition.22 In a broad sense, NGOs are typically private institutions in the 

form of an association, foundation, federation or other kinds of union, founded on the basis of 

national private law, which can be distinguished from business entities because they pursue public 

interest objectives. NGOs also include not-for-profit industrial associations that promote the 

economic interests of profit-making industries. An example of an industry association NGO is the 

Internet Governance Coalition, an industry-led coalition that campaigns for a safe, secure, open, 

interoperable, and global Internet. 

NGOs have contributed to the interpretation of formal international law by means of soft 

instruments such as principles and guidelines and other mechanisms to protect human rights in the 

digital ecosystem. Industry-led coalitions such as the Global Network Initiative (GNI) - set up in 2008 

as a collaborative project of Internet companies including Microsoft, Google and Yahoo – have 

established the GNI Implementation Guidelines. The Guidelines provide detailed guidance to tech 

companies on how to implement the UN Guiding Principles on Business and Human Rights (UNGP), 

and a framework for collaboration between companies, NGOs, investors and academics.  

NGO-led international coalitions have also been active. For instance, the Internet Rights and 

Principles Coalition is a multi-stakeholder group inspired by civil society that aims to raise the 

profile of human rights in the IGF. The Internet Rights and Principles Coalition developed a Charter 

of Human Rights and Principles for the Internet which reflects the structure of the Universal 

Declaration of Human Rights (UDHR).23 Another international coalition of NGOs launched the 

Manila Principles of Intermediary Liability, which establish baseline protection for intermediaries in 

accordance with freedom of expression standards.24 The Manila Principles aim to encourage the 

                                                      

 

22  For examples of definitions, see for example: (1) ECOSOC Resolution 1996/31, which implements article 71 of the United Nations 
Charter; (2) the Guidelines for Association Between the United Nations and NGOs, elaborated by the Department of Public 
Information; (3) The Panel of Eminent Persons on UN Relations with Civil Society; (4) the European Convention on the 
Recognition of the Legal Personality of International NGOs; (5) and the Yearbook of International Organizations, published by the 
Union of International Associations. See also Ingrid Rossi, Legal Status of Non-Governmental Organizations in International Law 
(Intersentia, 2010), 1-9. 

23  The Dynamic Coalition is a multi-stakeholder partnership based at the Internet Governance Forum. It is an open network of 
individuals and organizations.  

24  See https://www.manilaprinciples.org/. 
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development of interoperable and harmonized liability regimes that can promote innovation while 

respecting users’ rights in accordance with the UDHR and the International Covenant on Civil and 

Political Rights (ICCPR), and the UNGP. A group of civil society organizations have also been 

involved in the African Declaration on Internet Rights and Freedom, which builds on existing African 

human rights documents.25 

9.1.2.4. International (Internet) institutions 

Entities such as the Internet Society and the Internet Engineering Task Force (IETF) blur the 

boundary between NGOs and private commercial organizations. They are not government 

organizations but “consortia of persons and companies” that seek to develop Internet industry 

standards that promote their interests. They have “organically evolved to guide the operation and 

development of the technical infrastructure that composes the global Internet”.26 Mueller uses the 

term “organically developed Internet institutions” to describe these bodies.27 Each of these bodies 

were formed after a specific problem with management or the development of network protocols 

emerged that needed resolution but for which no one was responsible for. Usually, an individual 

would pioneer work on a problem and an institution gradually emerged to continue addressing the 

problem. On the basis of this organic process, Mueller noted that “organically developed Internet 

institutions” represent a movement from State to non-State actors, from closed to more open and 

participatory processes, and to new kinds of technical expertise.28  

Although both set standards or protocols in the Internet, Internet institutions differ from trans-

governmental institutions in that they are composed of individual experts and members of the 

business community and were established informally without elected boards or members. The 

mandates of these bodies are likely to continue to evolve in a similarly organic way, reflecting the 

rapid evolution and expansion of ICTs. The three prominent international Internet institutions are 

the Internet Society,29 the IETF,30 and the Internet Corporation for Assigned Names and Numbers 

(ICANN).31  

                                                      

 

25  See http://africaninternetrights.org/. 
26  Internet Society, Internet Ecosystem: Naming and addressing, shared global services and operations, and open standards 

development (February 2014), 5. 
27  Milton Mueller, Networks and States: The Global Politics of Internet Governance (The MIT Press, 2010), 217-218. 
28  Ibid 217. 
29  The Internet Society is an international, non-profit, membership organization that promotes expansion of the Internet. It 

emerged from within the engineering network and was set up to develop and evolve network protocols.  
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9.1.3. Capacity of individuals  

In addition to the above-introduced typology of actors, a distinct aspect of the digital 

information ecosystem is the participation of individual users. Users of the Internet may be 

individuals, professional journalists who use the Internet as a media outlet, representatives of a 

government or another organization, or their automated computers. These entities may be clients 

enjoying the services offered, or may be products of the digital information ecosystem.  

First, individual users who are clients or consumers can be described in terms of how they use 

the digital information they obtain or generate. Passively, users use the Internet for non-expressive 

tasks such as online shopping, online financing, and other transactions; they enjoy the services and 

products provided by other actors. These users are not limited to individual users; governments 

and other organizations can be clients or users when they use digital information and its ecosystem 

to communicate, for instance. Actively, users use digital information to create new forms of art and 

to express in digital form. These users are called “prosumers” (a person who consumes and 

produces media). The spectrum of expertise that users possess ranges from comprehensive 

knowledge on information gadgets and services to general knowledge based on frequent Internet 

use. Users may be individual amateurs or hobbyists or “power users” who possess a technical 

capacity and expertise comparable to that of a business. They can create or contribute to the 

development of technical and content aspects of the digital information ecosystem by designing 

and programming products and services that are used by others.  

Second, users who consume products and services offered in the digital environment can also be 

products of those services. Information about users can itself be a product and, in this sense, even 

when passive, users are knowingly or unknowingly part of the ecosystem. For instance, when 

individual users use Google’s search engine to find information on the Internet, Google uses search 

queries to obtain information about them. Social network sites have adopted a similar business 

model; they transform information about users into a commodity that they sell to advertisers.  

                                                                                                                                                                                  

 

30  The IETF is a large open-access international forum; it is a community of network designers, vendors and researchers who are 
interested in the evolution of Internet architecture. Its mission is to make the Internet work better by producing high quality, 
relevant technical documents that influence the way people design, use, and manage the Internet.  

31  ICANN is a private sector organization that manages Internet resources for the benefit of the public. In 2005, at the WSIS in 
Tunisia, the EU proposed to shift domain name governance from ICANN and the US Commerce Department to a UN-affiliated 
intergovernmental group.  



 

268 

Individual users - amateurs with expertise but with limited professional experience or credibility 

- had and still can participate and contribute to the digital environment. This was not always the 

case for all communication technologies. Individuals are able to do things on the Internet, which 

they were not able to do with any other technologies thanks to the design of the Internet. The 

Internet was designed based on the “end-to-end” design allowing anyone to join and develop and 

any computer could be part of the network as long as it used the same protocol or the language of 

the Internet. When wanting a new updated function of a TV, everyone has an experience of 

throwing away TV sets and buying a new one. However, for computers, we can customize it by 

adding features or changing a part of it, instead of exchanging the entire set. With a little bit of 

knowledge, one can update the functions of a computer by replacing a part of it instead of buying 

an entire new one. This is possible due to the “open” features of ICTs, which means that the 

operating system can be modified by end users and third-party software developers.  

The digital information ecosystem, which the Internet is part of, is designed to operate in a 

decentralized manner where the end users initially had a large control over their interactions with 

the system. This feature of the ecosystem explains the enhanced capacity of individuals in the 

digital space. The openness reduces the barriers to entry and allows individuals with limited 

resources to actively take action and participate in the development of the digital ecosystem. 

Unlike other communication networks where the usage of those networks often required a large 

resource that only large business entities or the Government retained, individuals can use the 

Internet and the digital ecosystem with minimum access requirements. Because the Internet is an 

open medium with little restriction, with low barriers to entry, even mere users who did not 

contribute to the invention of the Internet can easily use the Internet and create a novel product on 

the Internet. Individuals such as bloggers, programmers, Wikipedia editors and amateur content 

producers can create a platform that grows into a commercial giant such as Amazon, Wikipedia and 

Facebook. On the Internet, each person can be an unlicensed TV station and become a 

transnational publisher potentially attracting a mass audience. Individuals, not necessarily 

journalist by profession, can create user-generated contents that are sometimes labeled as new 

online journalism.  

Another aspect to focus is the role of individual as creators of software, often referred to as 

“code writers” or “programmers”. “Programmers” is a term understood largely as “those who 

programmed” rather than those who chose it as a career; many were autodidacts who 

programmed as a hobby (hobbyist) or second job, rather than professionals trained in vocational 
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environments.32 They can be individual professionals working in the Internet industry whether it is 

a giant company like Google or a two-person start-up company. The influential role of individuals in 

the IT industry has been highlighted since the 1980s.33 For instance, the now well-known stories of 

Apple,34 or Microsoft starting at a garage, and Napster35 and Facebook founded by young adults are 

not the first stories that we have heard in the IT industry.  

These observations on greater participation of individuals in the digital space and their enhanced 

capacity raise the need to shift the burden of responsibility to the users of digital information and 

the ecosystem. The proposal for the paradigm shift is to hold data users accountable for what they 

do create a “system of data-users accountability framework”.36  Individuals are an essential 

component of the digital information ecosystem and perform a critical role in shaping the digital 

environment. Having the initial control over disclosing information, some argue that protecting 

privacy requires that individual users become more accountable for their actions and that society 

needs to redefine justice to guarantee human freedom.37 In the context of international human 

rights law, this translates into whether individuals can be held responsible for human rights 

violations and abuses.  

9.2. Actors with human rights obligations  

The way digital information ecosystem has developed has led to expansion of actors in the 

digital space and there exists a new typology of actors that may not necessarily fall into the 

traditional categories of subject of international law or actors of international human rights law. 

These actors are increasingly recognized as actors whose actions directly impact on the lives of 

individuals. While there are many discussions on who should be human rights actors, we know little 

about the conditions under which these actors comply with human rights standards and how the 

human rights regime can be adapted to the emergence of these new entities. The current section 

examines actors in international law and international human rights law (section 9.2.1) and 

whether the existing rules cover the actors introduced in the preceding section (section 9.2.2). 

                                                      

 

32  Jonathan L. Zittrain, ‘The Generative Internet’ 119 Harvard Law Review 1973, 1984, footnote 20. 
33  Walter Isaacson, The Innovators: How a Group of Hackers, Geniuses, and Geeks Created the Digital Revolution (Simon & Schuster, 

2015). 
34  In 1971, Steve Wozniak and Steve Jobs started their invention of what would result in the creation of a first personal computer 

called “the Apple” in the home of Steve Jobs.  
35  Napster, a peer-to-peer file sharing Internet service, was founded in 1999 by then teenager, Mr. Shawn Fanning. 
36  Viktor Mayer-Schönberger and Kenneth Cukier, Big Data: A Revolution That Will Transform How We Live, Work, and Think 

(Eamon Dolan/Houghton Mifflin Harcourt, 2013), 174. 
37  Ibid 172. 
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9.2.1. Who are the actors? 

9.2.1.1. International law 

The discussion of actors is relatively new in international law and is seen to derive from political 

science. Traditional international law textbooks would not generally include a section on “actors in 

international law” but would almost always write about “subjects of international law” or 

“international legal personality”. In any level of the law, international or national, a legal person (or 

the subject of law) has the capacity to enter into legal relations and enjoys legal rights and duties 

within that legal system. This is referred to as having legal personality. The traditional indicators of 

legal personality in international law include having the capacity to make claims following breaches 

of international law, having the capacity to conclude international treaties and agreements, and the 

enjoyment of privileges and immunities from national jurisdictions.38  

In the international legal system, the dominant view has been State-centric which sees 

international law as a State-based system. In the 19th century, it was largely assumed that States, 

solely and exclusively, were the subjects of international law and that international law only applied 

to States.39 According to this traditional view, international law is founded on the common consent 

of individual States, which is evidenced by sources of international law including treaties negotiated 

by States and customary law, which is based on State practice and opinio juris.40 Accordingly, 

international law is said to be a body of rules that States have agreed through treaties, customs and 

other forms of consent; only States may participate in creating and enforcing international law.  

Recent international law discussions have begun to consider actors other than States, as well as 

the legal grounds on which they may acquire legal personality under international law. The 

Reparations for Injuries Opinion of the International Court of Justice (ICJ) opened this discussion 

when it alluded to the acceptance of non-State entities in the international legal system: 

“Throughout its history, the development of international law has been influenced by 

the requirements of international life, and the progressive increase in the collective 

activities of States has already given rise to instances of action upon the international 

plane by certain entities which are not States [emphasis added].”41  

                                                      

 

38  James Crawford, Brownlie's Principles of Public International Law (Oxford University Press, 2012), 115. 
39  The assumption dates back to the 1648 Peace of Westphalia, which designated the State to be the primary source of power in 

international politics and law. 
40  Article 38 of the Statute of the ICJ. 
41  Reparation for injuries suffered in the service of the Nations, Advisory Opinion, [1949] ICJ Rep 174, 178. 
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The Advisory Opinion of ICJ clarified that subjects do not all possess the same rights and duties 

and that new actors may acquire legal responsibilities according to the needs of the community and 

the requirements of international life.42 The notion of “needs of the community” requires the 

international legal system to broaden the range of its subjects. The way in which international 

organizations have obtained limited international legal personality indicates how relationships 

between de facto actors in society have changed. To perform their functions, international 

organizations needed to acquire an international personality, particularly the right to bring 

international claims. In the Reparations Opinion, the ICJ concluded that the UN is an international 

person “capable of possessing international rights and duties, and that it has capacity to maintain 

its rights by bringing international claims”.43 It is on this basis that international organizations have 

been granted a limited international legal personality.  

To understand what the ICJ meant by “needs of the community”, an analogy can be made 

between chess and the international legal system. On a chessboard, the king is key to winning the 

game, but the pawns play an essential role in victory or defeat. As the game evolves, the initial 

purpose and status of pawns can also change. If a pawn is advanced to the eighth rank, it may even 

be converted into a queen, rook, bishop, or knight. Similarly, it is the dynamic nature of the 

international legal system that determines which actors become subjects of the international legal 

system. In the context of the digital information ecosystem, the rise of digital technology has had a 

pervasive influence on daily life and has changed the paradigm of society, implying changes to the 

international legal system.  

In the context of the digital information, its lifecycle and ecosystem, State and State entities 

played comparatively little role in the changes brought about ICTs and the digital ecosystem. Rather, 

it was individual hobbyists (a non-professional who has a similar level of expertise as professionals) 

who carried out a large part of the innovation and development in the digital space and thereafter, 

that role shifted from hobbyist to commercial business entities. This historical development of the 

digital world suggests that its technical expert community, composed of individual experts, 

generated the social norms applicable in the digital information ecosystem.  

In furtherance of and to complement the “needs of the community” requirement, several 

theoretical models have been proposed for conferring on non-State actors the status of subjects in 
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international law. These, for example, take account of participation in the international legal 

decision-making process,44 the capacity to exercise specific rights and duties,45 and “international 

legal relationships”.46 The number of theories indicates that no single normative approach has been 

agreed to recognize non-State actors as subjects of international law.  

A point to retain from the theoretical discussion is that an inductive approach based on 

formalities should be avoided. Parlett suggests that the key to determining whether actors are 

subjects of international law is their actual ability to engage in the international legal system in 

specific contexts, not their formal status.47 Similarly, Klabbers suggests that “personality is by no 

means a threshold which must be crossed before an entity can participate in international legal 

relations; instead, once an entity does participate, it may be usefully described as having a degree 

of international legal personality”.48 Furthermore, Clapham argues that “we should indeed examine 

their activity and their interaction with states and others to determine the duties and rights that 

states have fixed them with. Such an examination elevates them to subjects of interest without any 

automatic legitimizing effect”.49 These opponents of formal status as a criterion advocate for 

closing the gap between theory and practice; they argue that the behavior of non-State actors in 

practice should determine their status in international law. 

9.2.1.2. International human rights law 

To a certain extent, international human rights law follows the traditional State-centric approach 

of international law. The parties to international human rights treaties are mostly States, and those 

treaties assign the primary responsibility for promoting and protecting human rights to State 

parties. This State-centered approach recognizes human rights actors in the following terms: 

private individuals and groups are only actual or potential victims; States are both violators and 

                                                      

 

44  Rosalyn Higgins, Problem and Process: International Law and How We Use It (Clarendon Press, 1994), 49. See also Robert 
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protectors of the rights of the populations under their jurisdiction; and States and international 

organizations promote human rights by monitoring the conduct of all States.50 

The traditional view perhaps corresponded to social practice before the 21st century and prior to 

the advent of the Internet. However, the modern world has substantially changed the environment 

in which traditional international law was developed. Several new phenomena help to explain why 

States have gradually delegated or relinquished some of their functions to private actors.51 Among 

those most relevant to the digital space are globalization and de-regulation. For instance, the 

privatization of public utilities such as telecommunications – actors that provide network 

connection services – has contributed to the rise of business entities in the telecommunication 

industry. It has been increasingly acknowledged that non-State actors also exercise authority and 

have taken over functions that have a direct impact on the rights of individuals. In the wake of such 

development, the exclusive association between States and the protection of human rights has 

eroded.52 The traditional State-dominant approach to human rights inevitably leads to a situation in 

which non-State actors whose conduct harms the enjoyment of human rights are not subject to 

direct legal obligations under international human rights law for violations of human rights they 

commit. 

Particularly in the digital space, the traditional focus on the State is no longer tenable as are the 

positions taken by most mainstream legal scholarship that tends to act as though we live in an 

unchanged word and ignore the fundamental power shifts of recent decades.53 It has been 

observed that the scope of international law has widened to include actors beyond sovereign States 

such as IGOs, companies, NGOs and individuals. Irrespective of the current international human 

rights framework that poses obligations to State and to other actors bound by customary 

international law, the reality is that the range of actors who are expected to bear responsibility for 

the protection of human rights expanded.  

                                                      

 

50  Zehra F. Kabasakal Arat, ‘Looking beyond the State But Not Ignoring It’ in George Andreopoulos et al. (eds), Non-State Actors in 
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52  Heupel, Monika, ‘The Extension and Legalization of Human Rights’ in Anja Mihr and Mark Gibney (eds), The SAGE Handbook of 
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274 

The notion that States are the only subjects of international human rights law has therefore 

increasingly been challenged and in reality, it can no longer be accepted that States are exclusive 

actors in the international legal system. Rather, “the burden would now seem to be on those who 

claim that states are the sole bearers of human rights obligations under international law to explain 

away the obvious emergence onto the international scene of a variety of actors with sufficient 

international personality to be the bearers of rights and duties under international law”.54 

The purpose of international human rights treaties is to protect individuals and groups from 

unlawful violations of their rights. In consequence, the human rights-based approach distinguishes 

actors who are duty-bearers (who have obligations or responsibilities to respect, promote and 

protect human rights) from actors who are rights-holders (individuals or social groups who are 

entitled to exercise those rights and to protection). Duty-bearers are not limited to States; as we 

have seen, other actors such as business entities have certain responsibilities to respect human 

rights.55 In this context, a widening discussion of the role and responsibilities of non-State actors 

(actors other than States) has taken shape quite recently in the international human rights law field. 

9.2.2. Which actors are covered? 

Conventionally, international human rights law is understood as placing duties on States and 

private entities do not have equal duties that of States. However, this view has been challenged 

and discussions have shifted to addressing duties as well as rights of private actors and their duties 

to society as a whole or to individuals within it. This shift towards widening the roles and 

responsibilities of non-State actors in international human rights law would benefit from clarity on 

which actors are covered in international human rights law of the 21st century. Which type of 

private actors or actors other than States are currently addressed as having some level of 

responsibilities under international law (9.2.2.1)? Do those actors bear the same type of 

responsibilities under the national legal framework that implements international human rights 

obligations (9.2.2.2)? 
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9.2.2.1. International human rights law 

The commonly discussed role and responsibility of actors other than States – business and 

international organization and individuals – continue to rely heavily on State-centric tools and 

concepts. It is based on the existing regime and concepts of State responsibility and they are then 

mutatis mutandis extended by analogy to other actors. It is criticized that these attempts to identify 

human rights obligations incumbent on non-State actors have adopted a methodology that reflects 

the very same traditional human rights framework they are trying to move beyond.56 This criticism 

is exemplified when we examine the current status of human rights obligations and responsibilities 

of international organizations, business entities and individuals. 

International organizations are not a party to international human rights treaties and therefore, 

are not bound by human rights obligations as matter of treaty law. However, international 

organizations are also subject to human rights rules which have attained the status of customary 

law or preemptory norms. In this regard, international organizations vested with international legal 

personality may be held responsible for breach of customary international human rights law. 

However, as introduced in Part II of this Study, many of the rights associated with the life cycle of 

digital information have not reached the status of customary law and hence, international 

organizations cannot be said to have obligations relating to those rights. In addition, in theory, an 

international organization might be considered bound by human rights law by virtue of the 

provisions included in their constituent instrument or further adopted documents such as the 

founding treaty. In practice, thus far, no international organizations have adopted such self-binding 

measures.  

Another instrument related to the responsibility of international organization is the International 

Law Commission (ILC) draft article on responsibility of international organization. Although not 

adopted, ILC’s draft defines a wrongful act which entails international responsibility as consisting in 

“a breach of an international obligation” of the international organization concerned (articles 3 and 

4). However, the problem remains that digital space has produced hybrid types of international 

organizations that do not correspond to a traditional definition of international organizations and it 

cannot be ascertained that one general rule on the responsibility of international organizations 
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would adequately cover those new typology of international organizations including those 

introduced in the section above. 

When we turn to business enterprises, several non-binding instruments have been enacted in 

the last decade to hold them responsible for human rights abuses. Starting with the “UN Norms on 

the Responsibilities of Transnational Corporations and Other Business Enterprises with regard to 

Human Rights” and other efforts that have followed - notably the Guiding Principles on Business 

and Human Rights (UNGP) - it is widely recognized that business entities have the responsibility to 

respect human rights.57 The UNGP framework sets out: the duty of state to protect against human 

rights abuses by third parties, the responsibility of private companies to respect human rights, and 

the need to provide individuals and communities whose rights are infringed with access to effective 

judicial and non-judicial remedies. 58 The UNGP are now widely benchmarked. For instance, the EU 

is preparing Guidance for the Information and Communication Technologies Sector on 

Implementing the UNGP.59  

Discussions on legally binding instrument for transnational corporation are under way with the 

creation of an open-ended intergovernmental working group to negotiate a treaty instrument in 

the UN framework in 2013. While some such as former Special Representative, who drafted the 

UNGP, expressed strong reservations about such a treaty, scholars such as Ratner suggests that 

corporation for which direct obligation in law other than human rights law have already been 

recognized and hence, there is no reason why they could not also be bound by human rights law.60 

Returning to the subject of the current Study, the legally binding instrument, even if it negotiated, 

concluded and ratified, is likely to be inadequate to cover specificities of business entities in one 

industry such as the ICTs industry where one type of regulation will not cover the convergence of 

technologies and their roles. Its vast scope including all human rights, all rights holders, all business 

– large and small, transitional and national and those in all industries - will mean that the binding 

instrument may be too broad to address the rapid changes in the digital space such as changes to 

roles and business models of business enterprises.  

                                                      

 

57  As early as 1970’s, OECD developed guidelines according to which companies are to abide by the human rights obligations of 
their host states. In 2000, the UN launched Global Company, a corporate social responsibility initiative where companies pledged 
to honor core principles derived from UDHR and ILO’s Declaration on Fundamental Principles and Rights at Work.  

58  See Report of the Special Representative of the Secretary-General on the issue of human rights and transnational corporations 
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As for individuals, discussions have remained mostly around criminal responsibility of individual 

established in international criminal law; individuals are bearers of individual obligations under 

international criminal law in the context of international armed conflicts. However, individual 

human rights responsibility has not reached a similar status of discussion. Often, human rights 

advocates are skeptical about putting emphasis on individual responsibilities and duties as some 

regimes use language of duty and obligation in order to justify silencing dissent of activists. Still 

others such as Clapham asks whether individuals can have international civil law obligations in 

addition to the rights and criminal law obligations.61 In answering whether the evolutionary 

changes in international human rights law have created an environment where new category of 

international persons can be acknowledged, a study in 2000 suggests an answer in the negative and 

concluded that it is superfluous to speak about the existence of an international personality of the 

individual.62 However, other studies argued that existing standards already include notions of 

individual duty and responsibility.63 More specifically, it is argued that three kinds of duties on 

individuals are found in existing international human right standards: duties on individuals vested 

with State authority to respect, promote and protect human rights; duties on individual to exercise 

their rights responsibly; and more general duties individuals have towards others and their 

community (article 29 of the UHDR).64  

In sum, the commonly discussed role and responsibility of actors other than States, particularly 

those identified in the digital space (i.e., business and international organization and individuals) 

continue to rely heavily on State-centric tools and concept. The current status quo suggests that 

elaboration of guidelines on the human rights obligations of particular actors have been 

implemented with a fragmented method of elaborating principles for each different actor. This has 

led to a legal patchwork, which is argued as bounding to fail in effectively dealing with the global 

landscape and various actors.65 
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9.2.2.2. National law implementing international human rights treaties  

The discussion on whether non-State actors have human rights obligations under international 

law tends to go astray when it is focused on the relationship between international law and 

international human rights law. International human rights law, as a part of international law, faces 

the conundrum that actors other than States are often said to be only perpetrators of human rights 

violations when they fully control a population at the same level as a recognized legitimate 

government. Such a conundrum should be viewed taking into account that the international human 

rights law regime is operative in nature, composed of contents of rights and duties as well as 

measures to claim the rights and implement the duties. Such measures are first implemented at the 

national level by way of domestic legal and regulatory frameworks. 

Furthermore, a more basic question of the fundamental objective of international human rights 

law is revisited here. The role of international human rights law is to have harmonized standards 

and universal application of human rights worldwide, imposing universal standards and guidelines 

to all States. International human rights law ensures that rights are guaranteed internationally and 

that there exists a mechanism above or outside the national legal mechanism to monitor and 

oversee the State’s compliance to the human rights obligation that it committed to through 

international human rights treaties. While some enforcement mechanisms and measures to 

monitor compliance with treaty obligations exist at the international level, the implementation and 

operational guarantee of the protection and realization of human rights are mainly at the national 

level and at the discretion of each State party in terms of the means and measures of 

implementation. In order to implement international human rights obligations under a specific 

treaty, State parties establish legislation, policy, and administrative proceedings, among others. 

National legislation and regulations, as measures to implement international human rights treaties, 

can nonetheless bestow legal obligations on non-State actors to respect and protect human rights 

as part of the State’s compliance with their human rights obligations under international human 

rights law. 

Therefore, given the way international human rights treaties are implemented by way of 

measures adopted by States, it boils down to enshrining the content of rights and identifying the 

actors that have corresponding duties in national legislation and regulations. The question then is 

how can we identify actors with human rights obligations in digital space?  
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9.3. Extending human rights actors in digital space 

The new typologies of actors found in the digital space do not correspond to the traditional 

methods to identify actors according to their legal nature, which has been the basis for conferring 

the status of the subject of international law and identifying duty-bearers under traditional 

international human rights law. The legal nature or status of actors in the digital information 

ecosystem bears little relevance as one actor can perform the act of another actor even when those 

two actors differ in terms of their legal status. For instance, an individual can provide a web service 

– whether as a legal entity (registered business) or as a natural person (individual capacity). 

Therefore, a way to identify and extend human rights actors in the digital space in order to hold 

them accountable for their human rights violations needs to be addressed. 

How can we determine which actors in the digital ecosystem are actors with human rights 

obligation? This entails a more in-depth discussion about how State and non-State actors in human 

rights law are identified. We therefore begin by discussing the identification of State and non-State 

actors for the purposes of international human rights law and go on to ask whether human rights 

actors in the digital information ecosystem can be identified by assessing the human rights threats 

that functions of the ecosystem pose and the actions taken by actors that interfere with rights. 

9.3.1. A human-centered framework to identify actors  

Who are non-State actors in the context of human rights law? Apart from their negative 

definition as “actors other than States”, no single specific definition of non-State actors has been 

agreed. Depending on their characterization, they include a wide variety of entities: transnational 

corporations and private companies, international organizations, non-governmental and civil 

society organizations, rebels and insurgents, and individuals. The aim of this Study is not to describe 

or assess historical discussions of the definition of non-State actor and do not attempt to produce a 

definition.66 

The term “non-State actors” is not the only term used to describe entities that are not States. 

Some commentators speak of “non-state perpetrators” to refer to non-State actors (such as rebels 

and liberation movements) whose actions would be considered violations of human rights if they 
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were State actors.67 McCorquodale uses the term “individuals” to refer to natural and non-natural 

legal persons, relying on the fact that natural persons form groups due to common interests.68 In 

his terminology of individuals, he considers that natural persons and legal persons composed of 

individual persons are entities that are not States.  

Irrespective of the terminology used, it is clear that merely by discussing non-State actors in 

international human rights law, we are moving away from the State-centered approach and 

towards one that focuses on protecting the rights of all individuals against violation by any organ of 

the society. Arat proposes a human-centered framework that identifies the following actors who 

can violate or protect the rights of individuals: State agencies, private individuals and groups, 

foreign State agencies, foreign private individuals and groups, international government 

organizations, transnational corporations, and NGOs.69 Other proposals have been made to re-

examine the duty-bearer dimension of human rights law with the goal of enhancing respect for 

human rights.70 Wouter and others propose that for new paradigmatic change to take place, 

external input needs to be explored and that the exercise requires a functional methodology, one 

that focuses on what the law and institutions should look like (de lege ferenda) rather than what 

the law exactly stipulates (de lege lata).71 They further emphasize that the approach needs to be 

functional rather than a doctrinal approach seeking inspiration from disciplines other than the law. 

Developing these approaches, a proposal is made to shift the focus from identifying specific 

types of actor who violate or protect rights to identifying specific functions whose exercise violates 

or protects rights. In other words, it is proposed that actors are assessed according to their 

functions in the digital information ecosystem. By assessing the functions of actors and how their 

functions interact in the digital information ecosystem, we can more clearly understand their 

negative (or positive) impacts on the enjoyment of human rights. As Clapham highlighted, 

examining the activities of non-State actors and their interaction with others “will reveal the 

concern of states to address the behavior of non-state actors that threatens international human 

rights”.72 
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9.3.2. Proposal: functional role and effective control over digital information 

If we are to understand the diversity of actors in the digital information ecosystem and how 

international human rights law considers such actors, we need to take a step back and look at the 

basic definition of “actor”. According to Black’s Law Dictionary, an actor is “one who acts” and “a 

person whose conduct is in question”. Building on these elements of this definition, the question 

we need to ask is: who acts in the digital information ecosystem? To answer this, it is proposed to 

adopt the “use case” concept used in software engineering which was also an inspiration for the life 

cycle framework proposed in Chapter 2. A “use case” is a list of actions or steps taken by actors and 

the system to achieve certain goals. It defines the interactions between an actor and a system in 

relation to achieving a goal.  

The digital information ecosystem is a combination of several “use cases” interlinked together. 

Taken as a whole, these “use cases” and the component of the ecosystem support the activities and 

actions that individuals take in the digital space. A number of actors are responsible for each 

component and are tasked with functions associated with them. Put simply, a range of actors 

performs a range of functions that are fundamental components of the digital information 

ecosystem, essential to its operation. Each core function occupies a specific role, such that in its 

absence the ecosystem cannot operate and individuals cannot use the ecosystem’s services to 

exercise their rights online.  

An actor of a “use case” may be a person, a company or organization, a computer programme, 

or a computer system. In other words, functions of the digital information ecosystem are carried 

out by States and non-States alike and non-State actors or individuals may carry out functions that 

were traditionally under the purview of States. If we suspend the traditional starting point as State 

as primary or sole duty bearer and instead, depart with the understanding that other actors can 

share human rights responsibility, the key question then centers on how the division or 

apportioning of responsibility should be structured among different actors.73 This Study suggests 

how actors might be identified according to their functions that constitute core elements of the 

digital information ecosystem and their effective control over the flow of digital information. 

The first element of the proposal is on the functions of actors: how actors may be identified in 

terms of their functional roles. It is proposed to shift the focus and look at “what” rather than 
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“who”, more precisely to focus on the functions that actors carry out in the digital information 

ecosystem. The digital information ecosystem is like a living document. It changes as technology 

and components of the ecosystem evolve; however, its functions remain the same despite those 

changes. Both the technology (desktop computer vs. mobile device) and the actors that implement 

the functions (telephone companies vs. wireless network providers) changed – and will change 

again. Yet the functions of the digital information ecosystem persist because they are the core 

architecture that underlies it.  

Examining what relevant actors do will force us to concentrate on violations rather than 

violators and on the protection of individuals whose rights are violated. However, the roles of 

actors in the digital information ecosystem are often unclear and as a result it is difficult to 

understand how power and control are exercised. If we want to ensure that all actors in the digital 

space abide by their human rights obligations, and want to monitor this properly, we need to 

understand exactly who the actors are, and what they do, in practice. As Klabbers notes, before 

assigning responsibility to entities, it is important to establish that they “actually had something to 

do with the matter and that it is reasonably clear what part of their actions was theirs”.74  

The second element of the proposal is related to the notion of effective control as a way to 

identify the roles of actors. Actors in the digital information ecosystem that have effective control 

can impact the exercise of human rights. By looking at how those actors and their functions control 

the flow of digital information, we can identify how their role limits exercise of rights online. In the 

digital information ecosystem, all critical functions in the digital ecosystem have a dual purpose: to 

facilitate activities in the digital ecosystem and to control the flow of digital information. The actors 

associated with those functions have the capacity and the power to control the flow of digital 

information, to determine where information goes to and how fast it travels, and to prevent 

information from reaching intended recipients. By controlling the flow of digital information, those 

actors also control the behavior of individuals who use the system. 

 “Control of digital information” is often discussed as if it means the same as “control of the 

Internet”, and discussions of this question have used a variety of terminologies. Once again when 

we look at the definition of “control” and “controller” particularly in computer science, the notion 

becomes clearer. In computer science, a controller is a hardware device or a software programme 
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that manages or directs the flow of data between two entities. In a general sense, a controller can 

be thought of as something or someone that interfaces between two systems and manages 

communications between them. Taking these definitions into account, controllers in the context of 

the digital information ecosystem can be described as entities that have the capacity to direct or 

restrict the flow of digital information and that have the capacity manage various forms of access to 

different parts of the digital ecosystem, namely, device, network, platform and content. 

The subsequent section describes some of these critical functions and how those functions have 

control over digital information. The functions are grouped under the following headings: provision 

of products and services; allocation of resources; creation of technical standards; and creation of 

laws. A number of relevant functions, for instance, education and awareness-raising, are not 

included because they are secondary to the operation of the digital ecosystem. Functions that are 

part of the life cycle of digital information (its creation, transmission, collection, processing, storage, 

disposal) are also excluded at this stage because they are not functional components of the digital 

information ecosystem but operations undertaken at specific stages of the life cycle. 

The section based on the illustration of the functional components of the ecosystem could be 

said to fall outside the discipline of international law. However, legal scholars too often 

underestimate or ignore the role and importance of the technical dimensions of the digital 

information ecosystem and as a result, diminish understanding and make misguided assumptions. 

Yet, technologies and technical entities are playing an essential part in protecting human rights or 

violating them. Freedom in the digital information ecosystem depends on the choices and actions 

that all actors take and actions should be taken and judged on the basis of a well-founded 

understanding of who does what, where. In the absence of such an examination, a purely 

theoretical discussion of actors and roles will not adequately address the complex architecture of 

the digital information ecosystem. 

9.3.2.1. Provision of products and services 

In the online world, third-party providers of products and services are generally assumed to be 

business entities. They are usually referred to as “providers” or “online/internet intermediaries” 

who provide products or services that facilitate and are part of the digital information ecosystem. 

However, as illustrated throughout this Study, while business entities are providers, they are not 

the only providers. Natural persons can also provide online services and have effective control over 

how the individual users access that part of the digital information ecosystem.  
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The provision of different products and services is central to the architecture of the digital 

ecosystem, affects several layers of the system, and can both assist and hinder the activities of 

individuals online. We look at different layers of the digital information ecosystem to show how 

providers of products and services (devices and software, network connectivity, web-based services 

and certification) can exercise control over the flow of digital information.  

1. Devices and software 

First, while many devices and software are commercial products provided by business entities, 

individuals and government bodies also have the capacity to create, supply and distribute devices 

and services. The influential role of individuals in the computer industry has been highlighted since 

the 1980s – for instance, the first personal computer and Microsoft software were both created by 

individuals and not large technology companies. 75  Throughout the history of the Internet, 

governments, business entities and individuals alike have produced electronic consumer devices 

such as computers and hand-held devices that convert information into digital format or connect to 

the network; routers and servers, which are the physical instruments on which the digital 

ecosystem relies; and applications or software that run on equipment and devices. 

To illustrate the effective control that actors that provide products and services have, we look at 

two examples. One is routers or processors that connect two networks and relay data from one 

network to another. Routers perform a similar role of a traffic light or passport control at a frontier, 

where officials (controllers) decide to permit or refuse entry on the basis of their country’s laws. 

Simply put, ordinary routers look at the destination address of each data packet and choose the 

best way to send it to its correct destination. More sophisticated routers can modify information by 

changing the destination address, send the packet to another destination, and modify filtering rules. 

The actors that produce these routers have control over how the routers inspect information and 

decide whether it should be censored according to rules that the actors have embedded and coded 

in the router. 

Another set of example includes switches, LAN cards, and firewalls, which create a “network 

node” connecting the channels into which digital information flows. When digital information 

travels through these channels, it relies on information that provides source and destination 

                                                      

 

75  Apple, a technology company that sells electronic consumer products, was started by two individuals, Steve Wozniak and Steve 
Jobs, who created the first personal computer (called ‘the Apple’) in Steve Jobs’ home. Two individuals, Paul Allen and Bill Gates, 
also started Microsoft, a technology company that is best known for selling computer software. See Walter Isaacson above n 33. 
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addresses (logical addresses or IP addresses). Actors that produce devices have the control over 

these devices to embede software programmed to filter or screen out content. On this ground, 

Zittrain correctly predicted that “control over software rather than control over the network will be 

a future battleground for Internet regulation”.76 Additionally, Murray notes that the in the current 

digital space, hardware suppliers operate third-generation walled gardens – namely, they control 

access to contents and services – as opposed to online content providers or platform operators that 

operated the first and second-generation walled gardens.77  

2. Network connectivity 

Network service providers are generally understood as entities that provide the means to 

connect to networks like the Internet. The Constitution of the ITU uses the term “operating agency” 

to refer to individuals, companies, corporations or government agencies that operate 

telecommunications installations intended for an international telecommunication service. As the 

definition suggests, several types of entity can act as network service providers. Before the wave of 

privatization, most telecommunication companies began as State-owned companies. In some 

countries, the government still manages network service providers or controls the number of fiber-

optic links in and out of the country. In addition to businesses and governments, international 

organizations, such as international satellite organizations, provide network infrastructure using 

satellites.78 Individuals can also function as a network service provider: for example, a farmer 

placed galvanized wires between lines of barbed wire fence to build an elementary telephone 

network to connect his farm with others.79  

Actors that provide access to the physical network can influence how digital information is 

distributed and can regulate how information flows. For instance, certain providers that operate 

an Internet Exchange Point (a physical infrastructure through which network connectivity providers 

exchange Internet traffic between their networks) control the international flow of information. 

Providers also control bandwidth (channel capacity), which determines how many users can 

communicate and what type of content they can access. Such control over the flow of Internet 

traffic is closely related to the principle of network neutrality (section 7.3.1.4). By controlling the 

                                                      

 

76  Jonathan Zittrain above n 2, 294-297. 
77  Andrew Murray, Information Technology Law: The Law and Society (Oxford University Press, 2013), 629. 
78  Patricia K. McCormick, Neo-Liberalism: A Contextual Framework for Assessing the Privatisation of Intergovernmental Satellite 

Organisations (Martinus Nijhoff Publishers, 2014). 
79  Tim Wu above n 5, 45. 
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channel capacity, ISPs assert the power to decide who will use the communication network and 

how much capacity users will be able to exercise. Third parties that provide Internet connectivity 

can intentionally discriminate against a certain type of content or type of technical device used by 

individuals.  

3. Web-based services: infrastructure, platform and application 

There are three types of web-based services that exist but most consumers are familiar with the 

application services associated with Platform as a Service (providing online platforms) and Software 

as a Service (providing software).80 Examples of web-based services include blogs, wikis and other 

text-based collaboration formats, instant messaging, photo sharing sites, social network sites, 

computer games, video content, file sharing sites, etc. These applications can be developed and 

operated by any actors in the digital information ecosystem. Individuals can programme and 

operate a simple website with self-operated servers; businesses can develop commercialized 

platforms for services like Instagram; governments can build their own websites to provide e-

government services to citizens; international organizations can run platforms to provide 

information; and non-government and civil society organizations can also develop platforms, for 

example on human rights resolutions. It is in this last layer – web layer or application layer – that 

information can be intercepted and monitored and providers of services, as gatekeepers, have the 

power to intercept and monitor user behaviors (section 7.3.1.3 “3. Secure and safe access to online 

platform and online content”). It is also in this layer that administrators of online platforms have 

the authority to restrict and alter the access rights of users and system. 

The less known example, Infrastructure as a Service, becomes familiar when we refer to an 

example: cloud-computing described in section 3.3.1 of this Study. In the 21st century, most web-

based applications are provided through the “cloud”. Cloud-computing services place personal data 

and information on remote servers, and control over data can therefore be exercised by those that 

have (lawful or unlawful) access to them. Users can easily lose control over their data and control 

shifts to the entities that manage cloud-computing services.  

                                                      

 

80  The three types of web-based services are Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a 
Service (SaaS). The less known services is Infrastructure as a Service which provide virtualized computing resources and 
computing infrastructure over the Internet. For instance, they host Internet servers and domain names; in other words, they rent 
web server space that permits clients to set up their own websites. 
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4. Certification 

The digital world lacks the certainties that exist in person-to-person relationships and 

transactions. To overcome this, and provide a more secure environment for transactions and other 

activities, several methods have been developed to accredit and certify digital transactions and the 

identities of those who engage in them. A prominent example is the use of “digital certificates”, 

often used interchangeably with “public key infrastructure” (PKI).81 Broadly speaking, the purpose 

of a digital certificate is to confirm the identity of users during an electronic transaction, and 

confirm the authenticity of documents or verify their content. To perform its function, a digital 

certificate must establish a link between the digital signature embedded in the digital certificate 

and the holder of that signature. This requires an additional mechanism where a trusted third party 

confirms that the signature matches the signatory by issuing a certificate. In addition to identity 

certificate providers, financial intermediaries also perform the role of authenticating identities 

online. The online industry is largely premised on the convenience of payment via financial 

intermediaries such as credit card companies and the payment methods can be used to 

authenticate users by providing personally identifiable information associated with their credit card 

and bank accounts.  

Certification providers, who manage identities, are in a position to control information on 

identities or identity credentials. An identity credential is data that is used to authenticate the 

claimed digital identity or attributes of a person. It typically contains a “unique identifier” (e.g., 

name, user ID, account number, social security number, driving license, passport number) and 

relevant identity attributes that describe or define the person in sufficient detail for the purpose at 

hand (e.g., address, title, gender, date of birth). By controlling identities and identities credentials, 

certification provider exercise control over the enjoyment of human rights particularly because in 

many countries that have an advanced electronic commerce industry, digital identification is a basic 

requirement for performing any activities online. In countries with strict encryption and 

specification requirements, users are unable to purchase goods online without a mobile number 

registered under real names or a digital certification registered with an accredited certification 

authority. These barriers not only restrict commercial activities but also have a significant impact on 

the user’s capacity and ability to freely express himself or herself in the digital space and enjoy 

                                                      

 

81  The term PKI refers to the technical components, policies and procedures required to create, distribute, store, revoke and 
manage a digital certificate that asserts the authenticity of a digital signature. 
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rights to which they are entitled. As introduced in Chapter 7, online identities are more than 

asserting who the person is. In order to have access to all four – device, network infrastructure, 

online platform, and contents - individual users are required to have digital identification (section 

7.1.2.2). Further, identification also functions to prevent an unauthorized third-party from 

interfering with the transmission of digital information.  

9.3.2.2. Allocation of resources 

Two forms of resource allocation can be considered: allocation of frequency and spectrum and 

allocation of domain names and IP addresses. In relation to allocations of frequency and spectrum, 

the ITU allocates frequency bands to categories of communications services.82 Some entities 

manage resources associated with global naming and addressing capabilities. Essentially, they 

decide who has which address and for how long.  

In relation to management of Internet domain names, at the start of the Internet era (from 1988 

to 1998), two individuals at the University of Southern California managed the Internet domain 

name registry under a contract with the US Defense Advance Research Project Agency. 

Subsequently, its management was transferred to a private business entity, Network Solutions Inc. 

who had the monopoly over the domain name registry services on behalf of the US Government. To 

end the monopoly and allow new private organizations to enter the market, the ICANN was 

established to oversee the registration of domain names and their accreditation. The ICANN also 

manages the Internet Assigned Numbers Authority (IANA), which in turn manages the root server 

and coordinates the allocation of IP addresses to five regional Internet registries.83  

The allocation of resources (domain names and IP addresses) can serve to control information. 

In addition to information as texts, pictures, video or audio, non-conventional forms of digital 

information exist, that are less familiar to ordinary users. One such is a website’s address (its 

Internet domain name). Information can be controlled and filtered by manipulating the domain 

name system. For instance, Cleanfeed uses the domain name system to selectively block parts of 

servers. In simple terms, participating ISPs are given a list of IP addresses to filter and the ISPs 

automatically filters the website without knowledge of what it contains. Furthermore, domain 

                                                      

 

82  These include the allocation of bands on the radio-frequency spectrum, the allocation of radio frequencies, the registration of 
radio-frequency assignments, and, for space services, the allocation of orbital positions for geostationary satellites and the 
allocation of other characteristics of satellites in varying orbits. See Article 1(2)(a) of the Constitution of the ITU. 

83  In October 2016, the IANA contract between ICANN and the US Department of Commerce National Telecommunications and 
Information Administration expired. Public Technical Identifiers, a new affiliate of ICANN, now provides IANA functions. 

http://www.ntia.doc.gov/press-release/2016/statement-assistant-secretary-strickling-iana-functions-contract
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name registrars – accredited by ICANN to act as registers - manage the reservation of 

Internet domain names and maintain central databases called WHOIS, which store information 

about the registered users of domain names (including their contact details) and the expiry dates of 

domain names.  

9.3.2.3. Creation of technical standards  

Many individual users unknowingly agree to use these standards. For instance, by typing 

“https://” in their web browser, consumers are consenting to use the hypertext transfer protocol 

(HTTP). The digital information travels through various layers of the digital ecosystem; each layer is 

associated with different technical standards, which as a whole constitute the backbone of the 

ecosystem.84 Network connectivity is regulated by international standards such as the security 

protocols developed by the technical community85 and national standards implemented in a 

specific country. Depending on the type of network, different entities are involved in technological 

standard-setting. For example, the Groupe Spéciale Mobile Association (a private international 

association of the mobile industry) develops standards for mobile networks, while the Institute of 

Electrical and Electronic Engineers (IEEE) develops standards for Wi-Fi transmission. At the global 

level, the ITU is mandated to facilitate the worldwide standardization of telecommunications.86  

Technical standards are not normative in nature and do not aim to steer behavior or determine 

personal freedom. The objective of a technical standard is not to set norms but establish common 

standards. By its definition, standards do not set rules. The term “technical standard” is used in lieu 

of private regulation to indicate its primary purpose: to ensure interoperability in the digital 

information ecosystem. Put more simply, technical standards are an implicit promise or agreement 

among users to use the same protocols, just as the postal sector uses agreed postcodes and the 

customs sector applies an agreed nomenclature to goods.  

                                                      

 

84  The most detailed conceptual model that explains the different layers of the digital information ecosystem is the Open System 
Interconnection (OSI) model composed of physical layer, data link layer, network layer, transport layer, session layer, 
presentation layer and application layer.  

85  Some examples of standards relevant to the physical network level are: Wi-Fi Protected Access (WPA) and Wi-Fi Protected 
Access II (WPA2), which are two security protocols and security certification programs developed by the Wi-Fi Alliance to secure 
wireless computer networks. 

86  Article 1(2)(c) of the Constitution of the ITU. ITU’s standardization process started with the Consultative Commission for both 
international telephone service and long distance telegraph in 1925, which were merged to International Telegraph and 
Telephone Consultative Commission (CCITT) in 1956. Subsequently, CCITT was changed to Telecommunication Standardization 
Sector in 1992.  
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Even if technical standards are limiting to harmonizing and setting standards, the way it is 

implemented may influence the flow of digital information and the freedom to use it. For instance, 

they may affect access to a network or its content. China’s WLAN Authentication and Privacy 

Infrastructure (WAPI, a national Wireless LAN standard) – which was rejected by ISO in 2006 - 

enforces a closed wireless network (i.e., used by governmental agencies) that requires all its users 

to register with a centralized authentication point, rendering the flow of digital information going 

through that point susceptible to monitoring.  

9.3.3. Towards extension of human rights actors 

It is evident in practice that certain actors other than States carry out functions within the digital 

information ecosystem that are critical to the realization and enjoyment of human rights online. 

Those actors are not subject to public service norms of professionalism or (at least directly) 

international human rights treaties. Their responsibilities and conduct often lack transparency. As a 

result, individuals do not know what standards they can depend upon or what forms of redress 

they are entitled to claim. We lack appropriate mechanisms to appeal against decisions and actions 

taken by entities that exercise controlling functions. For all these reasons, it is desirable to clarify 

the extent to which human rights actors in the digital information ecosystem have legitimate 

authority under national and international law to carry out their functions.  

However, we cannot ignore the fact that the digital information ecosystem was not designed to 

be centrally controlled and that it initially operated based on open architecture and the trust of 

users. The underlying design allows end-users to determine what information they receive and 

what services they benefit from. Centralized control or regulation of the Internet would undermine 

its fundamental identity. For this reason, centralized regulation of the digital information 

ecosystem is not proposed as an ultimatum solution. States should implement their obligations to 

protect individuals from third parties and, to do so, should establish safeguards and procedures to 

monitor the conduct of all human rights actors in the digital information ecosystem to ensure they 

abide by human rights principles and respect rights that are enshrined in international treaties. 

However, to protect human rights in the digital information ecosystem legitimately, without central 

regulation, the commitment to comply with human rights principles must come from actors of the 

ecosystem themselves. They must proactively acknowledge, accept and agree that they have 

defined duties and obligations under international human rights treaties. The question of legitimacy 

will be resolved when these duties are specified and accepted as human rights actors in the digital 
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ecosystem. The question is then how can the human rights actors be a duty-bearer under 

international human rights law? As illustrated throughout the Study, the development of digital 

technology outpaces legislation, let alone international treaties, which require a long period to 

negotiate the terms. Furthermore, given that human rights actors in the digital space are already 

bound by some human rights obligation under regional and national laws (such as under data 

protection legal framework), explicit extension to include those actors by international legal 

instruments is unnecessary. The human rights actors in the digital space are regulated and bound 

by human rights by virtue of national laws that implement international human rights law. 

Therefore, the solution to address the human rights obligation of human rights actors in the digital 

space should be centered on the practical application of international human rights system at the 

national level. 

This would require the international human rights system to put in place rules and safeguards to 

monitor human rights actors in the digital information ecosystem and to identify and make clear 

the human rights obligations of those actors. There is an urgent need to devise an authoritative 

guidance on the interpretation of international human rights law applying to the digital space. Such 

guidance should identify the linkage between the functions of non-State actors and the impact on 

human rights in the digital space. The authoritative guidance could be in the form of an official 

commentary to all international human rights treaties, focused on the contents of rights online. 

Based on the authoritative guidance, international human rights treaty bodies could put in place a 

requirement for State reporting mechanism under each international human rights treaty to 

include a component on the digital counterpart of each rights stipulated in the treaty.  

Clarification of human rights obligations under international human rights law is the easier task 

of the dual requirement of extending human rights actors. The more difficult aspect is how to hold 

human rights actors in the digital space accountable for breaches of their human rights obligations. 

As argued throughout the Study, a new legal instrument would not be necessary as existing 

international human rights law addresses the protection of rights online. However, what is missing 

from the equation is a binding rule that clearly takes into account the specific features of digital 

information, its life cycle and ecosystem and a rule that is agreed on by all actors that have 

effective control over the flow of digital information and access to the various components of the 

digital information ecosystem. This binding rule goes beyond existing self-regulatory mechanisms 

and industry-led initiatives to interpret how international human rights law and guiding principles 

can apply (section 9.1.2.3). Initiatives by industry associations, representing the business entities, 
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are a start and show signs of good will to be compliant with human rights standards. But what is 

needed is to show the willingness of those business entities to be accountable and an authoritative 

entity with vested legal power and practical buy-in legitimacy to monitor the human rights 

compliance of all non-State actors in the digital space and impose relevant sanctions. Such industry-

led or enforcement mechanism born from industry can be implemented only when the digital 

society is sufficiently mature with all actors having a clear understanding of the content and duties 

of rights and how online rights are fundamental to the freedom and in the near future, the 

livelihood of every human being.    

The way to extend human rights obligations to actors other than States involve several 

dimensions that cannot solely rely on creating a law that bestows legally binding obligations. At the 

first place, it is critical that States recognize these human rights actors and regulates those actors to 

implement the obligation to protect. At the same time, it must be understood that business actors 

as well as individual rights holders have the capacity to perform State-like functions in the digital 

space and can be a violator of rights online. A binding rule and enforcement mechanisms that 

clearly takes into account specific feature of digital information, its life cycle and ecosystem must 

be agreed on by all actors that have effective control over the flow of digital information and access 

to the various components of the digital information ecosystem. Finally and perhaps most 

importantly, individuals as users of the ecosystem should be aware of how their rights can be 

limited, who is behind the actions that limit their rights as well as how their actions could pose 

harm to rights of others. 



PART IV. CONCLUSION 

Chapter 10. The need for reinterpretation and reimagining human rights  

Against the background of the increased usage of ICTs and its impact on the way humans 

interact with one another, this Study examined whether we need a new set of norms or additional 

legal measures to protect the rights of individuals in relation to their activities online. The analysis 

on the need for new legal measures called for examining whether existing measures – both 

international human rights law and other legal measures – sufficiently address the changes in the 

nature of the impact and whether existing human rights principles and concepts require new 

interpretation.  

Similar to other existing studies addressing digital rights, this Study also had first embarked the 

initial research on the widely discussed issues surrounding the right to freedom of expression 

online and the right to privacy. Indeed, those issues are at the heart of protecting rights online; 

however, throughout the research, it became clear that the two rights cannot be assessed alone 

and that other interlinked rights needed to be examined together. Particularly, by examining 

existing studies, it was noted that the focus on the result of the impact that ICTs has on human 

beings led to an incomplete analysis as it overlooks the origin and the process that cause those 

impact (section 2.2.2). To address this point, this Study proposed a human rights-based approach to 

the digital space as a framework to complement existing studies, taking into account the 

interdependent and interlinked nature of technologies and that of human rights (section 2.3).  

Part II of this Study identified specific features and clarified the contents of the rights implicated 

in the stages of the life cycle of the digital information from its creation, transmission, usage, to its 

disposal. As argued in section 2.3, Part II constitutes a critical part of this Study as without clarifying 

the contents of the rights, the corresponding duties of duty-bearers, addressed in Part III, cannot be 

ascertained. Resorting to the “digital information life cycle” framework to examine the content of 

human rights in the digital space revealed that the digital information life cycle alone cannot reflect 

the underlying mechanism of digital information and it needed to be complemented by a holistic 

overview of the environment that facilities the life cycle of digital information. Such a need for a 

complementary framework is required because the digital information life cycle does not take into 

account an essential but not so widely known fact that digital information (in the form of bytes) 

cannot be created or transmitted autonomously and that it requires assistance from third-parties 

(section 4.5.2). Digital information and its life cycle rely on a massive system composed of 
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interconnected elements, all of which interact to enable the flow of digital information. Part III 

focused on this supporting environment - what this Study refers to as “digital information 

ecosystem” (section 2.3.2) and how the access to the layers of ecosystem enables individuals to 

freely exercise their rights online and at the same time, restrict and limit those rights. 

Understanding these attributes of the digital information ecosystem is critical to clarify the 

contents of the human rights obligation of duty-bearers in the digital space. 

Based on these two analytic frameworks to identify gaps relating to the protection of human 

rights online, the Study focused on whether there was a change in the nature of the impact that 

digital technologies have on the exercise of human rights online and whether those changes call for 

new substantive legal measures as opposed to procedural measures. The scope of existing 

international human rights law - composed of treaties and decisions of human rights bodies - are 

sufficiently broad to cover the usage of digital information as a means of exercising rights and as 

the exercise of rights themselves. However, the Study pointed that existing international human 

rights law cannot be applied as it applies in traditional analog world and observed that several 

existing notions of human rights need to be re-interpreted in the context of digital technologies. 

Throughout the Study, the two main attributes of the digital space that impact the protection of 

human rights are identified: first, the need to embrace the expanded role of digital information 

beyond the widely recognized concept as a piece of knowledge and second, the specific features of 

the enabling environment that facilities digital information, namely, the dual functions of its 

components (section 10.1). These attributes provide guidance to reinterpreting international 

human rights law in the context of the digital space and lead to the conclusion that we need to 

contextualize the principles of human rights law that we apply. Particularly, section 10.2 addressed 

these salient aspects of digital information and ecosystem impact how the multi-dimensions of the 

right to privacy can be interpreted and implemented (section 10.2).  

Despite interpreting human rights in the context of the digital space, there still exist gaps and 

concerns when it comes to the role and responsibility of non-State actors in the digital space, 

particularly, the power and control that they exercise over the flow of digital information. The 

State-centric international law, still dominant in the 21st century, does not establish clear human 

rights obligations of actors other than States and hence, there is a need to recognize new human 

rights actors in the digital space (section 10.3). 
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10.1. Attributes of the digital space and human rights 

Throughout the Study, several complications associated with the protection of human rights in 

the digital space have been illustrated, starting from the observation that for an individual to enjoy 

freedom in the digital space, the constraints that need to be removed are different from those of 

the offline environment (section 7.1.2), the lack of a State’s control of activities beyond borders 

(section 5.3.4), to the complexity observed when information is stored, amalgamated and used 

(sections 5.3.2 and 5.3.3). These complications are closely related to and derived from the distinct 

features of digital information and its ecosystem summarized below.  

10.1.1. Digital information, more than information 

Simply put, digital information is a piece of information in digital form. Based on this primary 

definition of digital information, Chapters 3 to 6 introduced related concepts found in the 

international human rights treaties, which are related to conveying facts, description, expression, 

or other messages and how those concepts remains equally applicable when it comes to new 

communication technologies. Particularly when the term, “all kind of media”, found in article 19 of 

the International Covenant on Civil and Political Rights (ICCPR) on freedom of expression and its 

counterpart provisions, is interpreted broadly to encompass innovative developments of ICTs, the 

digital form of information poses no barrier for protecting rights associated with information such 

as freedom of expression and access to information.  

In addition to its function as a piece of knowledge, digital information constitutes a means to 

distribute knowledge and it also constitutes the environment that the means rely on. Digital 

information is used as a tool to execute actions online and it is also the structure of the system in 

which it operates. Moreover, digital information represents the identity of individuals online and 

what individuals actually do online (section 7.1.2.2). Therefore, the rights exercised online are 

realized by using digital information and the freedom enjoyed online is facilitated by using digital 

information one way or another. Departing from these broader functions of digital information, this 

Study focused on the digital format of data, namely, data that can be transmitted through an 

information system and those that are used as means for individuals to carry out online activities 

towards realizing and enjoying human rights online. 

In relation to the broader function of digital information, the starting point of this Study was the 

widely accepted rule that online rights are as equally protected as their offline counterparts, Part II 

of this Study on human rights in the life cycle of digital information examined whether rights and 
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freedom stipulated in existing human rights treaties are equally extended when those rights are 

exercised in digital form. The analysis centered on the purposes and functions of actions associated 

with human rights in the analog environment and how they are equally fulfilled and protected in 

the digital environment. In doing so, the Study applied the principle of functional equivalence used 

in electronic commerce law, which states that there is no difference between electronic commerce 

and brick-and-mortar commerce in terms of their functions and no special treatment is required for 

electronic communications used in electronic commerce. When applied, the functional equivalent 

approach identifies certain criteria and conditions for digital communications to be treated as 

having functional equivalence with that of paper-based communications, for instance, telephone 

and Voice over Internet Protocol (e.g., Skype).  

However, the recognition of the functional-equivalence of rights online and offline and by 

extension, the protection offered in the existing human rights framework is not sufficient to answer 

in the affirmative the question whether the existing legal measures sufficiently address the changes 

in the nature of the impact on human rights protection brought about ICTs. While there are no legal 

lacunae that would pose obstacles of a legal nature in implementing existing human rights 

obligations in the digital space, the current international human rights legal system needs to take 

into consideration how activities across the stages of the life cycle are inter-linked and how that 

translates into the interrelatedness of the rights involved. The lack of understanding would pose 

challenges in maintaining consistency of the implementation of human rights obligations, 

particularly when it comes to assessing how limitations of rights are justified (Chapter 8).  

The inter-linkage of rights and the magnifying or corollary impact on the restriction of one right 

on other rights are important aspects that need to be considered when assessing the justification of 

the measures taken to restrict a right (sections 4.5.1 and 8.3.2). Particularly, the transmission of 

digital information is not only limited to exercising certain rights, such as the right to freedom of 

expression, but impacts wider range of other rights. Individuals send, seek and receive digital 

information in various ways that equate to exercising several rights other than the freedom of 

expression. As introduced in Chapter 4, the acts of sending and receiving digital information equate 

to a range of rights from freedom of expression to the rights to assembly and association and to 

economic, social and cultural rights. It follows that blocking the transmission of digital information 

from being sent or received constitutes an infringement of other rights. For instance, by 

disconnecting the access to the Internet, not only does it limit the exercise of freedom of 

expression but it also limits all rights, which rely on the transmission of digital information through 
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the Internet. Therefore, the limitation needs to be assessed as a whole after having identified 

impacts from various limitations on rights. Further, the adoption of the functional-equivalent 

approach should not result in imposing a more stringent standard then that of its counterpart 

analog method. It would be overly positive to hope that the problem that persists and which is still 

without a solution in the traditional paper-based world could be solved in the digital world.  

The corollary impacts on other rights are also identified in the disposal stage (Chapter 6). All 

activities in the digital space are based on digital information and when information is not available 

or not accessible, all activities online that evolve around the information are limited or cannot be 

carried out. In turn, the deletion of the content of information or the link to the information in 

certain situations amounts to a limitation to exercise rights online, particularly those related to 

receiving digital information and usage stage (section 6.2.2). Therefore, ascertaining the 

justification of interference with the transmission of digital information should not be limited to 

freedom of expression or privacy as the transmission involves and implicates the exercise of other 

rights and should not be limited to those rights (section 6.3.1).  

10.1.2. Digital information ecosystem – “Jekyll and Hyde” 

For individuals to enjoy freedom in the digital space, the constraints that need to be removed 

and the safeguards that need to be guaranteed are different from those of the offline environment. 

Freedom in the digital space requires a new understanding in light of digital technologies and the 

environment that supports those technologies. As illustrated in Chapter 7, each segment of the 

digital information ecosystem constitutes an enabling factor for individuals to perform activities 

online. Specific examples of interferences with rights were illustrated according to the layer of 

access that constitutes the digital information ecosystem and that form preconditions for ordinary 

users to conduct any activity online (section 7.1.2.1). These layers are: access to the physical device 

that allows individuals to create information in digital form and to connect to the digital world; 

access to the Internet through telecommunication infrastructures; and access to the online 

platforms where individuals can upload or send digital information; and the access to online 

contents to receive information in digital format and authorization to read the content.  

These layers are like a coin with two sides: on the one hand, they are necessary enablers of 

online rights, and on the other hand, by restricting or blocking access to those layers, they lead to 

interference with or limitation of human rights. For instance, the technical devices, which 

constitute part of the ecosystem, serve a dual purpose - they can restrict access to entire websites, 
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types of online services, specific pages or content within websites or webpages containing specific 

keywords. Filtering techniques developed initially to shield children from inappropriate content or 

help businesses block their employees from disclosing confidential information can also be used to 

block social, religious and political content. The four pre-requisite accesses are needed for 

performing human rights related activities online and can amount to both enablers and limitations 

for rights online (section 7.1.2). Therefore, one access out of the four, namely the access to the 

Internet, is not adequate to address the protection of rights online in the digital information 

ecosystem which is broader than the Internet (section 7.1.1.1).  

The dual functions of digital technology and the digital ecosystem is relevant to international 

human rights law as it impacts assessment of legitimate restrictions to rights online particularly 

those involving interception, collection and blocking of digital information. A first example concerns 

collection and processing of digital information. The reasons for collection can be legitimate in 

order to fulfill the obligations of certain human rights treaties, for instance, by collecting relevant 

information about a specific group that may be in vulnerable situations and processing it to 

disaggregate the information to be used as a basis for establishing a policy (section 5.2.1). However, 

the same technical act, if used in a different context with a different aim, can amount to negative 

impacts such as a chilling effect on the exercise of rights online and interference with various 

aspects of the right to privacy (section 5.2.2). The second example relates to the technique used to 

rectify data. While the request to rectify data is an act to address the infringement of the right to 

privacy, the act itself, in a technical sense, is the same as the censorship or blocking of information 

in certain situation (section 6.2.2).  

Due to the organic way the Internet and its usage have developed, the existing regulatory 

framework is fragmented with certain regulations covering a specific layer or component of the 

digital information ecosystem such as the telecommunications industry and content regulation. The 

digital space is not anarchy and despite different schools of thought on whether the Internet should 

be regulated (section 7.2.2), the digital space is de facto regulated as there are physical 

infrastructures (cables, devices and routers) that are bound by traditional telecommunication rules 

and regulations. Contrast to the concerns put forward that the digital space is functioning separate 

from the real world, regulation in the online environment is little different to regulation in the real 

world. Existing human rights norms, particularly those originating from the normative content of 

certain rights can be adapted to the digital context – these include: availability of infrastructure and 

services; physical and virtual accessibility; secure and safe access; acceptability; affordability and 
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non-discrimination and net neutrality (section 7.3.1). At the time of writing this Study, it is true that 

certain aspects of these human rights norms, particularly the availability and affordability of 

infrastructure and devices, are premature to be recognized as being part of human rights 

obligations. However, the international human rights law is a framework which accommodates the 

development of human rights obligations as the role of ICTs find its place in human lives. Section 

7.3.2 introduced elements of what constitutes essence of a right in digital space as a way of starting 

the discussion on those human rights obligations, in other words, whether access to the digital 

information ecosystem constitutes basic needs and warrants a status of minimum level of access.  

10.2. The need for reinterpretation of the right to privacy in digital space 

The attributes of the digital space that impact the protection of human rights led to the 

conclusion that we need to contextualize the principles of human rights law that we apply. The 

main change in nature that impacts the enjoyment and protection of human rights online centers 

on the protection of the right to privacy in terms of spatial privacy concerning the extent to which 

private sphere of life are protected for infringement and informational privacy concerning the 

control over the flow and management of digital information. Moreover, the changes to the nature 

of risks affect the expectation of privacy protection in the digital space. 

10.2.1. Spatial privacy 

The spatial element of the right to privacy is most prominent at the creation and transmission 

stage of the life cycle which straddle between the sphere of creator’s control in private sphere and 

outside the individual’s control. The first stage of the digital information life cycle deals with 

created information within the control of the individual – both virtually and physically. As a basic 

requirement, creating digital information involves having access to a device that would allow 

individuals to create information in the digital form which can be automatically connected to a 

network (e.g., a mobile phone connected to telecommunication network). Individuals can create 

digital information by using third-party online services (e.g., email) or by using services that are 

available offline, without needing to access the Internet (section 3.3.1). Individuals believe that if 

the information is stored in a device such as a phone in bags or computers in homes, it is within the 

individual’s private sphere. However, the information, which appears to be stored in the devices 

within your control, is also stored elsewhere on a database outside of the private area of one’s 

control. Most often, there is a copy of information stored in a third party database and thus the 

third party has access to that information.  
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Traditional interpretations of how the two spaces – public and private spheres - are demarcated 

do not work in digital space (section 3.3.2). It is not clear whether existing international human 

rights law covers the way in which digital space creates various combinations where a mix of 

private and public, as well as workspace, interplay and whether the protection offered under the 

right to privacy framework sufficiently addresses these combinations. Consider for instance, “quasi-

private” spaces where there is a mix of public and private space: these are situations where 

individuals use personally owned devices and have control over their activities but physically are 

not in private space, leaving them open for other individuals to observe their online activities. The 

mixture of spheres created by the interplay of layers of digital information ecosystem lead to legal 

gaps for the protection of human rights online and hence, a new approach is required for the 

interpretation and implementation of the protection of privacy in the digital space. This would not 

call for a new legal instrument but would require a shift in paradigm to understand what is private 

and what is public in the digital space.  

A proposal is made to define the private sphere as a virtual area where the individual has control 

over the digital contents that he or she created and has control over how to transmit, store or 

dispose of this information. The proposed threshold for the distinction is based on the notion of 

control, identifying the information that is purely within the private sphere and control of the 

individual as being in private sphere and the information of which the control is shared with a third 

party, which is the situation at the transmission stage, as being in the public domain. Application of 

this proposal identifies two points in the flow of digital information that can be considered as the 

point where the individual relinquishes control over information and control over information from 

the creator or owner of the digital information shifts to a third party (section 3.3.2.3). The first is 

the point where the created digital information is stored online in a third-party storage as opposed 

to in personal digital storage, for instance, saved on a personal laptop. The second point is the point 

where the individual perceives that the digital information is sent and has left the control of the 

creator. These two points where the control over information shifts to a third party as well as those 

points to be identified along with the development of technology should be taken into account as a 

standard of protecting rights online.  

10.2.2. Informational privacy 

Another recurring discussion is the expansion of the scope of the right to privacy to include 

informational privacy including the right to request for deletion of personal information. The right 
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to informational privacy is generally understood to mean that individuals as the owners or creators 

of digital information have the right to know whether and when their digital information is 

modified or altered. Individuals have the right to control and to be informed of any changes to the 

flow of digital information. It has been suggested that clarification on the interpretation of the right 

to privacy is required to explicitly acknowledge informational privacy as being part of the scope of 

right to privacy, particularly when it comes to control over digital information and storage of digital 

information by third parties. Chapters 3 to 6 examined whether this blanket approach of simply 

reinterpreting the right to privacy would be necessary, by breaking down the elements of 

informational privacy at each stage of the life cycle and checking whether those elements are 

already covered in the current interpretation and implementation of the right to privacy.  

The notion of informational privacy differs from the perspective of the individual sender who 

sends information and the individual who passively receives digital information. From the 

perspective of the recipient, informational privacy concerns the autonomy of the recipient to 

determine when, how and to what extent others use information about the recipient (section 4.3.3). 

The act of receiving information can amount to a violation of the right to privacy, in particular, the 

right to be left alone in the digital space and to live with minimum interference. In the event the 

digital information is intercepted at one point during transmission, the individual has the right to 

know when and by whom the interception has been made (section 5.2.3.3). More specifically, the 

individual involved should be informed of who has accessed his or her data and if this has occurred 

without their permission, the individual is entitled to know which authority has granted permission 

or accommodated access and the reasons behind the decision to allow access. The sender, 

recipient and owner of information should be presented with the information about the process of 

filtering, blocking and otherwise restricting the flow of information (section 4.4.1).  

These elements of informational privacy are not new to international human rights law. 

Particularly, when we look at the discussion surrounding the interference with the right to privacy, 

the UN Human Rights Committee and different judicial mechanisms have interpreted that the 

storage of personal information and control over that information are covered within the scope of 

article 17 of the ICCPR on the right to privacy and its counterpart provisions in regional treaties. The 

collection of personal information or any information produced as a result of individual users’ 

online activities constitutes interference with the right to privacy. In addition to the passive nature 

of the right to privacy concerning the collection of personal information, the question remains 

whether individuals have the right to ascertain what happens after their personal information is 
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collected. The right of access to information in connection with article 17 of the ICCPR on the right 

of privacy implies that individuals have the right to know which personal data is stored and which 

authorities have access to such data.  

Furthermore, the concepts related to disposal of digital information – introduced in Chapter 6 - 

ranging from the right to be forgotten, the right to erasure, among others, are equally not new; 

they are called with different names but have the common point that all refer to the elements of 

rectifying information about oneself and the right to dispose of information about oneself, which 

are found within the realm of the right to privacy. The elements of rectifying or eliminating digital 

information constitute corrective measures to address infringement of various aspects of the right 

to privacy, including personality rights and informational autonomy. The existing international 

human rights treaties provide a legal framework in which individuals have ways to rectify the 

infringement of their right to privacy in certain circumstances.   

10.2.3. Expectation of privacy 

Another important change in the nature of impact on human rights is the objective expectation 

of privacy provided for in the digital information ecosystem. The expectation of privacy in the 

digital space is closely related to the design and the components of the digital information 

ecosystem. Depending on the architectural design of the network through which the digital 

information travels, there are several points within the digital information ecosystem where 

information may be blocked and censored (section 7.3.1). First, information can be prevented from 

being sent by certain functions and restrictions embedded in the technological equipment itself. 

Software that is automatically and mandatorily installed on a laptop or a smartphone prior to 

purchase may restrict users from dispatching certain text messages by blocking certain country 

codes or phone numbers in the destination numbers and filtering certain words. At the level of the 

networks and infrastructure, equipment or computer networking devices such as routers, proxy 

servers, firewalls, and wireless access points may contain functions to track user activity and store 

personal information and communication. Security methods, such as network packet filtering, 

which control what information can flow into and out of the network are some of the examples 

that provide this functionality. Further, at the level of an online platform, the behaviors of 

individuals on the site can be monitored and collected in the form of data. The online platform 

itself, as a space of its own regulation, may have access control schemes where granular access 
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control management is employed to restrict certain individuals to a particular space in that online 

platform.  

These points within the digital information ecosystem where digital information is blocked 

interferes with right to privacy during the transmission stage (sections 4.2.4, 4.3.3, and 4.4.1). The 

change in the nature is related to that fact that the flow of digital information does not follow the 

territorial boundaries that we know in the physical world and hence, it inevitably results in 

situations where foreign actors can infringe privacy rights of non-citizens (section 5.3.4). The law 

would not be able to change how the digital industry functions and how the digital information 

flows through different routes passing through various territories. Most importantly, a legalistic 

approach to addressing this issue is probably not effective let alone welcomed by industry players. 

The role of the law, at least in the digital space, should respond to the changes that market and the 

people have accepted so that individuals are free to exercise their rights online. This starts with 

applying current legal measures, for instance, safeguards against risks and abuses developed in 

surveillance regime cases and existing data protection principles with greater emphasis on 

durability, veracity, sensitivity and non-rivalrousness of digital information (section 8.4.1). 

Another related change in nature that impacts expectation of privacy is the diversified ways to 

collect digital information and how these ways can lead to disclosure of unexpected information. 

The ways of collecting digital information still remains the same as analog collection: get the 

information directly from the source or from a third party who legitimately or illegitimately has the 

information or alternatively, eavesdrop and tap into communication means used by the source. In 

the digital form, these methods of collection translated into voluntary and involuntary collection 

from the source; collection of information in transit; collection from third-party storage and 

transfer of collected information (section 5.3.3).  

What is different from the analog collection is the scale of data collected and how the scale 

impacts disclosure of certain types of information. The current digital space evolves around the 

concept of big data which is about predictions and applying math to huge quantities of data in 

order to infer probabilities, the default norm is to collect as much data as possible so that the 

samples will reflect reality more accurately. More data is better for “big data” and there is a 

tendency to collect as much data as possible irrespective of the purpose of the collection (referred 

to as “blanket interception or collection”). Irrespective of the composition, digital information can 

unintentionally or at times, intentionally, reveal or disclose private and personal information when 

collected data is processed. Personal information can be revealed from seemingly insensitive 
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information, and seemingly anonymous data can be linked to explicit information identifying the 

person associated with the data. Therefore, it is important to understand how the collection and 

processing of information can lead to a disclosure of personal and sensitive information and 

subsequently, impact and infringe the right to privacy (section 5.3.2). 

10.3. The need for recognition of new human rights actors in the digital space 

Contextualizing certain principles of international human rights law does not address the human 

rights protection gaps found in the digital space, namely, that the current international human 

rights system does not have rules and safeguard to monitor all human rights actors or actors that 

have functional roles which involve effective control over digital information (section 9.3.2). As 

argued in Part II of this Study, no substantive changes to human rights protection are required as 

the existing international human rights law extends to the protection of human rights online. 

However, the anomaly of existing international human rights law when applied to the digital space 

is the existence of non-State human rights actors that function as gatekeepers or the master-switch 

of the digital space exerting control and influence over how individuals exercise and enjoy rights 

online.  

This Study unfolded the presence and function of non-State human rights actors in the digital 

space by examining the raison d’être for their existence (section 7.1). As digital information cannot 

be created or transmitted autonomously, it relies on the ecosystem composed of equipment, 

devices, infrastructure, and users. The digital information ecosystem that supports online activities 

is like an onion and the layered nature of its architecture poses a challenge for individuals to 

understand activities at deeper layers of the Internet that govern the exercise and enjoyment of 

their rights online. The complicated machinery behind the life cycle of digital information makes 

the ordinary individual users unaware of who is involved in setting the conditions for the digital 

information to travel and who has access to that information. For individuals to fully enjoy their 

rights online, we need to understand who facilitates or impedes the exercise of these rights. 

Chapter 9 of this Study addressed the question of who are the actors that impact human rights 

online based on the proposed notion of effective control over the flow of digital information. 

There are third-party actors at the backend of the machinery who carry out functions that 

facilitate digital information and operate and control the ecosystem – referred to as the “the 

invisible hands” (section 4.5.2). Due to their involvement, control over digital information is often 

shared with third parties that individuals are unaware of and the initial creator or owner of the 
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digital information does not have control over it once it is voluntarily shared or forcefully released. 

The roles of third party service providers have expanded from assisting communication to actively 

censoring and limiting the information that is sent and becomes available for the public. Third party 

service providers can dictate the criteria and requirements for digital information to be intercepted 

because they have de facto access to the digital information. Problems arise as third party entities 

interpret those limitations in lieu of the judiciary and those private entities have enforcement 

powers as gatekeepers of the network and the platforms. In the digital space, entities that carry out 

the role of government in establishing the rule of law online are not only limited to States but can 

be also business entities or even individuals.  

The dynamic nature of the digital information ecosystem and the way it has evolved with little 

State involvement created a new typology of human rights actors (section 9.1.2). The needs of the 

digital information society led to the creation of new actors, such as technical standardization 

entities, who participate alongside business manufacturers in quasi-legal decision-making processes 

that impact the behavior of users through their control over the flow of digital information. These 

new types of actors do not fit into the traditional categories of the subjects of international law and 

hence, international law does not address their human rights obligations and responsibilities. 

Further, existing types of actors – such as business enterprises and individuals – are also excluded 

from the debate on the subjects of international law and are subject to a different legal regime 

such as the on-going negotiation on a legally binding treaty process for business enterprises. When 

it comes to individuals as subject of international law, the discussion is limited and the capacity of 

individuals in the digital space has not yet been considered. 

The Study highlighted that natural persons who use the system or those who provide the 

products or services that form the ecosystem are also an important element of the digital 

information ecosystem (section 9.1.3). The Internet is an open architecture with “end-to-end” 

design allowing anyone to join and develop. In non-technical terms, this means that the original 

designers of the ecosystem embraced a design that opted for decentralized control of the 

ecosystem where the end-users have control of how they interact with the ecosystem. This feature 

of the digital technologies enables individual users to do many things without the assistance of 

government or businesses. Individuals can be involved in operating critical functions of the digital 

ecosystem and individuals are also a part of the invisible hands behind the system.  

Identifying actors in international human rights law does not equate to listing all the actors in 

the ecosystem. To determine which actors in the digital ecosystem are actors with human rights 
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obligation, it is proposed to assess the impact of functions on the enjoyment of rights (section 

9.3.2). The main threats to human rights online are associated with the flow of digital information 

and its life cycle. By examining the capacity of each component of the ecosystem to control the 

flow of digital information, and identifying the actors responsible for each component, we can 

discern which components have an impact on human rights and which actors in the ecosystem 

have the capacity to harm (or protect) human rights. This Study proposed that States recognize 

human rights actors in the ecosystem that carryout functions which to threaten (or promote) 

enjoyment of human rights and establish safeguards to make sure that those actors respect human 

rights standards.  

All human rights actors that perform functions critical to the operation of the digital information 

ecosystem are in a position to control the flow of digital information, and therefore negatively 

impacting or promoting the enjoyment of individual rights online. Additionally, by virtue of that 

control, the same actors are in a position to regulate the behavior of individual users in the system; 

their controlling function has a legal effect. In the current digital society, within the confines of the 

ecosystem, private entities or third parties have established and implemented internal codes of 

conduct and procedures, even though the legitimacy of the procedures and those responsible for 

implementing them have never been made clear. Several questions and concerns arise with regard 

to the legitimacy of human rights actors that de facto carry out critical functions in the digital 

ecosystem. It is therefore pertinent to ascertain whether the human rights actors in question have 

the legitimate authority and status to create norms and rules that govern and regulate the behavior 

of individual users or other actors and whether those norms and rules are legitimate. Such need is 

even more pertinent as the digital industry has moved towards “semantic web” where machines – 

semantic search assistances such as Siri on Apple devices - play an important role controlling the 

selections and personalization of user selectivity.  

The answer lies in States’ recognition that those actors with effective control over the flow of 

digital information have are human rights actors having obligations under international human 

rights law. States should recognize these entities as human rights actors and individual rights 

holders should be aware of these new human rights actors, the functions they fulfill, and the 

impact of those functions on rights. To assist States to recognize this, it is suggested that the 

international human rights system can as a first step, produce an authoritative guidance on how 

rights stipulated under existing international human rights treaties are manifested and protected in 
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the context of digital space and require States to report on their human rights obligations in digital 

space (section 9.3.3). 

10.4. Final remarks on the way forward  

It is not surprising that law is always behind technology and the development of new and 

innovative technologies often renders existing legislation and legal measures obsolete. The main 

reason is that the digital industry was developed with little State intervention and by relying heavily 

on rules that were formulated by the actors other than States that dominated the digital space. The 

shape of the digital environment and the distribution of power within it to control information 

flows to and from individuals are contingent on a combination of technology, economic behavior, 

social norms and patterns, and the law. Therefore, while clarity in interpretation of certain human 

rights notions such as the right to privacy and others related to the protection offered in digital 

space may lead to legal clarity, legal clarity alone will not be sufficient. As Lessig argues, the law is 

not the only element that exerts influence in the digital space; other elements such as market 

industry, social norms including the behavior of other individuals, code and architecture also 

constrain actions and perform a regulatory role in the digital space.1 The role of international 

human rights law is to proactively guide the digital industry so that the respective functions, actions 

and decisions of each actor do not impede or limit our rights. To fulfill this role, we need to move 

beyond traditional legal doctrines and interpretations applicable to the 19th century and embrace 

the digital space to understand how the market and the behaviors of individuals drive the law. 

                                                      

 

1  See Lawrence Lessig, Code: And Other Laws of Cyberspace, Version 2.0 (Basic Books, 2006). 
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