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Abstract

In comparison to other high-risk industrial sectors, human rights due diligence (HRDD) in the arms sector
remains unclear and underdeveloped. This article elucidates how supply chain regulations can provide
pertinent guidance for clarifying and elaborating the standards and requirements of the HRDD
obligations of arms companies. Part I reaffirms the importance of independent HRDD obligations for arms
companies due to the significant human rights risks posed by arms exports. Part II contextualises the
limitations in the development of HRDD in the arms industry by examining the corporate policies of
major arms companies. Part III explicates why supply chain regulations for conflict minerals are suitable
guidance for clarifying and elaborating the HRDD obligations of arms companies. Part IV details five
elements of an HRDD framework for arms companies that are essential for comprehensively identifying,
evaluating and addressing the human rights risks of arms exports. Part V offers concluding remarks.
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I. Introduction

The arms trade represents a complex intersection of security, business and human rights.
Numerous studies and reports have confirmed that commercial arms sales and military aid
(referred to collectively as “arms exports”) can have significant direct and indirect impacts
on the human rights of individuals and communities, especially those in volatile and
conflict-prone regions where there is increased demand for weapons but often tenuous
respect for human rights and international humanitarian law.1 In Yemen, for example, the
United Nations (UN) Human Rights Council confirmed that exported weapons have been
used by Houthi armed fighters and coalition forces to cause harm to civilians and to
commit human rights violations, including murder, torture, cruel and inhuman treatment,
rape, outrages upon personal dignity, denial of fair trials, and enlisting of child soldiers.2

Arms exports can also hinder development in post-conflict states, with the excessive
availability of arms being linked to other long-term consequences such as declines in

© The Author(s), 2024. Published by Cambridge University Press. This is an Open Access article, distributed under the terms of the
Creative Commons Attribution licence (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted re-use,
distribution and reproduction, provided the original article is properly cited.

1 See, for example, UN Office of the High Commissioner for Human Rights, “The Impact of Arms Transfers on
Human Rights: 2020 Report” (19 June 2020) UN Doc A/HRC/44/29. See, also, Salahaddin Mahmudi-Azer, “The
International Arms Trade and Global Health” in Gillian Brock and Solomon Benatar (eds), Global Health and Global
Health Ethics (Cambridge University Press 2011) pp. 168–69.

2 UN Human Rights Council, “Situation of human rights in Yemen, including violations and abuses since
September 2014: Report of the Group of Eminent International and Regional Experts as submitted to the United
Nations High Commissioner for Human Rights” (9 August 2019) A/HRC/42/17, para. 96.
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population health, food insecurity, forced migration, and the destruction of cultural
property.3 Despite the vast amounts of documented human rights violations, conflicts such
as Yemen continue to be flooded with arms,4 as business opportunities and national
security goals are advanced to the detriment of human rights protection.

Monumental changes in arms control have occurred during the twenty-first century,
including the adoption of the Arms Trade Treaty, the first global arms treaty to establish
international standards for assessing the human rights risks of conventional weapons.5

However, these regulatory developments have predominantly focussed on the
responsibilities of states due to the intimate links between arms exports and national
security, resulting in a presumption that state responsibilities wholly subsume the
obligations of all other actors involved in the negotiation, production, financing, and
delivery of arms exports. Recently there has been greater acknowledgement that,
alongside states, arms manufacturing and exporting companies (“arms companies”) sit at
the top of the full value chain of the arms sector, which also includes actors such as arms
brokers, arms dealers, banks, and shipping agents.6 Arms companies are indispensable
players in the arms export process, responsible for manufacturing weapons for
government-to-government sales and military aid, initiating commercial sales for arms,
and negotiating arms deals. Arms companies possess significant geopolitical and economic
power, and are influential in the arms export decision-making process and in the military–
industrial complex more generally, which enables them to drive decisions, for instance, on
the availability and price of weapons.7 In addition to intimate ties to their home states,
arms companies also maintain close relationships with foreign governments, for example,
BAE Systems is directly contracted by the British government to act on its behalf in arms
deals with Saudi Arabia.8 Through their industry lobbies, these companies also exercise
their influence in the international arena, hindering regulatory developments that may
weaken their positions commercially or politically.9

For decades, in spite of the powerful positions arms companies hold in this sector, the
arms industry (which consists of arms companies and their interest groups) contended
that the imposition of discrete and additional due diligence obligations for arms
companies could potentially undermine business confidence in states’ export licensing
regimes.10 With the spotlight brightening on their integral roles in the arms trade,

3 See, for example, Rhonda Ferguson and Zarlasht Jamal, “A Health-Based Case against Canadian Arms
Transfers to Saudi Arabia” (2020) 22 Health and Human Rights 243.

4 Oxfam International, “Fueling Conflict: Analyzing the human impact of the war in Yemen”, Oxfam Briefing
Paper (Oxfam, January 2023) <https://policy-practice.oxfam.org/resources/fueling-conflict-analyzing-the-huma
n-impact-of-the-war-in-yemen-621478/> (last accessed 25 August 2024); Giovanna Maletta, “Seeking a
Responsible Arms Trade to Reduce Human Suffering in Yemen” (2021) 56 The International Spectator 73.

5 Arms Trade Treaty (adopted 2 April 2013, entered into force 24 December 2014) 3013 UNTS 269, Art. 6 and 7.
6 UN Working Group on Business and Human Rights, “Information Note – Responsible Business Conduct in the

Arms Sector: Ensuring Business Practice in Line with the UN Guiding Principles on Business and Human Rights”
(2022) p 2 <https://www.ohchr.org/sites/default/files/2022-08/BHR-Arms-sector-info-note.pdf> (last accessed
1 August 2024).

7 Jan van Lieshout and Robert Beeres, “Economics of Arms Trade: What Do We Know?” in Robert Beeres and
others (eds), NL ARMS Netherlands Annual Review of Military Studies 2021: Compliance and Integrity in International
Military Trade (TMC Asser Press 2022) p 23; Rachel Stohl and Suzette Grillot, The International Arms Trade (Polity
Press 2009) p 44; Andrew Moravcsik, “The European Armaments Industry at the Crossroads” (1990) 32 Survival 65,
p 72; Ron Smith, Anthony Humm and Jacques Fontanel, “The Economics of Exporting Arms” (1985) 22 Journal of
Peace Research 239.

8 Anna Stavrianakis, “Debunking the Myth of the ‘Robust Control Regime’: UK Arms Export Controls during War
and Armed Conflict” (2023) 14 Global Policy 121, p 123.

9 Jennifer L Erickson, Dangerous Trade: Arms Exports, Human Rights, and International Reputation (Columbia
University Press 2015) p 149.

10 Christian Schliemann and Linde Bryk, “Arms Trade and Corporate Responsibility: Liability, Litigation and
Legislative Reform” (Friedrich-Ebert-Stiftung, 2019) p 21 <https://library.fes.de/pdf-files/iez/15850.pdf> (last
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expectations have increased in recent years for arms companies to conduct independent
human rights due diligence (HRDD), with the failure to do so potentially resulting in public
protests, negative press coverage, shareholder and investor backlash, and reputational and
financial damage.11 The adverse human rights impacts of arms exports are key
consequences that arms companies must address, and not merely a supplementary issue,
because their core business activities involve manufacturing and delivering inherently
lethal products that pose significant risks to human rights. However, there has been a
distinct lack of political will across jurisdictions to update domestic export control regimes
or adopt sector-specific HRDD legislation, even as arms companies themselves assert that
practical HRDD guidance is necessary and desirable.12 Furthermore, while non-legislative
efforts such as the American Bar Association’s Defense Industry Human Rights Due
Diligence Guidance have provided a list of recommendations on elements to be included in
a comprehensive HRDD regime – namely, risk assessments, prevention and mitigation
measures, end use monitoring, and investigation of human rights violations – there is a
notable lack of detailed guidance on how these measures should be implemented.13

This article explores how, in the absence of clear regulatory HRDD requirements for
arms companies, existing regulations for supply chains can deliver a blueprint for filling
this gap and ascertaining the standard and scope of HRDD obligations for arms companies,
while also improving transparency and accountability in the arms sector more generally.
Part II contextualises the limited development of HRDD in the arms industry by examining
the extent to which major arms companies have incorporated HRDD into their corporate
policies. Part III explicates why supply chain regulations for conflict minerals, specifically,
the Organisation for Economic Co-operation and Development’s (OECD) Due Diligence
Guidance for Responsible Supply Chains of Minerals from Conflict-Affected and High-Risk
Areas (2016), the European Union’s (EU) Conflict Minerals Regulation (2017), and
Switzerland’s Ordinance on Due Diligence and Transparency in relation to Minerals and
Metals from Conflict-Affected Areas and Child Labour (2021), are pertinent guidance for
clarifying and elaborating the HRDD obligations of arms companies. Part IV, drawing on
the measures developed by these instruments, details five elements of an HRDD framework
for arms companies that are essential for comprehensively identifying, evaluating and
addressing the human rights risks of arms exports. Part V provides concluding remarks.

II. The development of HRDD in the arms industry

HRDD is premised on actors identifying, evaluating and addressing the human rights risks
of their activities. Notable soft law instruments such as the UN Guiding Principles on
Business and Human Rights (“UNGPs”)14 and the OECD Due Diligence Guidance for
Responsible Business Conduct (“OECD Due Diligence Guidance”)15 have developed baseline

accessed 25 August 2024); Amnesty International, “Outsourcing responsibility: Human rights policies in the
defense sector” (Amnesty International, 2019) <https://www.amnesty.org/en/documents/act30/0893/2019/en/>
(last accessed 25 August 2024).

11 See, for example, UN Working Group on Business and Human Rights, supra, n 6, p 1.
12 Machiko Kanetake and Cedric Ryngaert, “Due diligence and corporate liability of the defence industry: Arms

exports, end use and corporate responsibility” (Flemish Peace Institute, 2023) p 38<https://vlaamsvredesinstituu
t.eu/en/report/due-diligence-and-corporate-liability-of-the-defence-industry-arms-exports-end-use-and-corpo
rate-responsibility/> (last accessed 1 August 2024).

13 American Bar Association Center for Human Rights, “Defense Industry Human Rights Due Diligence
Guidance” (2022) Part II <https://www.americanbar.org/content/dam/aba/administrative/human_rights/justi
ce-defenders/chr-due-diligence-guidance-2022.pdf> (last accessed 1 August 2024).

14 UN, “Guiding Principles on Business and Human Rights: Implementing the United Nations ‘Protect, Respect
and Remedy’ Framework” (2011) HR/PUB/11/04, Principles 15–21 (hereafter: “UNGPs”).
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standards for HRDD and general recommendations on the processes that should be
implemented by companies. The UNGPs were adopted in 2011, three years before the Arms
Trade Treaty entered into force, but it was only in 2022 that the implications of the UNGPs
for this treaty were formally considered.16 Comprehensive HRDD guidance, which details
specific standards and tailored processes for arms companies, continues to be lacking, in
part because arms sector-specific HRDD regulations have so far not been adopted in any
jurisdiction. Consequently, in comparison to other high-risk industrial sectors, the HRDD
obligations of arms companies remain unclear and underdeveloped. To contextualise the
limited development of HRDD in the arms industry, this section reviews the corporate
policies of ten major arms companies and assesses the current HRDD landscape.

Major arms companies have been at the forefront of developments in the arms
industry because their considerable means and capacities have enabled them to adopt
and implement policies that set industry-wide standards. Ten such companies were
examined to gauge the current state of HRDD developments, selected based on the
following criteria: (1) their appearance on the Stockholm International Peace Research
Institute’s (SIPRI) 2022 list of the top arms-producing and military services companies;
(2) their revenue from arms deals representing more than 50 per cent of total company
revenue in 2022; and (3) their registration in the EU, the United Kingdom (UK) or the
United States (US), jurisdictions which have regularly been top arms exporters (with a
maximum of five selected from any jurisdiction to maintain some parity).17 Although a
detailed empirical study of arms companies’ policies would require broader geographical
diversity, this review focused on companies from top arms-exporting jurisdictions that
have led regulatory developments in export controls and HRDD legislation, due to the
emphasis on recent policy advancements.18 The EU Common Position on Arms Exports
details the minimum standards that member states must incorporate into their domestic
legislation, including export criteria requiring the assessment of human rights risks.19 As
a former EU member state, the UK has similar domestic export control regulations.20 The
US export control system is touted as the “gold standard,” and provided the basis for
provisions in the ATT.21 In addition, HRDD legislation addressing human rights abuses in
supply chains has been adopted by the EU (and its member states), the UK, and the US.22

Table 1 summarises the companies and their policies on human rights, corporate social
responsibility (CSR) and/or export controls which were reviewed.

15 OECD, “OECD Due Diligence Guidance for Responsible Business Conduct” (2018) <http://mneguidelines.oe
cd.org/OECD-Due-Diligence-Guidance-for-Responsible-Business-Conduct.pdf> (last accessed 1 August 2024)
(hereafter: “OECD Due Diligence Guidance”). This instrument is a practical guidance developed based on the
OECD recommendations, which were last updated in 2023: OECD, OECD Guidelines for Multinational Enterprises on
Responsible Business Conduct (OECD Publishing, 2023) (hereafter: “OECD Guidelines”).

16 UN Working Group on Business and Human Rights, supra, n 4.
17 This selection was based on SIPRI’s 2022 data on arms company revenue: SIPRI, “SIPRI Arms Transfers

Database” (2023) at <https://www.sipri.org/databases/armstransfers>.
18 Ibid.
19 EU Council Common Position 2008/944/CFSP of 8 December 2008 defining common rules governing control

of exports of military technology and equipment (13 December 2008) Official Journal of the European Union L 335/
9 (hereafter: “EU Common Position”). See, most notably, Art. 2 Criterion 2.

20 Export Control Act 2002, c 26; Export Control Order 2008, No 3231; Export Control (Amendment) (EU Exit)
Regulations 2022, No 1300.

21 Arms Export Control Act of 1976, 22 USC §2751, et seq. See, also, Jennifer L Erickson, “Demystifying the ‘Gold
Standard’ of Arms Export Controls: US Arms Exports to Conflict Zones” (2023) 14 Global Policy 131, pp 135–36.

22 Notable examples include: Supply Chain Due Diligence Act of 16 July 2021, Federal Law Gazette 2959
(Germany); Child Labour Due Diligence Law (2019) Staatsblad 2019, 401 (The Netherlands); Corporate Duty of
Vigilance Law (2017) (JORF no 0074 of 28 March 2017) (France); Modern Slavery Act 2015, c 30 (United Kingdom);
Dodd-Frank Wall Street Reform and Consumer Protection Act (2010), Section 1502 (United States); California
Transparency in Supply Chains Act 2010, California Civil Code Section §1714.43 (State of California, United States).
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All of the companies examined had at least one policy relevant to HRDD; however,
some were only available in summary form or were merely referenced in other

Table 1. Summary of arms companies’ corporate policies.

Arms company
State of

Registration

Ranking
based on
arms

revenue

Total percentage
of company
revenue from
arms revenue Relevant corporate policies

Lockheed Martin United States 1 90% Human Rights Statement23

RTX (formerly
Raytheon
Technologies)

United States 2 59% Human Rights Policy24

Northrup
Grumman

United States 3 88% Human Rights Policy;
Standards of Business Conduct25

General Dynamics United States 5 72% Policy Statement on Human Rights26

BAE Systems United
Kingdom

6 97% Human Rights Statement;
Pursuit of Export Opportunities
Policy (summary only);
Export Control (summary only)27

L3Harris
Technologies

United States 12 74% Human Rights Policy; Code of
Conduct28

Leonardo Italy 13 83% Group Policy on Human Rights;
Trade Compliance Program;
Project Risk Management29

Thales France 17 51% CSR statement;
Compliance statement30

Dassault France 23 70% CSR statement;
CSR Policy31

Rheinmetall Germany 28 67% Export Control policy;
Human Rights Policy Statement32

23 Lockheed Martin, “Corporate Policy Statement CPS-021: Good Corporate Citizenship and Respect for Human
Rights” (2019) <https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/ethics/cps-
021.pdf> (last accessed 25 August 2024).

24 RTX, “RTX Human Rights Policy” (2023) <https://investors.rtx.com/static-files/ea19fb9b-cb9c-4232-b8ae-
500b9db23675> (last accessed 25 August 2024).

25 Northrop Grumman, “Northrop Grumman Human Rights Policy” (2024) <https://www.northropgrumman.
com/corporate-responsibility/northrop-grumman-human-rights-policy> (last accessed 25 August 2024);
Northrop Grumman, “Standards of Business Conduct” (2024) <https://www.northropgrumman.com/corpora
te-responsibility/ethics-and-business-conduct/standards-of-business-conduct> (last accessed 25 August 2024).

26 General Dynamics, “General Dynamics Corporation Policy Statement on Human Rights” (2024) <https://
www.gd.com/responsibility/human-rights> (last accessed 25 August 2024).

27 BAE Systems, “BAE Systems Human Rights Statement 2024” (2024) <https://www.baesystems.com/en-me
dia/uploadFile/20240301140745/1434662025833.pdf> (last accessed 25 August 2024); BAE Systems, “Policy
Summaries: Pursuit of Export Opportunities Policy” (2024) <https://www.baesystems.com/en/sustainability/go
vernance/oversight/policy-summaries/pursuit-of-export-opportunities-policy> (last accessed 25 August 2024);
BAE Systems, “Policy Summaries: Export Control” (2024) <https://www.baesystems.com/en/sustainability/gove
rnance/oversight/policy-summaries/export-control-policy> (last accessed 25 August 2024).

28 L3Harris Technologies, “Global Human Rights Policy” (2023)<https://www.l3harris.com/sites/default/files/
2023-01/L3H_Human_Rights_Policy_2023_final.pdf> (last accessed 25 August 2024); L3Harris Technologies, “Code
of Conduct” (2020) <https://www.l3harris.com/sites/default/files/2020-08/l3harris-code-of-conduct.pdf> (last
accessed 25 August 2024).
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documents.33 Lack of transparency is an overarching challenge with the arms trade, and by
restricting the public availability of their full policies, arms companies contribute to this
issue and limit opportunities for scrutiny and accountability.34 Nevertheless, the general
availability of relevant policies on HRDD indicates that major arms companies have taken
steps towards implementing HRDD processes for arms deals, either in response to
changing societal expectations or as a result of their involvement in illegal and
controversial export practices being exposed. For example, Rheinmetall’s policy asserts
that all companies of the Rheinmetall Group have a “special responsibility” to comply with
the strict German and EU export controls, which require human rights risk assessments.35

This is particularly noteworthy as the company had previously threatened to sue the
German government over the ban on arms sales to Saudi Arabia and attempted to
circumvent this ban by using its Italy-based subsidiary RWM Italia.36 Other companies also
acknowledge that non-compliance with domestic export licensing regimes represents a
reputational risk for the company, which may be accompanied by loss of business and
perception as an unreliable export partner.37

Furthermore, three commonalities stand out from the policies examined. First, in
general, companies reference their implementation of risk assessment processes in
accordance with regulatory requirements for export licences.38 Some companies

29 Leonardo, “Group Policy on Human Rights” (2019) <https://www.leonardo.com/documents/15646808/
16737734/Group�Policy�Human�Rights_general�use_new.pdf> (last accessed 25 August 2024); Leonardo,
“Leonardo Group Trade Compliance Program” (2023) <https://www.leonardo.com/en/investors/ethics-complia
nce/trade> (last accessed 25 August 2024); Leonardo, “Project Risk Management” (2023)<https://www.leonardo.
com/en/investors/industrial-plan/risk-management/project-risk-management> (last accessed 25 August 2024).

30 Thales, “Incorporating CSR principles all along the value chain” (2024) <https://www.thalesgroup.com/en/
global/corporate-responsibility/governance/incorporating-csr-principles-all-along-value-chain> (last accessed
25 August 2024); Thales Group, “Setting the Bar High on Integrity and Compliance”<https://www.thalesgroup.co
m/en/global/corporate-responsibility/governance/setting-bar-high-integrity-and-compliance> (last accessed
25 August 2024).

31 Dassault Aviation, “Corporate Social Responsibility. Higher, Together” (2024)<https://www.dassault-aviatio
n.com/en/group/about-us/corporate-social-responsibility/> (last accessed 25 August 2024); Dassault Aviation,
“CSR Policy” <https://www.dassault-aviation.com/wp-content/blogs.dir/2/files/2021/06/politique-rse-en.pdf>
(last accessed 25 August 2024).

32 Rheinmetall, “Export Controls: Global, Complex Rules for Import and Export of Goods and Services” (2024)
<https://www.rheinmetall.com/en/company/corporate-governance/export-controls> (last accessed 25 August
2024); Rheinmetall, “Policy Statement on Respecting Human Rights and Protecting the Environment” (2024)
< https://www.rheinmetall.com/Rheinmetall%20Group/Verantwortung/24-01-24-Policy-Statement-on-respecti
ng-human-rights-and-protecting-the-Environment.pdf> (last accessed 25 August 2024).

33 The following companies only make references to these policies but do not disclose them publicly: Thales,
“Thales Corporate Responsibility Integrated Report 2019–2020” (2021) 22 <https://www.thalesgroup.com/sites/
default/files/2021-09/Thales_Integrated_Report_Corporate_Responsibility_2019-2020.pdf> (last accessed 25
August 2024); Lockheed Martin, “Setting the Standard: Code of Ethics and Business Conduct” (2023) 12, pp 21,
23 <https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/ethics/Ethics-Code-of-Co
nduct-2023.pdf> (last accessed 25 August 2024). BAE provides summaries of its policies but does not publicly
disclose the full policies: BAE Systems, “Policy Summaries: Product Trading” (2024), supra, n 27; BAE Systems,
“Policy Summaries: Pursuit of Export Opportunities Policy” (2024), supra, n 27.

34 See, generally, UN Human Rights Council, “Impact of arms transfers on human rights: Report of the Office of
the United Nations High Commissioner for Human Rights” (18 April 2024) Un Doc A/HRC/56/42. See, also, UN
Working Group on Business and Human Rights, supra, n 6, p 5.

35 Rheinmetall, “Export Controls” (2023), supra, n 32. Regulations include: Act Implementing Article 26(2) of the
Basic Law (War Weapons Control Act) of 1 June 1961, version published on 22 November 1990, Federal Law Gazette
2506, Art. 6(3); EU Common Position, Art. 2.

36 Maletta, supra, n 4, pp 81–82.
37 See, for example, Northrop Grumman, “Northrop Grumman Human Rights Policy” (2024), supra, n 24; BAE

Systems, “Policy Summaries: Product Trading” (2024), supra, n 27.
38 See, for example, RTX, “RTX Human Rights Policy” (2024), supra, n 24; BAE Systems, “Policy Summaries:

Export Control” (2024), supra, n 27.
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https://www.leonardo.com/documents/15646808/16737734/Group+Policy+Human+Rights_general+use_new.pdf
https://www.leonardo.com/documents/15646808/16737734/Group+Policy+Human+Rights_general+use_new.pdf
https://www.leonardo.com/documents/15646808/16737734/Group+Policy+Human+Rights_general+use_new.pdf
https://www.leonardo.com/documents/15646808/16737734/Group+Policy+Human+Rights_general+use_new.pdf
https://www.leonardo.com/documents/15646808/16737734/Group+Policy+Human+Rights_general+use_new.pdf
https://www.leonardo.com/en/investors/ethics-compliance/trade
https://www.leonardo.com/en/investors/ethics-compliance/trade
https://www.leonardo.com/en/investors/industrial-plan/risk-management/project-risk-management
https://www.leonardo.com/en/investors/industrial-plan/risk-management/project-risk-management
https://www.thalesgroup.com/en/global/corporate-responsibility/governance/incorporating-csr-principles-all-along-value-chain
https://www.thalesgroup.com/en/global/corporate-responsibility/governance/incorporating-csr-principles-all-along-value-chain
https://www.thalesgroup.com/en/global/corporate-responsibility/governance/setting-bar-high-integrity-and-compliance
https://www.thalesgroup.com/en/global/corporate-responsibility/governance/setting-bar-high-integrity-and-compliance
https://www.dassault-aviation.com/en/group/about-us/corporate-social-responsibility/
https://www.dassault-aviation.com/en/group/about-us/corporate-social-responsibility/
https://www.dassault-aviation.com/wp-content/blogs.dir/2/files/2021/06/politique-rse-en.pdf
https://www.rheinmetall.com/en/company/corporate-governance/export-controls
https://www.rheinmetall.com/Rheinmetall%20Group/Verantwortung/24-01-24-Policy-Statement-on-respecting-human-rights-and-protecting-the-Environment.pdf
https://www.rheinmetall.com/Rheinmetall%20Group/Verantwortung/24-01-24-Policy-Statement-on-respecting-human-rights-and-protecting-the-Environment.pdf
https://www.thalesgroup.com/sites/default/files/2021-09/Thales_Integrated_Report_Corporate_Responsibility_2019-2020.pdf
https://www.thalesgroup.com/sites/default/files/2021-09/Thales_Integrated_Report_Corporate_Responsibility_2019-2020.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/ethics/Ethics-Code-of-Conduct-2023.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/ethics/Ethics-Code-of-Conduct-2023.pdf
https://doi.org/10.1017/err.2024.83


specifically refer to the need for “enhanced” or “reinforced” due diligence because of the
heightened risks of the arms sector,39 demonstrating an increased recognition of the need
for discrete HRDD measures which are separate and additional to the efforts undertaken by
states during the export licensing process. The integration of risk assessments throughout
the business enterprise, as required by the UNGPs and OECD Due Diligence Guidance,
varies, with many companies only assessing human rights risks for activities falling under
their full and direct control, thereby limiting the risk assessments to their supply chains
and not extending these to other business relationships including potential recipients of
arms exports.40

Second, while several companies include the identification and mitigation of human
rights risks as part of their risk assessments,41 the criteria and processes used in risk
assessments are only detailed by a few. General Dynamics asserts that it uses “a variety of
tools, techniques, and analyses”, which may include site visits and meetings, open source
and web searches for adverse media, and specialised database searches, among other
methods.42 Leonardo states that its risk assessment includes risk identification, qualitative
and quantitative analyses of risk, a risk treatment action plan to reduce the impact of risks
on a project, contingency management, and risk monitoring and review, which includes
quarterly reporting on risk trends.43 RTX notably has its own Human Rights Council which
“is responsible for assisting the businesses in their assessment of specific sales
opportunities that may present heightened human rights risks,” reflecting the require-
ments of UNGP Principle 18.44 For the most part, however, the steps taken by arms
companies to identify, evaluate and address human rights risks are not specified in their
public policies and there is limited reference to the HRDD measures outlined in the UNGPs
and OECD Due Diligence Guidance. Consequently, though there has been growing
acknowledgement of the need for HRDD for arms exports, there is limited elaboration of
the standards and processes involved.

Third, all companies issued a stand-alone human rights policy or statement (in some
cases referred to as a CSR policy or statement) recognising the human rights impacts of
their business activities and indicating how these impacts will be addressed. Leonardo’s
policy on human rights provides the most comprehensive incorporation of human rights
considerations, explicitly referencing the standards elaborated in the UN Universal
Declaration on Human Rights and OECD Guidelines for Multinational Enterprises on
Responsible Business Conduct.45 Some policies also detail how the company specifically
addresses human rights risks, including maintaining a “List of Sensitive Countries” that are
excluded as recipients of arms exports,46 or declining a potential arms deal where the risk
to human rights or company reputation is unacceptable irrespective of whether that
export would be legally permissible.47 L3Harris includes an option to terminate a business

39 Rheinmetall, “Export Controls” (2023), supra, n 32; RTX, “RTX Human Rights Policy” (2024), supra, n 30;
General Dynamics, “Statement on Human Rights” (2024), supra, n 26; BAE Systems, “Policy Summaries: Export
Control” (2024), supra, n 27.

40 UNGPs, Principles 17–21. See, for example, Dassault Aviation, “Corporate Social Responsibility. Higher,
Together”, supra, n 31.

41 Rheinmetall, “Export Controls” (2023), supra, n 32; RTX, “RTX Human Rights Policy” (2024), supra, n 23; BAE
Systems, “Policy Summaries: Export Control” (2024), supra, n 27.

42 General Dynamics, “Statement on Human Rights” (2024), supra, n 26.
43 Leonardo, “Project Risk Management” (2023), supra, n 29.
44 Ibid.
45 Leonardo, “Group Policy on Human Rights” (2019), supra, n 29, p 5. See, also, Universal Declaration of Human

Rights (adopted 10 December 1948) UNGA Res 217 A(III); OECD Guidelines, supra, n 15.
46 Leonardo, “Leonardo Group Trade Compliance Program” (2023), supra, n 29; Leonardo, “Group Policy on

Human Rights” (2019), supra, n 29, p 5. This list is updated every year and is compiled based on factors including
breaches of international human rights law.

47 Northrop Grumman, “Northrop Grumman Human Rights Policy” (2024), supra, n 24.
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relationship if its policy is breached, though this option focuses only on the termination of
relationships with suppliers and does not include customers, despite the latter being
referenced as posing the “most salient risks.”48 Overall, although these measures represent
positive steps toward developing HRDD for the arms industry, the policies and practices of
arms companies in implementing HRDD remain unclear and undeveloped.

III. HRDD guidance from Supply Chain Regulations

In the past decade, HRDD in high-risk sectors has evolved significantly. The introduction of
third-generation due diligence legislation imposing mandatory HRDD obligations marked an
important shift in corporate responsibility.49 The political will necessary for the adoption of
such regulations for the arms sector continues to be severely lacking, with national security
being persistently deployed as a justification for ignoring the function of the arms trade as a
business. While the adoption of arms sector-specific legislation remains unlikely in the near
future, regulations and guidance adopted by other high-risk sectors offer models for
clarifying and elaborating the standards and scope of the HRDD obligations of arms
companies. In particular, supply chain instruments developed specifically for the mining of
conflict minerals consider similar risk factors associated with arms exports, providing a
blueprint for developing the HRDD policies and practices of arms companies. Supply chain
management is vital in the arms sector because of the intricate networks of actors involved
at various stages of production and export, as evidenced by some arms companies
introducing standalone policies or sections in their human rights policies for supply chain
management.50 The mining of conflict minerals, like the arms trade, involves complex,
globalised supply chains and similar operational challenges, particularly with regard to the
conduct of business activities in conflict-affected areas where the risks of prolonged cycles of
violence and human rights abuses are exacerbated.51 Both of these high-risk industries also
evoke analogous moral dilemmas about their exploitation of conflict-affected regions and
communities that are often very far removed from the decision-making arenas.52

The rigorous HRDD measures from the conflict minerals industry can therefore provide
robust guidance for arms companies and supplement gaps in the regulatory framework for
the arms trade. In particular, the OECD Due Diligence Guidance for Responsible Supply
Chains of Minerals from Conflict-Affected and High-Risk Areas (2016), the EU Conflict
Minerals Regulation (2017), and Switzerland’s Ordinance on Due Diligence and
Transparency in relation to Minerals and Metals from Conflict-Affected Areas and Child
Labour (2021) offer practical guidance for determining the standard of conduct and the

48 L3Harris Technologies, “Code of Conduct” (2020), supra, n 28.
49 Supply Chain Due Diligence Act of 16 July 2021, Federal Law Gazette 2959 (Germany); Child Labour Due

Diligence Law (2019) Statable 2019, 401 (The Netherlands); Corporate Duty of Vigilance Law (2017) (JORF no 0074
of 28 March 2017) (France).

50 See, for example, Northrop Grumman, “Northrop Grumman Human Rights Policy” (2024), supra, note 24; BAE
Systems, “BAE Systems Human Rights Statement 2024” (2024), supra, note 27; L3Harris Technologies, “Supplier
Code of Conduct” (2023) <https://www.l3harris.com/sites/default/files/2023-11/l3harris-supplier-code-of-co
nduct.pdf> (last accessed 25 August 2024); RTX, “RTX Statement on Modern Slavery and Human Trafficking”
(2023) <https://prd-sc102-cdn.rtx.com/-/media/rtx/suppliers/2023-08/rtx-statement-on-modern-slavery-and-
human-trafficking-(2022).pdf> (last accessed 25 August 2024).

51 Virginia Haufler, “Corporations, Conflict Minerals, and Corporate Social Responsibility” in Alwyn Lim and
Kiyoteru Tsutsui (eds), Corporate Social Responsibility in a Globalizing World (Cambridge University Press 2015) pp
149–150; Oliver Pamp and others, “The Build-up of Coercive Capacities: Arms Imports and the Outbreak of Violent
Intrastate Conflicts” (2018) 55 Journal of Peace Research 430; Quentin Gallea, “Weapons and War: The Effect of
Arms Transfers on Internal Conflict” (2023) 160 Journal of Development Economics 1.

52 Sam Perlo-Freeman, “Business as Usual: How Major Weapons Exporters Arm the World’s Conflicts” (World
Peace Foundation, 2021) <https://sites.tufts.edu/wpf/business-as-usual/> (last accessed 25 August 2024).
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scope of HRDD obligations required by arms companies, introducing processes essential for
addressing human rights risks, and improving transparency and accountability.53 While
Section 1502 of the Dodd-Frank Wall Street Reform and Consumer Protection Act (2010)
was one of the earliest regulations mandating disclosure and supply chain due diligence
requirements for conflict minerals, it does not elaborate HRDD obligations in as much
detail as the other instruments, and is therefore not extensively examined.54

The OECD Due Diligence Guidance for Responsible Supply Chains of Minerals from
Conflict-Affected and High Risk Areas (“OECD Supply Chain Guidance”) provides apposite
HRDD guidance for supply chains in conflict mineral extraction, which has been integrated
into domestic and regional laws, highlighting its growing normative force in this sector.55

The Guidance develops a five-step framework for identifying and evaluating risks in
conflict mineral supply chains that requires companies to: (1) adopt an HRDD policy that is
publicly communicated; (2) identify and assess risks; (3) design and implement a strategy
for managing risks; (4) carry out third-party audits of the HRDD practices; and 5) publicly
report HRDD policies and practices.56 The first three steps detail specific processes that can
be adopted by arms companies, including developing HRDD policies, assessing human
rights risks, and devising risk management strategies to address identified risks such as the
temporary suspension of trade while pursuing risk mitigation or termination of a supplier
relationship. Mechanisms such as traceability systems are especially relevant for risk
management and oversight of arms exports. The reporting and independent auditing
requirements in the latter two steps further enhance the former HRDD requirements and
are essential for improving transparency in the arms industry as arms companies
routinely utilise national security and commercial secrets justifications to limit the
availability of information and data on arms exports.57

The EU Conflict Minerals Regulation 2017/821 (“EU Regulation”), in force since 1 January
2021, imposes HRDD obligations on EU importers of tin, tantalum, tungsten, and gold in their
raw forms or as part of finished goods, which have possible origins in conflict-affected areas.
The EU Regulation aims to ensure the responsible sourcing of these minerals and break the
link between mineral extraction, human rights abuses, and armed conflict.58 The regulation
incorporates models from the OECD Supply Chain Guidance and details a number of HRDD
processes that can be utilised to clarify the scope and requirements of the HRDD obligations of
arms companies. For example, Article 4 outlines obligations for EU importers to establish and
maintain a supply chain due diligence system in compliance with the OECD Supply Chain
Guidance’s framework.59 This includes requirements for risk assessments, risk management,
traceability, and oversight, which are all features essential for evaluating and mitigating the
human rights risks of arms exports. The EU Regulation also requires reporting on HRDD

53 OECD, “Due Diligence Guidance for Responsible Supply Chain of Minerals from Conflict-Affected and High-
Risk Areas” (OECD, 3rd edn, 2016) p. 9<https://www.oecd.org/en/publications/oecd-due-diligence-guidance-for-
responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en.html> (last
accessed 1 August 2024) (hereafter: “OECD Supply Chain Guidance”); Regulation (EU) 2017/821 of the European
Parliament and of the Council of 17 May 2017 laying down supply chain due diligence obligations for Union
importers of tin, tantalum and tungsten, their ores, and gold originating from conflict-affected and high-risk areas
[2017] OJ L130/1 (hereafter: “EU Conflict Minerals Regulation”); Ordinance on Due Diligence and Transparency in
relation to Minerals and Metals from Conflict-Affected Areas and Child Labour (3 December 2021), No 221.433, AS
2021 847 (hereafter: “Swiss Ordinance on Due Diligence and Transparency”).

54 Wall Street Reform and Consumer Protection Act (2010) 124 Stat. 1376 § 1502.
55 See, for example, California Transparency in Supply Chains Act 2010, California Civil Code Section §1714.43

(State of California, United States); Child Labour Due Diligence Law (2019) Staatsblad 2019, 401 (The Netherlands).
56 OECD Supply Chain Guidance, Annex I.
57 UN Human Rights Council, “Impact of arms transfers on human rights: Report of the Office of the United

Nations High Commissioner for Human Rights” (18 April 2024) Un Doc A/HRC/56/42, paras 11–12.
58 EU Conflict Minerals Regulation, Preamble.
59 Ibid, Art 4.
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policies and third-party audits of HRDD practices, which are important complements for
promoting transparency and accountability in arms companies’ HRDD policies and practices.60

The Swiss Ordinance on Due Diligence and Transparency in relation to Minerals and
Metals from Conflict-Affected Areas and Child Labour (2021) (“Swiss Ordinance”), in force
since 1 January 2022, imposes similar and complementary HRDD obligations to the EU
Regulation. The Swiss Ordinance applies to companies “whose seat, domicile, head office or
principal place of business is in Switzerland.”61 This regulation’s scope of applicability is
particularly notable as Switzerland is the base for over 900 companies in the commodities
trading industry, which shares commonalities with the arms sector in terms of supply
chain complexity and geopolitical risks. The Ordinance imposes HRDD obligations to
prevent companies from contributing to conflict financing through procurement practices
and details practical measures.62 Companies are required to establish a supply chain policy
that identifies, assesses, eliminates or mitigates “the risks of potential adverse impacts in
its supply chain” through measures such as risk assessments, risk management plans,
traceability systems, and oversight mechanisms.63 These measures are highly relevant for
managing both human rights and diversion risks posed by arms exports, which are
addressed separately by arms control instruments.64 Although security implications are
emphasised as the primary reason for preventing the diversion of arms to unintended
recipients or to illicit markets, weapons diversion also affects human rights as the actors
acquiring arms through illicit means are usually those unable to legally purchase them,
such as embargoed states or non-state armed groups with records of human rights abuses.
Strengthening the link between risks of diversion and human rights in HRDD by arms
companies is therefore necessary for enhancing transparency and accountability in arms
exports, preventing the risk of arms being acquired by unauthorised users, and limiting
the potential of exported arms being used in human rights violations or for other criminal
purposes.65

IV. HRDD fundamentals for arms companies

Drawing on the instruments for conflict minerals and general guidance from the UNGPs and
OECD Due Diligence Guidance, this section outlines five HRDD features for arms companies
that are essential for identifying, evaluating and addressing human rights risks related to
conflict dynamics, weapons diversion, and complex supply chain networks. The first two
features – standard of conduct and foreseeability of risks – are key to clarifying the standard
of conduct for HRDD obligations. The other three elements – risk management plans,
traceability measures, and oversight mechanisms – are integral to the effective management
of human rights risks. Additionally, as transparency is an ongoing challenge in the arms
trade and requires integration throughout an HRDD framework to enable scrutiny and
accountability of policies and practices, measures linked to improving transparency are
discussed in relation to these five features, rather than as a discrete measure.

60 EU Conflict Minerals Regulation, Art 6 and 7.
61 Swiss Ordinance on Due Diligence and Transparency, Art 2.
62 Nicolas Bueno and Christine Kaufmann, “The Swiss Human Rights Due Diligence Legislation: Between Law

and Politics” (2021) 6 Business and Human Rights Journal 542.
63 Swiss Ordinance on Due Diligence and Transparency, Art 2, 10, 11, 12.
64 See, for example, Arms Trade Treaty, Art 7 (human rights) and 11 (diversion).
65 UN Human Rights Council, “Impact of arms transfers on the enjoyment of human rights: Report of the Office

of the United Nations High Commissioner for Human Rights” (3 May 2017) A/HRC/35/8, paras 7–8.
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1. Standard of conduct
The standard of conduct required for HRDD in the arms sector remains unclarified in the
existing regulatory framework. Ascertaining the standard of conduct is a necessary
prerequisite for evaluating risks emanating from a company’s activities and business
relationships, and for determining the “reasonable steps” that should be taken to prevent
or mitigate these risks.66 HRDD is based on a standard of reasonableness that requires the
balancing of human rights risks and other contextual interests.67 The UNGPs and OECD Due
Diligence Guidance specify that HRDD should be conducted to a standard that is
commensurate with the severity of the human rights risks and the likelihood of those risks
materialising.68 For arms exports, this requires the severity of the risks related to the
exported product, the potential recipient, and the proposed destination to all be taken into
account.69 The severity of human rights risks is especially high in the arms sector because
the exported products are designed for the purposes of killing and causing injury. These
risks are exemplified by the factual circumstances surrounding the recipient party and
destination. For example, a recipient party may have a history of using weapons to commit
or facilitate violations of human rights or international humanitarian law. Destinations
such as conflict zones amplify the risks of exported arms being diverted and misused due
to conflict dynamics and practical difficulties in monitoring arms use and stockpile
security. Principle 7 of the UNGPs places special obligations on states where corporations
operate in conflict zones because of the exacerbated risks in these areas.70 Such
requirements underscore the importance of arms companies also exercising additional
caution and vigilance when exporting arms to conflict zones or to parties involved in
armed conflicts, such as the coalition states engaged in the Yemen conflict. At a minimum,
a high standard of conduct is required to reflect the lethality of the exported products and
the increased risks presented by a recipient or destination.

In addition, the standard of conduct must also correspond with the capacities of arms
companies to perform HRDD obligations, as reaffirmed by Principle 15 of the UNGPs, which
requires that “business enterprises should have in place policies and processes appropriate
to their size and circumstances.”71 Although originally applied to determine accountability
and the attribution of consequences, Sistare’s approach to assessing the capacities of an
actor is relevant for this purpose because it focuses on ascertaining whether an actor can
undertake preventive actions.72 According to Sistare’s model, the capacities to perform
preventive actions require an actor to: (1) possess the ability to voluntarily perform or
cause an action; (2) have the capacities and abilities to control their actions at the time of
the conduct including the ability to act with reason and intent and the ability to know and
understand “crucial facts”; and (3) have adequate opportunity to exercise those capacities
and abilities.73 Arms companies possess significant institutional capabilities and resources
to perform a high level of HRDD, which is evident from the size of their business
enterprises, the substantial profits they accrue, and the influence they possess in their
business relationships, particularly when weapons are in increased demand. Indeed, in the
examined corporate policies, some arms companies acknowledge that they have the
capacities to conduct a high standard of HRDD and that it is in their reputational and

66 OECD Supply Chain Guidance, pp 13–14.
67 Björnstjern Baade, “Due Diligence and the Duty to Protect Human Rights” in Heike Krieger, Anne Peters and

Leonhard Kreuzer (eds), Due Diligence in the International Legal Order (Oxford University Press 2020) p 95.
68 OECD Due Diligence Guidance, p 16; UNGPs, Principle 14.
69 Ibid.
70 UNGPs, Principle 7.
71 Ibid, Principle 15.
72 Christine T Sistare, Responsibility and Criminal Liability (Amsterdam: Kluwer Academic Publishers 1989).
73 Ibid, p. 20. See, also, Brenda M Baker, “Theorizing about Responsibility and Criminal Liability” (1992) 11 Law

and Philosophy 403, pp 405–6.
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commercial interests to do so.74 Accordingly, to properly reflect the severity of the human
rights risks and the capacities of arms companies, a high standard of conduct is required by
arms companies that involves the comprehensive investigation, evaluation, and
management of risks.

2. Risk foreseeability
In the UNGPs and the Arms Trade Treaty, risk assessments are highlighted as an integral
mechanism for identifying, evaluating and addressing human rights risks.75 Risk
assessments hinge on the foreseeability threshold, which the OECD Due Diligence
Guidance defines as a company’s ability to anticipate adverse impacts.76 The OECD Supply
Chain Guidance elaborates that foreseeability requires proactive risk analysis using
available information and data to forecast risks based on the factual circumstances, with
approaches to be tailored according to the complexity and risk level of a company’s
operations.77 Courts have clarified aspects of foreseeability for HRDD. Notably, the
European Court of Human Rights determined that there is a sliding scale for assessing the
degree of foreseeability, reflecting how remote or close a risk may be, with risks that are
more likely to occur and to have particularly adverse consequences requiring more
rigorous due diligence.78

In the arms sector, the foreseeability threshold has been insufficiently developed and
lacks clarity. Arms control instruments either do not include an objective standard for
foreseeability or have set thresholds too high by requiring actual knowledge of human
rights impacts rather than the reasonable anticipation of human rights risks.79 Domestic
courts have adopted divergent approaches to interpreting the foreseeability threshold. For
example, the Administrative Court of Paris rejected an attempt by civil society to block a
Saudi ship carrying French arms, ruling that there was no imminent threat to human
rights.80 Similarly, the British government justified arms exports to Saudi Arabia by
narrowly interpreting foreseeability, focusing on possible immediate risks rather than
considering medium- and long-term impacts of the use of the exported weapons in the
Yemen conflict.81 In contrast, Belgium’s Council of State recognised the ongoing risks
posed by exporting arms to Saudi Arabia based on past human rights and international
humanitarian law violations in Yemen, and thus suspended export licenses to Saudi
Arabia, effectively halting 75 percent of Belgium’s arms exports.82 The Council noted that

74 See, for example, BAE Systems, “Policy Summaries: Export Control” (2024), supra, n 27; Leonardo, “Project
Risk Management” (2023), supra, n 29.

75 UNGPs, Principles 17 and 18; Arms Trade Treaty, Art 6 and 7.
76 OECD Due Diligence Guidance, p 70.
77 OECD Supply Chain Guidance, p 13.
78 ECtHR, Mukhitdinov v Russia, Judgment (21 May 2015) Application No 20999/ 14, para 62. The Inter-American

Court of Human Rights has used a similar scale concept to distinguish between general and strict due diligence,
with “the latter referring to a more imminent, rather than an abstract, danger”: IACtHR, González et al (Cotton Field)
v Mexico, Judgment (16 November 2009), Series C No 205, paras 281–83. Where a risk of severe consequences is
foreseeable then preventive actions will be more necessary to prevent or minimise these risks: ECtHR, Budayeva
and Others v Russia, Judgment (20 March 2008) Applications nos. 15339/02, 21166/02, 20058/02, 11673/02 and
15343/02, paras. 147–60. See, also, Robert Kolb, “Reflections on Due Diligence Duties and Cyberspace” (2015) 58
German Yearbook of International Law 113, p. 123; Baade, supra, n 67, p 52.

79 Arms Trade Treaty, Art 6 and 7.
80 Ordonnance du 26 Septembre 2019 (26 September 2019) Paris Administrative Court of Appeal, Order no

19PA02929. See, also, Emma Soubrier, “Unpacking the Storytelling around French Arms Sales: Demystifying the
‘Strategic Autonomy’ Argument” (2023) 14 Global Policy 112, p 115.

81 The King, on the application of CAAT, v Secretary of State for International Trade [2023] EWHC 1343 (Admin).
82 Judgment no 249.991 (5 March 2021) A. 232.975/XV-4690 (Conseil d’État, section du contentieux administratif le

Président de la XVe chambre siégeant en référé arrêt no 249.991 du 5 mars 2021).
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adequate evidence to confirm the exported arms would not be used to commit further
violations was not available and found that the government had not properly considered
those risks.83

The Belgian court’s approach is preferable for HRDD by arms companies, as it frames
foreseeability broadly and requires the evaluation of past practices and longer-term risks.
As part of a robust approach to assessing risks, it is essential that arms companies treat
patterns of past violations as significant indicators of future risk and exclude parties with
documented histories of human rights abuses as potential recipients.84 To improve
transparency and accountability, this approach must be complemented by the reporting
obligations that, as required by the Swiss Ordinance, enable “all interested parties to raise
reasonable concerns about the existence of a potential or actual adverse impact”.85

Providing external stakeholders with the opportunity to challenge the risk identification
practices of companies is especially important for exports to parties to armed conflicts
because the potential defeat of a recipient party exemplifies risks of diversion and misuse
of arms by an acquiring party. Indeed, in situations where the defeat of a party is a
reasonably foreseeable risk, then it is imperative that arms companies emphasise export
restraint and, when necessary, terminate client relationships.86

3. Risk management
Due to the destructive nature of weapons and the foreseeability of significant human
rights risks resulting from arms exports, rigorous risk management is required by arms
companies. The scope of obligations for arms companies must accordingly be expansive
and involve the ongoing performance of HRDD to continuously assess risks as they evolve.
Some national export regulations require the revocation of an export permit if reasons for
denying the permit, such as a danger of the exported arms being used for an act
detrimental to peace, manifest after an export licence is granted.87 In addition to imposing
reporting obligations, such provisions contemplate the continuous appraisal by arms
companies of the possession and use of the exported arms. These requirements also
reaffirm that the existence of a state’s export licensing regime does not exclude an arms
company from performing independent HRDD, a point acknowledged by a number of the
companies examined.88 Risk management plans are a practical tool for reinforcing ongoing
HRDD obligations. The Swiss Ordinance mandates that companies establish and implement
a risk management system that identifies and assesses risks, implement measures to
prevent or mitigate these risks, and regularly review the effectiveness of those measures in
achieving their purposes of prevention or mitigation.89 This is complemented by reporting
obligations and third-party audits, which are central to improving transparency and
assessing the effectiveness of the risk management plans.90 The OECD Supply Chain
Guidance’s framework likewise requires companies to design and implement a strategy to
respond to identified risks, which includes reporting findings to senior management,
adopting a risk management plan, and devising risk management strategies such as the

83 Ibid.
84 Stavrianakis, supra, n 8, p 43.
85 Swiss Ordinance on Due Diligence and Transparency, Art. 14.
86 L3Harris Technologies, “Code of Conduct” (2020), supra, n 28.
87 See, for example, German regulations: Act Implementing Article 26(2) of the Basic Law (War Weapons Control

Act) of 1 June 1961, version published on 22 November 1990, Federal Law Gazette 2506, Art 6(3) and 7(2).
88 See, for example, Rheinmetall, “Export Controls” (2023), supra, n 32; BAE Systems, “Policy Summaries: Export

Control” (2024), supra, n 27.
89 Swiss Ordinance on Due Diligence and Transparency, Art 10 and 15.
90 Ibid, Art 6 and 7.
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temporary suspension of trade while pursuing risk mitigation or the termination of a
supplier relationship.91

By extending HRDD obligations beyond initial pre-shipment risk assessments, these
instruments demonstrate that risk management plans can be utilised by arms companies to
verify and monitor whether recipients are using the weapons lawfully and have adequate
security measures in place to prevent diversion. Although export controls impose post-
shipment verification requirements such as on-site inspections to validate whether exported
weapons remain within the possession of the authorised end-users,92 verification
mechanisms must also be integrated into HRDD to manage risks linked to the intended
recipients, the use of intermediaries, and the security of storage facilities. The Swiss
Ordinance requires a company’s supply chain policy to incorporate verification mechanisms
into risk assessment and management processes, which can include on-site checks,
consultations with experts, and review of information from public authorities, international
organisations and civil society.93 These verification measures can likewise be used by arms
companies to engage in proactive and continuous risk management, and be complemented
by reporting requirements to strengthen transparency and accountability.94

4. Traceability
Risk management plans are closely tied to the establishment of traceability systems. For
example, in addition to developing a supply chain policy, the Swiss Ordinance requires
companies importing or processing minerals or metals originating from conflict-affected
and high-risk areas to adopt a tracing system to identify and evaluate risks.95 Tracking the
possession and use of weapons is integral to monitoring and addressing the diversion and
human rights risks of arms exports. However, there is currently no global or even regional
system for marking weapons, which complicates the task of tracking arms exports after
their delivery. Without the creation of a standardised marking system, arms companies
bear responsibility for establishing marking procedures for their weapons, which can be
supplemented by a traceability system for tracking their export and use. This is especially
necessary for small arms, which are highly susceptible to diversion and continue to lack an
independent verification mechanism.96

Monitoring arms exports is critical for accountability efforts and breaking cycles of
conflict, particularly in post-conflict situations where resurgences in violence remain
possible. The implementation of a traceability system is a practical step for strengthening
the HRDD processes of arms companies. Arms companies can adapt specific measures from
the Swiss Ordinance, such as establishing a comprehensive documentation system, to track
arms deliveries and verify that weapons reach their intended destinations.97 In fact, this

91 OECD Supply Chain Guidance, step 3 and Annex II pp 20–21.
92 Council of the European Union, “User’s Guide to Council Common Position 2008/944/CFSP defining common

rules governing the control of exports of military technology and equipment” (20 July 2015) Doc 10858/15, p. 9.
See, generally, on post-ship controls and on-site inspections, Andrea Edoardo Varisco, Kolja Brockmann and Lucile
Robin, “Post-Shipment Control Measures: European Approaches to on-Site Inspections of Exported Military
Materiel” (SIPRI, 2020) <https://www.sipri.org/sites/default/files/2020-12/bp_2012_post-shipment_controls.
pdf> (last accessed 25 August 2024).

93 Swiss Ordinance on Due Diligence and Transparency, Art 10(2).
94 Ibid, Art. 16 and 17; OECD Supply Chain Guidance, step 5.
95 Swiss Ordinance on Due Diligence and Transparency, n 93, Art 12.
96 Lina Grip, “History Never Repeats? Imports, Impact and Control of Small Arms in Africa” (2015) 36

Contemporary Security Policy 79, p. 98.
97 Swiss Ordinance on Due Diligence and Transparency, Art. 12.
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would be a practical measure for linking diversion and human rights risks, which require
coordinated evaluation rather than separate risk assessments, as diversion can directly
contribute to weapons being used to commit or facilitate human rights violations.98

Traceability measures reaffirm the importance of HRDD obligations continuing throughout
the lifecycle of weapons and being combined with efforts to remove and destroy old and
obsolete weapons to comprehensively address these risks.99 In addition, a traceability
system must include reporting obligations and independent third-party audits to reinforce
its effectiveness, which in turn can contribute to increased cooperation and targeted
enforcement strategies by the arms sector more broadly. By implementing continuous risk
management processes and rigorous traceability systems, arms companies can overcome
the practical challenges and regulatory gaps in preventing and mitigating risks of
diversion and misuse of exported arms.

5. Oversight
In combination with reporting and auditing obligations, oversight mechanisms are
necessary for arms companies to monitor and address human rights risks within their own
business enterprises and those linked to their business relationships, particularly with
clients. Obligations for oversight of subsidiaries have become more pronounced in recent
years. In 2021, the Dutch Court of Appeal affirmed that the duty of care of a parent
company to prevent or mitigate foreseeable human rights risks includes oversight of the
activities of its subsidiaries.100 The court found that the parent company, Royal Dutch
Shell, owed a duty of care to affected villagers for the actions of its subsidiary and was
liable for failing to prevent future oil spills.101 As many major arms companies have
subsidiaries registered in different states from the parent company, there is an increased
need for oversight mechanisms as companies may circumvent legal responsibilities
through the exploitation of loopholes or inconsistencies between jurisdictions. For
example, Germany has some of the strictest export control laws in the EU which go beyond
the requirements of the EU Common Position. To bypass these regulations and Germany’s
ban on arms exports to the Yemen conflict, the German arms company Rheinmetall used
its Italian subsidiary, RWM Italia, to sell weapons to Saudi Arabia that were subsequently
used in airstrikes in Yemen.102 The use of subsidiaries to exploit discrepancies in domestic
export controls, and the complexities of the supply chains in the arms sector generally,
necessitate the implementation of oversight mechanisms to monitor the performance of
HRDD by arms companies.

Moreover, oversight for arms companies must extend beyond subsidiaries to include
broader business relationships, including arms purchaser states, to assess and manage
human rights risks. The UNGPs recognise that oversight is essential for HRDD, with
Principle 17 recommending that HRDD cover the human rights risks of a company’s

98 UN Human Rights Council, “Impact of arms transfers on the enjoyment of human rights: Report of the Office
of the United Nations High Commissioner for Human Rights” (3 May 2017) A/HRC/35/8, paras 7–8.

99 Grip, supra, n 96, p 98.
100 Oguru, Efanaga & Milieudefensie v Shell (29 January 2021), ECLI:NL:GHDHA:2021:132, paras. 7.26–7.62. The Hague

Court of Appeal, at paras. 3.28–3.32, also referred to the precedent from English courts where “the parent availed
itself of the opportunity to take over, intervene in, control, supervise or advise the management of the relevant
operations : : : of the subsidiary”: Vedanta v Lungowe [2019] UKSC 20 (UK Supreme Court), para 44.

101 Ibid. For an overview of other cases which have considered the liability of parent companies for their
subsidiaries see, in particular, Nicolas Bueno and Claire Bright, “Implementing Human Rights Due Diligence
Through Corporate Civil Liability” (2020) 69 ICQL 789, 312–316.

102 Maletta, supra, n 4, pp 81–82.
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“own activities, or which may be directly linked to its operations, products or services by
its business relationships”.103 RTX is noteworthy in this regard as the company has its own
Human Rights Council, comprised of representatives from across its departments and
business units, which provides oversight for its HRDD policies and “considers all potential
human rights implications across the enterprise”.104 The EU Regulation offers relevant
guidance for broadening such initiatives, requiring oversight duties to be assigned to
senior management, who are also responsible for applying the risk management
strategies.105 Oversight mechanisms imposing specific obligations on senior management
are an effective way to ensure the effective implementation of comprehensive HRDD
processes for subsidiaries, suppliers and clients. These obligations must be complemented
by public reporting and independent third-party auditing of a company’s HRDD policies
and practices to ensure compliance and promote transparency.

V. Concluding Remarks

The expectations for HRDD by arms companies have expanded substantially in recent
years, including from arms companies themselves, who are increasingly acknowledging
the need for independent HRDD irrespective of a state’s export licensing regime. The
implementation of discrete and comprehensive HRDD by arms companies, which runs
parallel to state responsibilities, provides important opportunities for minimising
oversight and recklessness in arms exports by duplicating the efforts required to
identify, evaluate and address risks. HRDD instruments adopted for the conflict minerals
industry provide pertinent guidance for clarifying and elaborating the foundations of
HRDD for arms companies, supplementing the existing regulatory framework, which
currently does not include sector-specific HRDD legislation. Measures developed by
instruments for conflict mineral supply chains, another high-risk sector with symbiotic
risks and challenges, can be tailored to address the peculiarities of the arms trade,
including the inherent lethality of weapons and the significant potential for their
diversion and misuse.

Alongside general HRDD guidance, the sector-specific instruments for conflict mineral
supply chains assist with the clarification and elaboration of five fundamental elements of
the HRDD obligations of arms companies. First, HRDD by arms companies requires a high
standard of conduct that is commensurate with their capacities and resources, their
powerful positions within the arms sector, the inherent lethality of the weapons they
produce, and the significant adverse human rights impacts of exporting those weapons,
particularly to volatile and conflict-affected regions. Second, this high standard
necessitates a broad approach to foreseeability that considers the past practices of
recipients and longer-term consequences. Third, risk management plans are essential for
continuously appraising risks identified by risk assessments and devising strategies to
prevent or mitigate those risks. Fourth, traceability systems are an integral feature of risk
management plans that must be utilised to track the possession and use of exported
weapons, and provide a practical mechanism for linking diversion and human rights risks
as two points on a continuum, rather than distinct categories of risks requiring separate
obligations. Fifth, oversight mechanisms, such as oversight duties for senior management,
are necessary to ensure the effective implementation of HRDD policies and practices.
Finally, to improve transparency and accountability, these elements must be
complemented by the publication of HRDD policies and reporting on risk assessment
outcomes. In certain instances, however, HRDD will be insufficient due to the intractable

103 UNGPs, Principles 15 and 17.
104 RTX, “RTX Human Rights Policy” (2024), supra, n 30.
105 EU Conflict Minerals Regulation, Art 4 and 5.
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challenges of performing these obligations, especially in conflict zones where physical
access is restricted and opportunities for information collection are limited. In such cases,
export restraint is crucial and must be implemented as the default response.
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